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[TepiAnyn

Tig Tedevtaieg dekaetieg, N paydaio avamtuén tov dadiktoov petéPoare pLlikd Tig avBpo-
TLVEG KOLVWViEG, HECW piag TANODPAG YNPLOKOV EQOPHOYDOV, OL OTOLEG, GT) GLVTPLITTLKY) TOVG
TAELOYN@la, TPOCPEPOVTAL AITO TOPOXOUVG LINPEGLOV LITOAOYLGTLKOD VEPOULG, akoAovBdvTag
TNV ApPXLTEKTOVLIKT] TTeAATN-eELTNPETNTY).

MoAovotL avtd To povTéLO LAOTOLNGONG éxel oumodelyBel Wilaitepa Aettovpytko kol €xet PeA-
TiwBlel afloonpelota avd Ta Xpovia, 1) GUYKEVIPWTLKT] TOU AOYLKY) GUVOOEVETAL ATTO Pia GELPX
npoPAnpdatev. Ipota ar’ OAa, o xpnotng kaAeitar va epmiotevdel Toe TPOSWITLKA TOL dedopéva
oe pla tpitn ovrotnta. Ekelvn, Statnpovrag tov mAnpn éleyyo enti avtadv, Stobétel tn dvvato-
T va To eme€epyaletat, vo to dtopotpaleTat ko vor tor Aoyokpivel, eite yia va eEumnpetrioet
TOL GULPEPOVTA TNG, lTE YLt Vot GUHHOPPWOEL pe dAAeg apyég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLalel 1 eyyonon tng dwbecipotntag twv dedopévav, Kabng, ave Tdoa oTiypr, o eEumn-
peTNTNG prtopel va artoovuvdebel yior adpLoto xpovikd daaTnpo Kot AGY® TOKIAWY ATV, OTTMG
Karolag kuPepvoenifeong 1} KATOLAG PUGIKNG KATAGTPOPNC.

Avtol eivou pepikol faoikol AdyoL Tov cuveTédecav otV Toxelo avaTuEn evog cuvOAoU
AOYLOHLK®OV avolyToD kddka, 0Twg Tov Ethereum blockchain ko tov IPFS, Ta omola, av ko Bpi-
OKOVTOL G€ OYETLIKA TTPOLHO 0TASL0, AtoTEAOVVY NON Lkovd epyoheior SNPLOLPYLAG KATAVEUNHEVWV
KOl LTTOKEVTPWOHEVOV EQPUPHOYDV.

210X0G TNG ToPOoLONG SITAWHATIKNG epyaciag eiva 1) LAOTOINGOT) PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) 0TTolet, tELOTTOLOVTAS TEXVOAOYLIEG ATTOKEVTPWOTNGC, aepevog Do emoTpéPeL TNV
KUPLOTNTA TV TPOCWILKOV deSOUEVOV GTOV XPNOTN, aPeTépov Ba mapéyel Tn dvvatdOTNTH Yo
dravpaveig dnpokpatikéc Yneogopiec. Avtd péca oe éva mAaiolo avBekTiKO, TOGO G CPOAAHAT
Kot emBécelg, 660 KoL o€ ATMOTELPEG AOYOKPLOLOG KAl TAPATTOLNGNG.

AéEerg-Kherdr: Amoxevrpomoinor, Ethereum, Blockchain, E€vmtvo Suvpfodato, Amokevtpwpévn
Egpappoyn, IPFS, OrbitDB
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KepaAairo 1

Elcaywyn

1.1 Oplopog tov TPoPANPATOG

H oApotoddng avamtugn tov dradikthov Sapdppwnaoe éva oAokaivoupylo Tomio oe k&Oe Topéa
™G avBpdTIVNG dpacTNPLOTNTAG, TaPEXOVTOG Eva avapiBunto TANBoC epappoy®V Kol LI PE-
owov. Ta péoa kowvwvikng dIkTOWGONG, TO NAEKTPOVIKO TaLOPOELD, 1) YnpLakT) ednceoypapia, 0
SLopOLPAGHOG Py ELWV KL OL VTN PEGLEG TOAVHECWV POTG, ATTOTEAODV OPLGHEVOL OO TO GTJHALVTL-
KOTEPQ - KOL TTAEOV XVOTTOGTIALOTAL - KOPPATLOL, TTOV GLVOETOLV TNV YNPLOKT) TTTUXT TNG GUYXPOVNG
KoOnpepvoTnTOg.

Katda kbpro Adyo, To povtédo mov akoAovBfoiv oL Tapamdve Texvoroyieg elvot avTod TG ap-
xirektovikng meAatn-eEumnpetnti (client-server architecture) ko Tpocpépovrar amd mapdyovg
VTN PECLAOV LITOAOYLOTIKOD VEQOUG (cloud computing service providers). Avto onpaivel 6TL oL ato-
paitnteg Aettovpyieg Tovg, dnAadn 1 eme€epyacio (processing), n amwobnkevon twv dedopévwv
(storage) kot To TPWTOKOAAO emikoLvwViag (communication protocol) vAomolotvtot emti evog ou-
ykevtpwtikoU (centralized) mAouciov, k&tL ov Tovg TPocdidel oplopéva afloonpeiwta TAeove-
KTrpata (7). eVKOA L AVATTTLENG, GUVTHPNOTNG KOL ITOGPOAUATOCTNG).

AT TNV QAN TAELPQA, 1) KEVTPOTTOLNUEVT) AOYLKT) EVOG TETOLOV GUGTHHATOG XPEVOG GLUVODEDE-
TolL ot TTOLKIACL LELOVEKTHHALTO TEXVIKNG PV EWGS, APeTEPOL eYeipel coPfapois mpoPAnpatiopoig
OXETIKA He TN SlayelpLlon TV TPOCWIKOV dedOPEVOV TV XPNOTOV Atd KEVTPLKES apyéS. Tou
Baowkotepa ammd T mapamave o popodcay v suvoloTodv wg eENG:

« EM\ewfn gpmiotootving: O kevipikég apyég éxovv tn duvatdtnta v mapokorovbovv
Toug Xpnoteg, va drofalovv, 1 akOpa KoL vor dLoeppEovy TOL TPOCOITLKA TOLS dedopéva ev
ayvola Tov tedevtaiwv. Ot de yprioteg de SLoBETOLV KAVEVOLY TPOTIO JLE TOV OTTOLOV VO PITO-
polV va Tig epmiotevfoiv pe PePoatdotnta.

« 'EAdewdm eyyonong tng avbevtucodtnrag twv dedopévov: Ot kevpikég apxég éxouvv trn du-
VOTOTNTO VA TPOTOTOLOVY Tar dedopéva katd foOANGT KATL TOL €XEL WG ATOTEAEGHA VoL
HNV LTTGPYEL YYDNON WG TTPOG TNV avBevTIKOTNTA OcWV PAETOLV OL Xp1IOTEG.

« EM\ewym eyyonong tng eAevbepiag tov Adyou: Ot kevrpikég apyég éxouv Tn duvatdTnTa
v Aoyokpivouv ta dedopéva, eite PACEL TV CULPEPOVTWV TOVG, eite fACEL LTTOYPEDOCEDY
TOUG WG TTPOG TPLTOUVG.

« 'EM\ewfn aopdherag: Ta tpocwrikd dedopéva Twv xpnoTtov popei vo vitokAomtovv e€ot-
Tlag kdrolag kvPepvoemnifeong.

« EM\ewfn dra@eoypotntag: To cOOTHHA PITOPEL VAL OTAPATIOEL VA AELTOVPYEL TTPOCWPLVA
1) HOVIHX YO TEYXVLIKOVG, OLKOVOHLKOUG 1} VOHLKOUG AOYOUC.



1.2 Amoxévipwon

Av Kot 0 0pog oToKEVTPWOT)” XPIOLUOTTOLELTOL EVPEWS GTNV ETLOTHIN TWV LITOAOYLOTMOV KOl
oTa kpurrTootkovoptkéd (cryptoeconomics), ouvfwe opiletar apketd acapdc[d]. Sty mpaypo-
TIKOTNTA 1] AWTOKEVTPWOT) prtopel v TomobetnOel mhvw oe Tpelg EexwploTong aEoveg, oL omoiot
elvo o€ YeVIKEG YPOUPES arveEGpTNTOL O €vag atd Tov AAAov. AvuTol éxouv wg Eng:

@) APYLTEKTOVIKI QUTOKEVTPWOT): A0 TOGOVG PUGLKOVS LITOAOYLOTEG QTTOTEAELTAL EVOL G-
otnpo; ITocot amd avtodg Propovv, ava TAoo GTLYHT, VO XAAAGOUV KoL £KELVO va avTEEeL;

B) MoArtikn amokévipwor): IIoca dtopa 1) opyovicpol eAEYXoUV TOUG VTOAOYLOTEG OITO TOUG
070lovGg ATOTEAELTAL TO GOGTNHA

7) Aoywn amokévipwon: H Siemagpr] ko ot dopég dedopéviv Tov cLuGTHHATOG pHotdlovV me-
pLocOTEPO e Vo HOVOALOLKO arVTLKELpEVO 1) Vel ALOPPO G VoG, Av, dnAadn, To cOOTNHA
(cupmepAapPaVOPEVOV TV TaPOXWV KaL TV XPNoT®V) “Komel otn péon”, Oa cuveyicouv
T SVO PLOA VO AELTOVPYOUV TTANPWG WG aVEEAPTNTEG HOVADEG;

T tapdderypa, To BitTorrent eivot amokevipwtikd wg mpog dAovg Touvg doveg, eved éva CDN
(Content Delivery Network), eivot povo apyitektovikd kot Aoykd, oupot eAEyxeTon od KawoLo
etoupeia. Puoikd, n évvola propel vo yevikevOel Kol v PAGLE Yot ITOKEVTPWAOT) PLOG eTTLYELPTIOTG
(cvvnBwg TANPWG cLYKEVTPWTIKN) 1) piag YAOoTaS (GLVNBWG TANPWOG ATOKEVTPWOTLKT).

H emtoyn g Soprg evOG GUOTHHATOG WG TTPOS TNV ATTOKEVTPWOT Tov Paciletal oTIg ekd-
OTOTE AVAYKES KOl GTOVG GTOXOVG TOV. MepLkd LoYVPE TAEOVEKTHHATA TTOV SLATLTTOVOVTL GUY VA
YLOL T ATTOKEVTPWTIKA CLOTHHOTA elvarl Tar e€NG:

« Avoxn o€ o@aApata: To apyLTEKTOVIKA OTTOKEVTPWHEVO CUGTHRATX elval ALYOTEPO TTL-
Bavo va amotOyovv Tuxaia, emeldn Pacilovtor e TOAAG EexwploTd oTolyela oL eivar
atifovo Vo ToPoLGLAGOUY GPRALATA TAVTOYPOVAL.

« Avtoxn oe emibéoerg: To kdoTOg ping emifeong, mTov éxel WG GTOXO TNV KATAGTPOPN 1)
TOV XELPLONO VOGS UITOKEVTPMOTLKOV GLUGTARATOG, eivart TOAD akpLPfo. Avtd cupPaivel emeldn
dev vdpyel kamolo evaicOnTo KeEVTPLKO oNpelo 6TO omoio va propel v TporypotomolnOet
pioe emtiBeor), n omolor var €xeL KO6TOG TOAD YOUNAOTEPO Otd TO OLkoVOpLkd péyebog tou
epPAAAOVTOG GLGTHHATOG.

+ Amovoior XVAYKNG EKXDOPNONG EPTLOTOCVVIG: 2 £Var LOAVLKO TTOALTIKA QTTOKEVTPWHEVO
oVGTNH OL Xp1joTeG de XPeLRLETUL VA EPTLOTEDOVTAL KATTOLL KEVTPLKT] apXT) YLOL TNV eTte-
Eepyaoio kot Tnv amobrkevon Twv dedopévav.

+ AvTtiotaomn o& cupRaryvieg: eivol TOAD 0 SUGKOAO YLt TOUG CUMHETEXOVTEG G OUITOKE-
VIPWHEVA CUGTHRAT VO GUVEPYAGTOVVY YLO VO EVEPYNOOLV HE TPOTO TTOL TOVG WPeAel o€
Bapog GAAWV CUPpETEXOVTWOV.

[Siaitepa T TeEAeLTLO X POVLIAL, TTOPATTPELTOL Pict EVTOVT AVAYKT) VAOTIOLNGTG OTTOKEVTPWLE-
vov epappoyov (decentralized applications), oL omoleg, Tépa aTd TAL APYLTEKTOVIKA TAEOVEKTH-
HOTOL TTOU TLG Yopok T pilouV (T.Y. oTafepOTNTL, ACPAAELL, EMEKTACIPOTITA), TTOGKOTOVV GTNV
eMLTEVEN TOALTIKNG ATTOKEVTPWOTNG. AVTO TTNYAleL TOGO ATTO TNV VALY KT TTPOXGTILOTG TOV OPYX DOV

T "xpumtookovopkd” eivol 1) TPAKTIKY eMIGTHUN THG SNULOLPYLoG KATAVEUNHEVOY CUGTNHAT®Y, oL WLOTN-
TEG TWV OTOLWV eEACPAMTOVTAL PE OLKOVOULKG KIVITPOL, EVE OL OLKOVOLKOL TOUG UNXOVIGHOL VOl KPLTTTOYPOPLKE

eyyunpévor.[[1]



IOV KATAGTPATIYOUVTOL OTOV Ta SedOPEVAL LTTAYOVTOL GTOV EAEYXO KATTOLOG KEVTPLKNG dtoryxeipt-
ong (1m.x. g eAevBepiag Tov AOYOU, TNG AVOVURING KoL TG LOLWTLIKOTN TG TOL XPHOTH), 0G0 Kot
amd TV avaykn dnpovpylag dadlkacLlody oL ataltobV eyKLPOTNT Kot VOEVTIKOTNTA, OTTWG
o0cwv oyetiovtal pe tnv avtodioyeiplorn kot Tnv apeon dnpokpatio. Q¢ AOYEL0 TOV ToPoL-
AV, Ptopovv va BewpnBovv oL Aeyopeveg amokevipwtikég avtovopes opyavaoeis (decentralized
autonomous organizations 1} DAOs), ot omoieg ammote AoV pia Hop@PT] AAYOKPATIKNCE 0pYyavVeOoNG
Baociopévng oe texvoloyieg amokévipwong kat, kupiwg, oto blockchain.

1.3 X10x0¢ TNG SMA®WUATIKNG

31006 TNG TopoLGAG OUTAMHATIKNG epyoaiag elvort 1) Snplovpyio Hiog KLUTOVOUNG KOLVWVLIKNG
TAATQOpHaC, 1) omoia, Pacllopevn oe TexvoAroyleg amokévipwong, Oa Aettovpyel aveEaptnTa
aTTO KEVTPLKEG OPYES, TAPEXOVTAS OTOVG XPNOTES TNG TTATPY) eAevBepior TOL AOYOUL Kot KLPLOTNTOL
el v dedopévav toug. TlapdAinia, Oa mapéyel pioe TAATEOPHA Yo AVOVUpEG Kot aLOeVTLKEG
Yneo@opleg, ev SLVALEL LKOVAOV VO ATTOTEAEGOLV €Va EYKLPO, EPTTLOTO KoL GPECO ONUOKPATLKO
Bripa ANng amopdoewv.

H proof of concept (PoC) epappoyn mov avamtiydnke yio tnv enitevén 1oL Topamdve 6To-
XOU ovopdaletor Condordiaf ko Aertovpyel HEGW £VOG GUVOLAGHOD ATTOKEVIPWTIK®OV TEXVOAO-
yLov. ITio cvykekpipéva, otov eme€epyacsTikd TUPHVA TNG KoL GOV OTHELD avapopig a&LoTToLel TO
Ethereum blockchain, v yio tnv amoBnkevon Tov peyodbtepov 6ykov Twv dedopEVHV X pPTCLILO-
nolet to IPFS péow tng OrbitDB . H 8¢ Siemapn) tov xpriotn vAomoteiton pe aOyyxpoveg peboddouvg
web development ce Javascript (React, Redux «.d.).

1.4 MeBodoroyix axvamTuEng

T TNV emiTevEn TV 6TOXWV TTOL OPLOTNKAV KL TNV 0PYAVWOOT) TNG OITopoitnTng SovAELdG
oe dwoyelpiopa pépn oxediotnke 1 xpnon ddpopwv epycieiwv kot pefddwv avamtuéng Aoyt-
OHLKOU, OTIWG TO GUO TN eEAEYXOL ekdOGewV (Version control system) Git ko 1) péBodog opydve-
ong Scrum. Ta epyodeia avtd eivar dokipacpéva kot £€xovv edpotwbel 6Tn cOYYpOVN AvATTUED
AOYLGHLKOD.

To Git eivor dwpedv AOYLOHLKO 0tvOLYTOD KMOSLKA TO 0TTOL0 ETMLTPETEL KO ETTLKOVPEL TNV QITPO-
OKOTITN VATTTUEN AOYLOHLKOU altd TTOAAQTTAQ PEAT Piag OPASAG, TULTOX POV KoL dLotVEUTHEVAL.
Avto emTuyyavetol Topéxoviag éva Thaiolo and epyaleio T omoior fonbovv tnv dwayeipion
KOl EVOWUATOOT] TV SLAPOPETIKOV EKOOCEMV TOL KOILKA TIG 0Toleg avantuooel kK&be péAOG
™G opddog Eexwplotd. Ymapyouvv didpopa povtéAa xpriong Tov Git kot 7o cuykekpléva tng
Sduvvatotntag mov divel yio dnplovpyia, avartuén ko évwor kAadiov (branches). T'a tovg oko-
TOVG TNG TAPOVCAS SUTAWIATLKNG OXEILACTNKE 1) XPT)OT) TOL HOVTEAOL TTOU £Xel avamtuyOel oo
v etoupioe Github, Flow. To povtého awtd opilet 0L k&Be mpoypappatiotig Bo avolyel éva véo
branch yio tn avémtuén evog véou yapaktnploTikol tng e@appproyng n tnv dopbwor evog pé-
poug tov kOdika. Emeita, 0tav 1 dovdeid éxel ohokAnpwei to branch evdveron (merge) pe to
Baoiko branch tng epappoyng.

To Scrum eivon pio pé@odog opydvwong otnv omoia 0/1 empeAnTric/emipeAnTpLor Tov Scrum
(Scrum master) Sy wpilet Ta aveEaptnTo pépn epyoaciag (tasks) mov mpémel va vAomowmnBovv yio

2 Alyoxkparia (algocracy) 1) alyokpariky Stakufépvnon eivon pio evoalhaktiky poper) Stakvpépvnong mov Paci-
Cetau ot xpron aiyopiBuwv.[3]

SH Concordia eivon 1 8ed tng apyaicg Popaikhc Opnokeiog mov mpocwnomolel Tnv opdvole. STy eAANVIKY
poBoroyia towtileton pe tn BedtnTor Opdvora 1) tn Bed Appoviee.



TNV 0AOKANPwoT) TV oTOXWV evog project. Ta pépn auTd TepLypaPoOvVTaL AVOALTIKG Pall pe TIG
amaltioelg Toug ko kartatifevral oe pia AMota epyaciodv (backlog). Enerta, péoa omd cvokéelg
(meetings), emiAéyeton évag aplOpog amd pépn epyaciog ta onoia Oa oamoteAécovy TO eTOUEVO
Sprint. K&Be pépog epyaoiog avartiBetar oe k&molo péAog yiox vhomoinon kat opiletal yio to
Sprint pio xpovikr) Siapiketa, 6TOXOG TNG OTTOLNG ELVALL 1) TTEPATWOT) OAWV TWV HEPDV EPYATLOG TTPLV
N AMj€n g 210 téhog mpobecpiag ov oplotnke yix To Sprint ta péAn tng opddag amoTyovv
Ta aroteAéopata ko opilouvv to emdpevo Sprint. H Stadwkacio emavolopfdvetal ¢wg 6Tov To
€pYo 0AoKANpwOeL.

Méoo amd tnv Xprion TOV TAPATAVE® EPYOAELOV ETLTUYYXAVETAL 1] OLAAY) CLVEPYACLX GTNV
avanttu€n tov Aoylopikov. Kabe pérog tng opddag dvvatar va epyoctel aveEaptnTo ko Ywpig
Vv avaykn Stopkolg emtkolvwviag pe o virolora péAN. Ot 6TOXOL lval OPLOHEVOL, COPTG KoL
xwplopévol o dwayelpioa péprn ta omoio dev katafdrovv ta péAr. Tavtoypova, éxoviag wg
edpat KaOepwpéva TPOTLTTAL AVATTUENG, TTOPEXETOL POPHAALTHOG Korl £TOLeg péBodoL emilvong
TPOPANUATOV, YEYOVOS TTOL AetTovpyel KATOALTIKA Kot fonf& oTnV amro@uyn TEAHATOV KOTA TN
oLYYPOPT] TOL KOOLKOL.

1.5 Opy&vwon kepolainv

>0 devTepo kepdAauo yivetal mtapovaiaot Tov Bewpntikod voPabpov...
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KepaAaro 2

OewpnTiko VOPadpo

2.1 XuvapTRoELg KATAKEPUATIOHOD

Ot kpuTTTOYpPAPLKEG CUVAPTNOELG KaTakEPRATIONOV (cryptographic hash functions) eivau
€LOLKT] KOLTYOPLa GUVUPTHGEWV KOTOKEPUATIOHOD OYESLAGHEVES YL XPTIOT) OTNV KPLILTOYPAPLaL.
Amotelov pabnpatikég cuvaptroelg mov déxovtal wg eicodo dedopéva Tuyaiov peyéBoug ko
emLoTPEPOLY GLPPoAOGELPEG GTaBEPOD prjikoVG.

OL TY€C TTOV ETLOTPEPEL T) CUVAPTNOT) KOTOKEPUATIOHOD OVORALOVTOL TULES KATOKE PHATIEHOV
(hash values, digests 1} autAd hashes). Mio ldavikr) KpLTTTOYPAPLKT] CUVEPTNOT) KATOUKEPHATIGHOD
éxeL TIg €€Ng Paoikéc OLOTNTEG:

« Eival vreteppiviotikn, dnioadn n idia elcodog mapdyel mavto tnv idua €é€odo.

« Eival pn avtiotpéyipn, dnladn eivor TpakTikd avéQLkTto v bitoAoylotel 1) elcodog dedo-
pévNg pLog e€6dov.

« Eivouw apgppovoorpovn (1-1), Sniadn oe d00 SipopeTikég L0OSOVE AVTLETOLYOVV TAVTOL
d00 evteAag droupopeTikég €€odoL.

+ Eivou amodotikr), SnAadr) o vtoloyiopog tov hash onolacdnmote elcdSov eivat ypriyopog.

2.2 Aodppetpn kpuntoypapia

H aotppetpn kpuntoypagia (asymmetric cryptography) 1 kpuntoypagpio dnpociov kAet-
dov (public-key cryptography) amotedei kpumToypagikd cOoTnpa ToL PacileTon GTN XPHOT) EVOG
Cevyoug kAeduov (key pair), tov dnudoiov (public key) ko tov iiwtikov (private key). Avta to
kA& eivon pabnpoatikd cuvdedepéva wg eEng:

+ To WwTkd kAeldl de propel va wpokv el yvwpilovtog To dnpocLd tov
« 0,1t kpumtoypanBei amd to éva propei va amokpuntoypoenBei povo otd o GAlo

H Snpovpyia evog Cevyoug kAeldiov emtvyydvetor pécw pog yevvizpag kAeididv (key gen-
eration function), 1 omoia ypnoomnotei eidicovg alyopibpovg (m.x. RSA), dexodpevn wg eicodo
évary Tuyoio aplBpod. Amo to mopoxBévta kAedLd, To ONIOGLO YVWGTOTOLELTOL G TPLTOVGS, EVE TO
LOLWTIKO TAPOPEVEL HUGTLKO.
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Zynpe 2.1: Hapaywyn actuperpov {eyovs kAeididv

O xpriotng pmopet va ypnotpomotnoetl Ta kAetdid yio dvo Pfacikods okomoig:

a) T va atokpumtToypa@rioeL PNVOpHaTa AAADV XPNOTOV, Ol OTTOLOL T KPULITTOYPAPNCLV
XPNOLHOTOLOVTAS TO dNpodcto KAeLSL Tov. Me avtdv Tov TpodTTo eEATPUALETOU 1) EUTIOTEVTL-
kornta (confidentiality).

B) T v vitoypdafer Ymerakd évor Pvope, KpLuToypapovtag to hash twv dedopévwv tou pe
10 WL0Tkd Tov kAewdi. ETol, o mapaAimtng Tov pnvopatog propet péow g Anebeicag

ynpiaxrc vroypaeric (digital signature):
i. NoemaAnBedoel v TovTOTNTO TOL ATOGTOAEN, ATTOKPUITTOYPAPDOVTOG ETLTUXDG TNV

ynoerokn vroypagr] pe to dnpocio kAewdi Tov teAevtaiov. EEacpalileton étol ) mi-
otoroinon (authenticity) tng mpoélevong twv dedopévmv.

ii. Na emPeforcddoet 0TL TOo prjvupa éptace avarlloiwTto, epoécov to hash twv dedopévwv
ovpmintel pe to hash evtog g Ynelakng voypagng. Me avtdv tov tpomo eEacpo-
Alleton 1 axeparotnre (integrity) Towv dedopévwv.

Me T0V 6LVSLAGHO TV TAPATAV®, Aépe OTL VO XPIOTEG LITOPODV VXX ETTLKOLVWVOUV HETED
TOUG He Kpumroypapnon an’ dxpn o akpy (end to end encryption).
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Zynua 2.2: Kpurroypdgnon an’ dxpn o’ dxpn

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1) hash tree) eivon pio devdpikry Sopr] dedopévwv, 1 omoio
anaptiletan otd oA (leaf nodes), mov mepiéyouvv hashes ad blocks dedopévwv, ko omd G-
Aoug kopPoug (non-leaf nodes), ot omoiot mepiéyovv ta hashes twv Buyatpik®v Tovg. Xtnv Kopven
Tov Oévdpov Pploketal To Aeyopevo root hash[4].

H mio cuvnBiopévn vlomoinon eivon to dvadukd (binary) dévdpo Merkle, to omoio mepihoy-
Baver dvo Buyartpucotg kopPoug (child nodes) kdtw amd k&be yovikd non-leaf kopPo, ko eivor
QUTO TTOL AVOADETOL GTT GUVEXELOL.

To Merkle trees emitpémouvv v otodoTikr Kot c@oAT] ETOANOEVOT) TV TEPLEXOHEVOV TTOV
avnkovyv ot oeT dedopévwv peydrov peyébovg. H Pacikn diotnTa eivor 6TL yix k&Oe oeT dedopé-
VoV vIapyEL akpLPog éva mbavo dévdpo, To omolo de yiveton va TpomomoinBel xwpig vo arA el
TawTOYpove Kot To root hash.

Etol, péow Twv Aeyopevov Merkle proofs, prropotye:

« No amopavBotpe edv kamolar dedopéva avrjkovv oto §évdpo (pe tov aplBpod twv hashes
7oL Ot TpéTel v LITOAOYLGTODV Vi elvat aevdAoyog Tov AoyapiBpov Tov aptBpod twv leaf
nodes).

« No aodei€ovpe cLVOTTIKE TNV EYKUPOTNTA EVOS THNHATOG KAITTOLOV GET SeSOUEVWV, XWPLG
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va ypelaotel vo arodnkeboovpe 0AOKANPO TO0 cUVOAO dedopévwv.

« Noa dixcparicovpe TNV eykvpoOTNTA £VOG GLYKEKPLUEVOL GLVOAOL SedOPEVOV EVTOG EVOG
peyalbtepov GOVOAOV, XWpIg var xpelaotel va ammokalv@Oel To mepLeyOpevo omolovdnmote
ek Twv Ovo[§].

2.4  Aiktoa Opotypwv Koppwv

To dixtvo opoTIHWV KOPPwV 1) Peer-to-Peer (P2P) networks amoteAobv pio katovepnpévn ap-
XLTEKTOVIKT) SIKTOWV, Ol GUPHETEXOVTES (KOPPOL) TNG 0molag pHoLpAlovTaL Vo TUHH TOV TOPWV
TOUG, e GTOYO TNV TaPOXTN Kamolag vinpeciag (1.x. Tov Stapolpacpod meptexopévov). Ev avtifé-
o€l e OLYKEVTPWTIKG SikTua TOTTOL client/server, ot kopPol (nodes) éxouvv amevbeiag tpocPao
OTOVG TTOPOLG, XWPLG TN dtopecordPnon evdidpeswv ovtoTTeV. Ol CUHHETEXOVTEG EVOG TETOLOV
duktvov eivar, dnAadn, TavTd)XpOVa, TOGO TAPOYOL, OGO KL ALTOVVTEG TOV TOPWV KOL TNG THPE-
XOpevng vrnpeciog.[6]

To P2P networks pmopodv va xwplotovv ce dbo katnyopieg:

« Xta "Kaboapd” (Pure) P2P networks, oto omtoia toyveL 0TL 1] apaipect) evog Tuyoiov Kopfou
artd To diktvo dev pokadel kdolo TPOPANHa oe ALTO.

« Xta "YPpudikd” (Hybrid) P2P networks, ot omoiot GUpPETEXOUV EMUTAEOV KO KEVTPLKEG
OVTOTNTEG, TUPEXOVTOG ATTUPALTN T TUNHATX TWV TTPOCPEPOHEVOV VI PECLOV.

Ao €00 koL 6T0 €€NG, edv dev avaépeTal pnTd 1 Katnyopio kamotov P2P network, Oa ev-
VOEeLTaL OTL AVIKEL OTNV TPOT).

2.5 Blockchain

To blockchain amotedet pioe Sravepnpuévn dnpocia oelpd dedopévwv, mov datnpel évav ope-
TAPANTO WG TTPOG TO LGTOPLKO TOL kKatdhoyo (immutable ledger) Ynerakdv cuvarlayodv (digital
transactions) evog ayaBos (asset), .x. evog vopiopartog (token). Ileprypdpnke yior TpdTn Qopd
70 2008 o7t évar dtopo (1 pia opdda avBpdmwv) yvwotd wg Satoshi Nakamoto, atoteAdvtag T
Béon tov kpurtovopicpatog (cryptocurrency) Bitcoin.[[7]

Aopk6 otoryeio tov blockchain eivat To prhok (block), To omoio epiéyet piot opddo ykvpwv
OUVOAAXY®DV TTOV £XOUV KoTokepPaTIoTEL kKo KwdikomotnBel oe éva §évdpo Merkle, to hash tov
TPOTYOUHEVOL MITAOK Kot pEPLKA arkOpar petadedopéva (.. nonce, timestamp). ‘Etol, k&Oe véo
prtAok “deiyvel” 6To TTPONyoLHeVO Tov pésw Tov hash, emPePfardvovtag tnv akepaltdoTnTR TOU,
e to StadeyOpeva pIThok va oxnpatifouv teAlkd pio advoida, péypt To apyLtkd PITAOK, TO 0molo
elva Yvwoto wg to prthok yéveong (genesis block).[8]

Qg mpog TNV KvpLOTNTXA €Ml wToV, To blockchain Guvﬁewg dev eAéyyetal amd KaToLo Ke-
vTpky ovtotnTa, alld Swatnpeiton amtd éva dnpodoto P2P Siktvo. O koépPot (nodes) Tov diktdov
OUHHOPPOVOVTOL CLALOYLKA HE €va TTPWTOKOAAO cuVaivVEST|S (Consensus) yuot TV €LKOLV@VIo
KoL TNV eMKOpwOTN Véwv prhok. [o mtapaderypa, oto Bitcoin, to consensus emituyydvetal péow
evog Proof of Work (PoW) adyopiBpov, 6mov ot koppot (miners) avtoywvifovtol o évag Tov aA-
Aov yia to molog B Aboel mpwtog évar cOvOeTo alyoptBpikd TpoPAnpa mov cuoyetiletal e
to ekdotote block. Avtdg mov Ba ta katapépel emiPpaPedetat yio v eneepyacTiky Loy0 O

Wrépyovv kou kéuroleg vhomowjoelg Wiwtikév blockchain mov, dpwg, 8¢ Oa pog amasyolfjoouy.
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damdvnoe pe éva mood anod bitcoin. Exeilva eivan ev pépet véa vopiopata ov koPovtar 1} “e€o-
pvooovtal” ekeivn Tn oTiypr] (0mwg opiletan omd To TPWTOKOAAO), aAAG Ko 6o TéAT (fees)
KotéBadav ol KOpPoL yla va Tpaylatomoltjoouy TG cuvaldayéc tov prAok. AEilel va onpetwdet
g dev elval avaykaio va dabétel kavelg oAokAnpo to blockchain (to omolo eivo oykmddeg) -
dAadn évav TANpn kOpPo - YL va emikolvwvroet pe To dikTtuo, aAAd apkel évag light node mov
amAd avopetadidel TNV cuvalloyn mov emBUEL VA TPAYHATOTOLGEL O XPHOTNG.

H dtevBuvoiodotnon oe éva blockchain emitvyyavetoun a€lomoldvtag tnv kpumtoypopio dn-
pootov kAewdov. To mpwtoékoAlo Tov ekdotote blockchain opilel évav alyopiBpo yia Tnv mo-
paywyn Cevyov kAewdiov (.x. ECDSA oto Bitcoin). To dnpodoio amd avtd opilel tn SievBuvon,
EVO TO LOLOTIKO TXPOAHEVEL LUGTLKO, VIO TNV KATOXT) TOL XPNoTh. Me auTd TOV TPOTO TPOKLITTEL
éva pakTikd aveE&vtAnto mAR0og mOavodv éykupwv dnpdciwv Sievboveewy (. 2% yix to
Bitcoin), otig omoieg oL xproteg propobv va oTEAVOLY kal va AopP&vouy Tocd TOv eKAGTOTE
Kpurtovopiopatog. Ia tnv amootoAn evog mocsov, dniwvouy To fee mov embupovv va kata-
BaAovv ko voypdpouvv TNV emBLUNTH GLVOAAXYT He TO WLWTLKO Tovg kAewdl. H cuvaliayr
avopetodidetal oto SikTLo Kol Tapapével oto transaction pool péyplg 6Tov va yivel orodektr)
KoL va oupeptAngOei oto emopevo block.

Amo texvikn) oxomud, to blockchain propet va Bewpnbel wg pio pnyavn katactdcewv Paot-
opévn oe ouvaldayég (transaction-based state machine). AnAad, Eekivéer amd pio apyikn xa-
thotaon (genesis state), ) omoio Tpomomoteitan otadiakd pe k&Be block, kot mepthopPdver oavi
TOoQ OTLYHN TIG SLeVBDVOELS e TOL TOOK TWV VOULOHATMOV TTOV TLG CVTLETOLYOVV.

2.6 Ethereum

>

4

Zxripa 2.3: Ethereum logo

To Ethereum eivou éva dnpocio blockchain avorytod k®dika pe eyyevég KpLTTOVOULGHA TO
Ether (ETH). apéyel pla tpoypoppatioTiky TAATOOpHA pe evowpatopévn pia Turing-complete
YAOOG TPOYPOAUHATIOHOD, TTOL pTopel va xpnotpomotnfel yix Tn dnplovpyiot amoKevTpwiLé-
vov epappoyodv (Decentralized Applications 1 DApps) péow tng xprong “é€vnvev cupforainy”
(smart contracts).[9]

2.6.1 Smart Contracts & DApps

Me oA AOyia, oo smart contracts arroTeA oV LTOVOHO KOPHATIO KOJIK T omtoior eivo
amoBnkevpéva oto blockchain kau evepyomolovvtal pécw cvvarlaydv. Mmopodv va dioffalovv
Kot vae ypapouv dedopéva emi Tov blockchain, kAnpovopdvtag d10tnTeg OMWG TN drarpdveto
(transparency), Tnv eykvpotnta (validability) ko tnv apetofAntotnto (immutability).

Eva tapaderypa tng kabnpepvotnrog mov propel va topopoltacdei Aettovpytkd pe smart
contract eivor o avtdpartog twAntig[10]. Evoag avtdpatog mwAntrg opiletar wg éva avtdvopo
HXOVTHa TTOU SLarvépeL oryatD& 1] TTaLpéEL LIINPEGLES OTOAV ELGRYOVTAL GE AULTOV KEPHATA 1} KATTOLOL
NAEKTPOVLIKT] TANPWHUT. Ol AVTOHATOL TWANTEG elval TTPOYPAPHATICHEVOL VO EKTEAODV GUYKEKPL-
HEVOLG KavOveg 1oL o propoveay v 0plotolv oe évar GLpPoAaLo.
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Me 6poto tpomo, o€ éva smart contract prropovv va kwdikorotnfovv avbaipeteg cuvapTHoELg
peTaPoong, emLTPETOVTOG T SNHLOVPYLA TOLKIAWY UTOKEVTPOHEVOV eQPapHOY®dV. Ol ePopHOYEG
QUTEC PITOPOVV VAL XWPLOTOVV GE TPELG KATNYOPLEG:

+ OKOVOLKEC EPOPHOYEG, OL OTTOLES TTOPEXOLY GTOVG XPNOTES LOXVPOTEPOLG TPOTTOVG dLot-
xelprong ko cOvayng cupPaoewy X prOLILOTOLOVTG T X PHHATA TOVG. ALTO TTepLAapPivel
LTTO-VOHIGHAT, X PTLOTOOLKOVOHLKA TTapiywya, cUPPAceLg avTioTdBpiong kivdvvov, op-
TOPOAL aToTapievoNG, dLoBNKeC, Kot TEALKA, KON KoL OPLOHEVES KT YOpieg GUPPacemY
epyaciog TAPOUG KAHAKOG.

« Hpui-otkovopikég epoppoyéc, OTov epmAEKOVTOL XPHHATO, OAAX 1) AELTOLPYLA TOVG epTTE-
préxer TapdAAnio ko pio a€loonpeiowtn pn vopiopatiky tievpd. Eva tétoto mopadetypo
elval oL LTOPTEG TANPOHESG Yot AVGELS Ge LIToAoYLo Tk tpofAfpata (BA. Gitcoin).

« Mn OLKOVOHLKEG EQOPHOYES, OTTWG 1) CTTOKEVTPWHEVT] artoBnkevon dedopévwy, GLGTHRATA
tavtotntag (identity) ko eripng (reputation), StadikTvakés Ymn@oopieg Kol AITOKEVTPL-
pévn drokvPépvnon. O tedevTaieg ELGAYOLV KoL TNV VoL TV ATTOKEVTPOHEVOY AVTO-
vopwv Opyavooewv (Decentralized Autonomous Organizations 1} DAOs), ovtotrt®wv mov
EVEPYOLV aLTOVOHQ, XWPLG TNV avaykn dtopecoldPnong kamolag cuykevTpwTikng (cen-
tralized) apyng.[9]

2.6.2 EVM

To smart contracts ektedovvtor amd v etkovikr] pnxovr) Tov Ethereum (Ethereum Virtual
Machine 1} EVM). H EVM autotelet pio quasiE—Turing—complete HIXOVT) KOTOOTACEWDV QLp)LTE-
ktovikng Paciopévng oe otoifa (stack-based architecture). Xe vynAo eninedo, 1 EVM propei va
BewpnBel wg évag TOYKOGHLOG OUITOKEVTPWHEVOS VITOAOYLOTHG TTOV TEPLEXEL EKATOUPDPLOL EKTEAE-
oo avTikeipgeva, to kabévoa pe T dikr) Tov povipun aodnkn dedopévwv.

H EVM amoOnkevel 0Aeg Tig TYEG TNG HVAKNG o€ pia otoifa kot Aettovpyel pe péyebog AEENG
256 bit, kuplwg yia T SlevKOALYOT) TWV EYYEVHOV AELTOVPYLOV KATOUKEPHATIOHOD KOl EAAEUTTIKNG
KOpTTOANG. AtoBétel éva sOVoAo dlevBuvelodoTioipwy oTolyeiwv dedopévmv:

« 'Evav opetdPAnto kdSka mpoypdppatog ot etkovikt] pvipun ROM, goptwpévo pe tov byte-
code Tov smart contract pog extéAeoT).

« Mia Tk (volatile) pvrjun, pe k&Be Béon pntd apyicomotnpévn oto undév.

« Evag xdpog poviung amobrjkevong, mov eivon pépog tov Ethereum state, emiong apyik&
pndeviopévog.

Yrapyel, emiong, éva cUvoAo petaPAnTadv meptPadilovtog kot dedopévmv, ov eivat Stabéopa
Kot TNV extédeon.[[11]

2”quasi” eme1dn OAeg ot dadikacieg extédeong meplopilovtal ot évav memepacpévo apldpd LTOAOYIGTIKGY P1)-
HATOV artd TNV TocOTNTa gas mov eival Stabéoiun yia omotadrimote ektéleot) evog smart contract.
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2.7

To

IPFS

Zynpa 2.4: IPFS logo

IPFS (InterPlanetary File System) eiva éva P2P mpwtokoAdo vrepuéowv, oyediaouévo yia va

diatnpricel kau va avétoel ) yvaon g avBpwrotntag kavovag to Siadiktvo avaefaluiciuo, ovle-
KTik6 kot mio avolyto.[12] IIpakTikd TPOKELTaL Yo £V KOTOVERNHEVO CVGTNHA Y atoBrikevon
KoL tpocPact oe apyeia, LIoTOTOTOVGS, epappoyEg kot dedopéva. To meplexopevo eivon TpooPa-
OO0 HEGW eVOG SIKTOOL OHOTIHWY KOPPwV ov Ppickovtal 0movdrmoTe GTOV KOGHO, OL 0ToioL
evdéxeTon va va atoBnkevouv TAnpogopia, va tn petapépouv (relay nodes) 1 ko o §00.[[13]

O tpomog Aettovpyiag Tov IPFS Paciletan ota e€ng:

Movadikn tavtomoinon pécw drevbuvotodotnong mepiexopévou (content addressing).
To meprexopevo dev mpocdiopiletar amd tnv Tomobesia tov (.. https://...), aAA& amd To
L tepthopPavel. Kabe koppdtt mepiexopévou €xet éva povadikd avayvoptotikd (Content
ID 1) CID), to omoio eivor to hash tov oe poppr multihash (https://multiformats.io/
multihash/).

X0vdeon meplexopévou pécw katevhuvopevov dkvkAwv ypaewv (Directed Acyclic
Graphs 11 DAGs). To IPFS a€lomotet DAGs (ko ovykekpipéva Merkle DAGs), piog Sopng
dedopévwv tng omolag kabe kKOpPPOG €xel wg Hovadikd avayvwplotikd To hash tov mepieyo-
pévou tov (to CID).

baf...8

i foldername: pics
Child1: baf...6
Child2: baf...7 }
bat...6 baf...7
i fo}dername: fish { foldername: cats
Childl: baf...1 i
1 Childa: baf...4

Child2: baf...2 Child2: baf...5 }
Child3:  baf...3} ’

baf...1 baf...2 baf...3 baf...4 baf...5

{ filename: freshwater.png { filename: tropical.png { filename: blowfish.png { filename: tabby.png { filename: black.png
content: ¢} content: J} content: @p} content: §53 content: %3

Zynpa 2.5: Merkle DAG[|14]

1o nopomtave Merkle DAG ta baf...i amoteAotv o CID twv apyeiov kot twv gokéAwv. To
dévdpo dnpovpyeiton oamd KAT® TPOG T TAVW®, LITOAOYilovTog K&Oe Popd T KATAAANA QL
hashes/CIDs. X¢ mepintwor mov To meplexOpevo evog kKOpPov aAldEel, ToTe aAldlel TG0
to CID tov, 660 kot T CIDs OAwV TV TPOyOV®V TOU.

AvakdAvPn TEPLEXOPUEVOU PHEG® KATAVEUNIEVOV TIIVAK®OV KATaKkeppaTiopov (Dis-
tributed Hash Tables } DHTs). O DHT eivou éva katavepnpévo cOOTHHO YLt TV QVTL-
otoiyion kA ewdwv oe Tipég. Xto IPFS amotelel to OepeAiddeg cvoTaTIKO TOLV GLOTHHATOG
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dpopoAdYyNnoNg mEPLEXOHEVOL KOl AELTOVPYEL WG dGTAOPWOT) HETAED KATAAOYOL Kol GL-
otpatog TAonynong. Ilpaktikd mpokeital yio éva mivoka tov orofnkedel ToLog €xeL oo
dedopéva ka, HEcw ToL oTolov, 0 XPNOTNG Ppilokel TOV peer oL éxel ATOONKEVHEVO TO ETTL-
Bopuntod mepiLexOpEvVo.

Kati mtov Ba mpémel va onpetwbei eivar mwg, cav tpoemihoyn, ot IPFS kopPor avtipetonilovv
ta amoBnkevpéva dedopéva wg mpoowpivry pvipn (cache), mpdypo mov onpaiver 6tL dev vITAP-
XeL Koo eyyonon ot ekeiva Ba cvveyicovv va mapapévoovy amodnkevpéva oe avtovg. o tnv
amoPLYT TNG daypaPng Tovg antd tov garbage collector, Ta dedopéva Ba mpémer va onpavBovv
WG ONUAVTIKE, péow ToL “kap@irtodpatog” (pinning). Etot, yio tnv opodn) Aettovpyia .. piog
DApp mov Pacileton oto IPFS, o mpémel To meprexopevo g va eivat pinned ad apketols peers
Ka/1 va yivetou xprjon kamolov pinning service, wote va eEaxcpaiifetor Siabecipotnta tov.

Baowko mAeovéktnpa tov IPES eivat 011 0 amokevTpwtikdg Tov yapoaktipog divel n duvato-
TNTO VO TOPEXETOL TO TEPLEXOHEVO ATTO TTOAAOVG KOpPoug, oL omoiol BpickovTal oe dlopopeTikég
tomofecieg Ko Oev LITAYOVTAL GE KATTOLX GLYKEKPLUEVT KEVTIPLKY ap)T. Me avTtdv Tov TpoTO, T
dedopéva eiva 1o avBekTikd 1060 otd oy Sabeoipotntog (av évag kopPog outoouvdebet,
Bo vTapyel kK&TTolog GANOG), 060 KoL atd Goyn avtoxng ot Aoyokpioio. Mmopel, emiong, vo
OVOKTOVTAL YPNYOPOTEPQ, OGOV Tar dLaBETOLY KATTOLOL KOVTLVOL peers, Tpaypa Wiaitepa mo-
AOTYLO GV YO KOLVOTNTEG TTOL ElVOL KOAQX SIKTUWHEVES TOTILKX AAA dev £xouv KOAT) oOVdeoT) e
T0 eVPLTEPO dLadiKTvLO.

2.8 OrbitDB

@

Zynpa 2.6: OrbitDB logo

H OrbitDB eivou pioc P2P Bdaon dedopévav avorytod kodika. Xpnopomnotei to IPFS yix v
arodnkevon twv dedopévwv kot To IPES Pubsub yix tov avtopato cuyyxpoviopd twv Paoewv
dedopévwv peta€d twv peers. Eivon pio tedcd ocvvenrg (eventually consistent) ko ypnotpo-
notei CRDTs (Conflict-Free Replicated Data Types) yio ocvyywvetoelg Paoewv dedopévwv yw-
pig ovykpoveoelg, Tpaypa ov tnv kabiotd e€aupetikn emhoyn yia DApps ko offline-first web
applications.[[15]

Kamowa Baoikd yapaktnpiotikd tng eivot ta e€ng:

« Stores: H OrbitDB mapéyel didpopouvg tOmovg Paoewv (stores) yio diapopetikd povtéAa
dedOPEVWV KoL TTEPUTTMOCELG XPTIOTG:

log: éva apetaPAnto (LOVO Y TPOGAPTNOT)) NUEPOAOYLO e VLY VEDOLUO LGTOPLKO.

feed: éva petafAnto apyeio kaToypo@ng pe aviyveOOLHO LGTOPLKO, TOL OTTOLOV OL KO-
TAXWPNOELG LITOpPOoLV var Tpootefotv Kot vor apatpefoiv.

keyvalue: pioa faon dedopévwv KAELOLOV-TIHOV.

docs: pia Paon dedopévav eyypapwv atnv omoic propolv va apyetobetnBodv éy-
ypoga JSON pe éva kaBopiopévo kAeldi.
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— counter: pio B&or Sedopévev Yo KATOHETPNIOT) CUUPAVTOV.

OMa ta stores vAoTolovVTOL Tévew oTo ipfs-log, pict apetdPAntn, operation-based CRDT
YLO KOTOVEPNHEVOL GUOTHHATO, £V VITAPXEL KoL 1) SUVATOTNTA SNHLOVPYLNG TPOCAPUOCHE-
VvV stores avaAoyo e TNV mEPInTwoT).

+ Address: KaBe paon dedopévov Aapfdavet katd tn dnpovpyio tng pio dievBuvven tng pop-
onG: /orbitdb/CID/DATABASE NAME, 6mov CID eivon to IPFS multihash touv povigéotou
g, eved To DATABASE_NAME eivou to 6vopa tng Baong[16]. To povipésto eivon éva IPFS
object mov mepLéxel TANpoopieg TG PAoNG OTWG TO OVOPX, TOV TUTTO KL £Vay delkTn 6TOV
eheyktr npocPaong (access controller).

« Identity: K&Be popa mov mpootifeton pio eyypapn otn Pdomn vroypagetal ond tov 8-
HLovpyo NG, o omoiog mpoodiopiletal amd pla tavtotnta (identity). To Identity object,
TEPOL ATTO TOV TPOETAEYHEVO TPOTO AELTOVPYLOG, HTTOPEL VO TPOCUPUOCTEL ETOL DOTE VoL
ovvdéetat pe kdrolo eEwtepikd avayvwplotikd. H poper tov éxet wg e€ng (PA. ko https:
//github.com/orbitdb/orbit-db-identity-provider):

_id: '<the ID of the external identity>',
_publicKey: '<signing key used to sign OrbitDB entries (auto-generated by OrbitDB)>',
signatures: <{

id: '<signature of _id signed using _publicKey>',

publicKey: '<signature of signatures.id + _publicKey using _id>'

}
type: 'orbitdb'

Zynipe 2.7: OrbitDB Identity

« Access Control: Katd tn dnpiovpyia piog Béong prmopodv va opiotodv 6cot Ba £xouvv dikari-
WO vor Ypayouy oe authv pécw £vog eleykTn mpocPaong (access controller). O eleyktng
Bo teprhopPaver ta public keys toug, T omoia prtopodv va avaktnBodv atd to identity tov
KoBevog. Ao mpoemhoyn kol av dev opiletat drapopetikd, diveton TpoOGPact eyypopng
povo atov dnpovpyod tng Paong.
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KepaAaro 3
Y XEOLOOT EPUPHOYNG

3.1 Aoywd pépn

H mAat@oppa propet va Staywplotetl oe d0o Aoyikd pépn:

1) To Tp®TO PEPOG OUTOTEAEL it ALTOTEAT KO TTAPWG OTOKEVTPWTLKT) TAATPOPHA TTOV OTO-
X0G NG eivor v Tapéyel tn duvatotnta edevbepiog Aoyov ampdcPAntov oe Aoyokpioio kat dia-
YPOQT otd KEVTPLKEG ovTOTNTEG e€ovaiag. 2tnv ovoia e8¢ Ba pmopel - e poe aTAomonpévn
ekdox - omotoodnote va dnplovpyroet topics 1} va atavtroel oe GAlo. Ene€epyaotikdg mopn-
vag Bo elvan éva smart contract To omoio Qo déyeton amd Tovg xproteg transactions kot Oa To
eyypaoeL oto Storage Layer:

To HELOVEKTNHX QLTOV TOL KOPHATLOD ELVOL TTOG YL VO AELTOVPYTOEL aatel yior ke trans-
action ot xprioteg va xatafaiovv kamoto TéAog yio Ta fees. Av kai vtépyovv oxédix amd TV
opado avamtuEng tov Ethereum yio tn peiwor) touvg oo péAdov (wg ko 10-2), o fees otn xpnon
™ EVM Oa eivan avamdpevkta. Qotdco Oo mpémel va onpetwBel 0TL apevOog mopéxouy P HopeT)
TPOCTAGLAS TEVAVTL o€ KakOBovAovg yprioteg mov Ba TANppOpLlay TNV eQoppoyr) pe avemfv-
KN TO TOCOTIKG/TOLOTIKG TTepLeOpeVo (Do TOLG HTAV OLKOVOpLKG Ao VHPOPT o TETOola entifeoT),
aQeTEPOL LITAPYOLY kAol workarounds yia va pelwBel SpaoTIKG 1) EPTAOKT] TOVL XPNOTN He
TV KatafoAr] TEADV, KATL OV TTEPLYPAPETAL TAPAKAT® OTLS Katnyopieg xpnotov. Ta mapa-
TV TPAKTIKA onpoivouy 6Tt To Smart Contract Oa pémer avd diootripata va poptileton (oo
onotovdrmote) pe Ethereum 1) ot xprjoteg (BA. katnyopieg xpnotadv) va katofdhovv ta dikd Toug
e€oda.

2) To delTepo PEPOG ATTOTEAEL PO HEPLKAOG TTOKEVTPWOTLKT KOL 1] RUTOTEAT] TAXTPOPHA TOV
épxetTon v Aettovpyroel emmpocBeta otny mp@th. To KOpp&TL avtd atevBiveTal ATOKAELGTIKG
o€ emKLpOpEVa pHEAN Tov ATIO kal cLVIETA éva apecOSNHOKPATLKO GUGTNHX YNPOPOpLaS TOV
B eyyvdtal oe VYNAO PaBpd TNV EYKLPOTNTA KL TNV AVWVURLX TOV dLadlkasLdV Tov. Me Alyo
Aoy, Ba Snpovpyovvron Béparta tpog Yneogopio (6To TPOTO KOPPATL), Thvew ot omoic Oo
ymeilovv do0oL €xouvv To dikaiwpa (avtol Ba opilovton pe TNV katoyn evog avaloyou token 6to
Ethereum).

O xpnotng péow evog Frontend (piag kAaoikng totooelidag ovolaotikd) Oa propel va -
otomotjoel pécw login oto it.auth.gr® v axadnpaikn tov TavtotnT. XTN cvvéxela to TDS
(Token Distribution Service, eAéyyovtag To admin account twv tokens B wapéyel 6To xprotn
dvo tokens. Eva to omoio Oa tov divel voting rights (verified user) ko éva tov Oat k&vel tn wAot-
QOPHO VOL TOV ETLGTPEPEL TOL TEAT TaL OTTOlaL TANPOVOLV Ge K&Be post Toug (trusted user).

“Idavikd, pe tn ovvepyaoia tov AIIO, to UAS Oa amotelel vmnpecio cuvepyallOpevn pe tnv
Yrodopn motomoinong kat e€ovorodotnong (BA. https://it.auth.gr/el/infrastructure/aai). Avtd on-
poivel 0TL oL xprioteg 8¢ Ba xperdletal va epmiatevtovv Tov UAS pe ta it credential toug.
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3.2 Katnyopieg xpnotwv

3.21 Ilpwto pépog

Onwg mpoeutdinke, To TPOTO PEPOS TNG TAXTOOpaG Bt lval avolytd oe OAovg. Qotdoo, oL
XPNoTeg TOL propovv va drokplBodv oTig e€ng dvo katnyopleg:

« 'Epmuiota pédn tov Siktoou (trusted users)
« Mn épmiota péAn (untrusted users)

Baowkn diaxpopd twv dVo katnyoplodv eivar mog eve ol trusted users o amolnpidvovTon
avtopata ad to (evv. poptiopévo) smart contract ko dpa Oa eivonr amoAlaypévor atd TéAN,
ot devtepor Ba mpémer var katafdrovv povor Ttouvg T TéAn toug (fees) yia k&Be evépyea (..
posting).

H epmiotootvn evog xpnotn (trust) pmopel va opiotel wg évag aképatog aptBpog pe k&molo
KOUTOPAL téve otd To omoio o xprotng Ba Bewpeiton trusted. To trust Oo prmopet va av€operdve-
T VA IO A GTLYRT, PE TOUG XPNoTeg va divouy kot va taipvouy Babpoig trust oe/amd dAlouvg.

AEileL v onpelwdet emiong 0TL emeldn) OAeC Ol GLVOAAAYEG KATAYpAPOVTAL, Elval SLVATO vV
vTtoAoYLoTEL TO CLVOALKO TTooO Tov Ethereum mov éxel £0déyel évag common user péxpL vo yivet
trusted koL £To1 propet otadLakd vor Tov eMGTPAPEL HEG® TOL contract. Avto divel kiviTpo oToLg
XPNIOTEG VO SLATNPOVV GG TI) GUHTEPLPOPA Kt Vo GUUPAAAOLY BeTikd 6TV TAATYOPHOL.

3.2.2 Asg0tepo péPog

T To debTepo PEPOG TNG TAATPOPHAG, OL XPNOTES TOL PITopolV va StakplBoldv oTig e€Ng
Kotnyopieg:

+ Ilictomowpéva péAn tov AILO. (verified users)

« Mn motomownpéva péAn tov AILO. (untrusted users)

SxeTud pe To Sukaiwpa Yrigov yio avBevTikég dNHOKPATIKEG ATOPATELS OXETIKEG pe To ATIO,
avtd Ba to éxouv povo ou verified yprioteg Tov duktvov. Ou verified yprioteg B popoovv emi-
TAEOV VoL AN AeTOpolV pe TNV TAXTOOppa eEapyng xwplg TV katoforn teddv (Do Eexivave
wg trusted), tpdypo ov BéPara de onpaiver 6tL yavovtag trust de Oo propodv va ydoouvv avtod
TO TTPOVOLO.

3.2.3 XU0voyn xpnotwv

SUUTTEPOACHATIKA TPOKDITTOVV TEGGEPLS DLKPLTEG KATNYOPLEG XPNOTOV He EEXWPLOTA StKOoL-
HOTOL TTOV PAUVOVTOL GTO TOLPOKATW OLOY POLpLpLOL:

3.3 Xevaplra xpnong

3.4 Texvoloyieg

3.4.1 Ethereum

ZeKLVOVTAG TNV oxedlaon TNG TAATYOPHAS TPAYHOTOTOU]CAE EPELVA DOTE VO VAKOAD-
Youpe Tig mhavég emAOYES Yia TO KOppdTt Tng Saevepnpévng ene€epyaoiog (distributed comput-
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ing). AVaAOYLGTHKOLE TO TTPOTEPHHATA KOl HELOVEKTHHAT SLAPOP®V ETLAOY®OV, cUpTepLAapPa-
VOHEV®V TV ...

EmAé€ape va mpoxwpriocovpe pe to Ethereum xon 01 kérola GAAN TAaT@Oppa emeldn) ...

To Ethereum eivau ... [Tapéyer Smart Contracts akolovBodvtog to povtédo ... Proof of work
etvat ... O TpOTOG TOL LITOAOYILETOL KL TTATPOVETOL 1) KATAVOADHEVT) ETTEEEPYATTIKT] LOY DG elvort
... Autd elodryovv Toug €€NG TEPLOPLOPOVG TTOL TTPETteL var ANOovv vTTOYLY KaTd TNV LAOTOINGN

[Ipoywpavtag tnv Texvoloyia tov blockchain éva Pripa mapamépa, Eexivioav va dnpovp-
YOUVTOL TTPOYPOHHATIOTIKES TTAXTPOPHES YLOL TNV ALVATITUEN OUTOKEVTPWOTIKOV epappoy®v (De-
centralized Applications 1 DApps). H mtpotn ko, péxpr topa, mo Snpo@iAng, toxvpn kot AeL-
ToupyLkn TAaTPOppa eivar To Ethereum.

>to Ethereum vndpyovv dvo eidn Aoyapracpov: ot Externally Owned Accounts kot ot Con-
tracts Accounts. H dtaxg@opd toug elvar 6TL evd oL TpidTOL EAEYXOVTOL ATTO TOVG XPTOTEG, OL deVTE-
pot Srabétouv éva apetdPAnto (immutable) koppdtt KOSk To omoio arotedel éva Smart Con-
tract. Otav pia cvvadayr) otadei oe éva Smart Contract, 0 cvoyeTl{OpevVog KOIKAS eKTEAEL-
to o6 tnv “Ethereum Virtual Machine (EVM)” oe k&g xopfo (ko ev téder 6Mot épyovtan oe
consensus). dvoikd, yio v ektéleot twv operations otnv EVM (0mwg xat yio Tor atA& transac-
tions) ypetdleto va Sobovv kdmora fees oTovg miners wg avrapolPn yix tnv epyacio Toug.

3.4.2 IPFS, OrbitDB

Onwg 1 emroyr) tov Blockchain, mov mepiypdynke oto mponyovpevo kepdroto (insert ref-
erence), oplolwg Kol 1 emAOYH TOL AoyLlopLkoD mov B xprnopomoindel ylo TNV KaTovepnpévn
amoOnkevon dedopévwv Eexivnoe e pla Epevva TV ETLAOY®V TTOL VITAPYOLY. AVOAOYLOTHKOYLE
TOL TTPOTEPTJHOTA KOLL PHELOVEKTHAT OLAPOPWV ETLAOYDOV, CUUTEPLAXUPAVOHEVOV TWV ...

EmAé€ape va mpoxwpricovpe pe to IPES ko tnv OrbitDB évavtt GAAwv Aboewv emeld) ...

To IPFS eivou ... ITopéxet ... pe Tov e€Ng TpOTo ... Awpedy ... AUTE TAL XAPAKTNPLOTLKA ELGOYOLV
ToUG €€NG MEPLOPLOROVG OV TTPETteL var AneBovv vITOYLY KaTd TNV LAOTOINoT) ...

H OrbitDB eivou ... ko ypnotpomnotei o IPFS yia va katapépet ta e€Qg xapaktnploTikd ...
[Tepropiopot oAt KAT ...

Evo ot Tt TpoATjHOTO TTOL TTPOKDITTOLV HE TNV OUTOKEVTPWOT] EPAPHOYDV ELVOL ALTO TNG V-
peoTg TV resources ov xpetalopaote. To TpoPAnpa éykelton 6To yeyovog OTL dev LTTAPYEL £VOG
server kot apa pio povadikn) drevBvvon IP amd tnv omoic prropolpe vor TAPOLLE TO AVTLKEIHEVO
7oL P VoULpe, SLOTL OAa eivar Sraevepnpéva oto diktvo. EmutAéov 1 amobrikevon peydiov 6ykov
Anpogopodv 6to Ethereum on-chain éyel amoyopeutikd peyddlo k66TOG 0TOTE AITOPPLITTETALL.

To mpoPAnpa avayeton oe avtd TNG emkoveviog petad towv kopPov. Av kaboplotel éva
TPOTUTTO EMLKOLVWVIAG HETAED TV KOPPwV TOTE Ta arvTikeipeva prropovv va Bpebotv (ntovtag
TaL QIO TOVG YELTOVIKOUG KOpPOULG, oL omoiol pe Tn oelpd Tovg B T {ntrjoovv amd tovg dtkovg
TOUG YelToveg kot ov o K&Be e€ng, PéxpL To avTikeipevo va Ppebet ko va otalel otov KOpPo mov
apxkd to {rtnoe.

To IPFS eiva éva véo TpwTOKOALO pETAPOPAS LITEPKEEVOL TTOL PplokeTo akOpa LITO AViL-
7tu€n. Onwg 10 yvwotd tpwtoékorro HT TP, yix cvykevipwtikd cvothpata, étot kot to IPFS, yuo
QUTOKEVTPWTIKA cLOTHHATA, kKotbBopilel TO TPOTLTTO TO 0TTOl0 Bt Y PTGLHOTOLOVY TAL TEPUATIKA TOV
SIKTVOL Yl VO ETLKOLVWVOUV HETOED TOVG. XPTOLUOTTOLEL KPULTTTOYPAPLKEG TEXVIKEG, OTTWG QUTEG
70V eldaple TOPATAV®, KOB®OG Kot SLdpopeg dAAeg TeEXVOAOYieS Yl va:

+ OLVTOVICEL T1) TOPASOCT] TTEPLEXOUEVOL

« VAOTIOLOEL GTPOPX GOVIEGTG HEGW OTTOLOLATTTOTE TPWTOKOAAOL Stk THOV
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+ opioel éva oG TNHX OVORAT®VY TopéwVY (DNS)
« LAOTIOLNCEL GTPOHA IPOHOAOYNOTG
« dwxporpaoet apyeio pe peer-to-peer (P2P) texvikég

'Etot to IPFS opilet éva véo SikTLO LTTOAOYLETOV TTOL GUPTANPOVEL TO 1O1) LITEPYOVT (WWW,
Tor, .bit) dtxtnpdvTag TARPOG ATOKEVTPWOHEVT APXLTEKTOVLKT] KXl KAVEVO KEVTPLKO OTHELO oTo-
TUYLOG.

Yvvomtikd, dniadn, oto IPFS ammobnkevovtar StevBuvoiodotnpéva Paoet epiexopévou (con-
tent addressable) apyeia, To omoior avaktovton Pdoel Tov hash twv mepleyopévov touvg (avti
yla v tomofecio Tovg), eved avakoAbITovTaL Kol dtapolpalovtol pécw Tov mapeyopevov P2P
network layer. A&iel, ®6T0600, va onpelwbdel mwg to layer avtod dev eyyvatal amd povo Tov To
hosting twv apyeiowv kot to Stabéoipo bandwidth yia tnv avéktnon tovg, Tpdypa Tov onpaivel
oTL B pémel va yivel Topoy ) LITOJOUNG ATTO TOLG XPHOTES LKAV Vo LIToo T piEet évav eAdiLoTo
aplOpo kopPwv arodnkevong.

[IpdkeLTal YyLOL CUUTAN POUATIKES TEXVOAOYLEG OTIG TUPATTAVE® TTOL GTOYO EXOLV TNV OPYQL-
VWO TV arrodnKevpEVOV TANPOYOPLOV 0 HopP Paoewv dedopévwv.

3.5 IIpodiaypagn pedddov vAOTOINONG KAl XPOVOTLPOYPOL|L-
HOTIONOG

3.5.1 IIpodiaxypaen K0kAwv

Emontikd, n diadikasio tng vAomoinong meptypagpetal wg eENg:

3.5.2 IIpwtn @aon

Stvetal évo Ethereum Private Network wg Bdon ndvew otnv omoia B dovAéPoupe. Ilavw
o€ avtd ypayoupe To contracts mov Ba eivo vtevOLVA Yo dtekmTepaiwon 1 N Twv posts. Xt
OUVEXELXL AVOITTTOGOETOL O ATTXPOLTNTOG KOOLKOG TTOL LAOTIOLEL TO posting ¥PNOIHOTOLOVTAG TLG
BipArobrixeg wov divovron amd to IPFS yio tnv emikovovia peto€d twv kopPfwv tov StkTdou Ko
avtég mov divovtar ard tn BigChainDB yia tnv amobikevon tov TAnpo@opLodv pe dtorvepnpévo
tpomo. 'ivovton Sokipéc yio tnv e€okpifwon g cwoTng Aeltovpylog TOL UTOTEAEGHATOS KoL
dropBwvovton Tuxov AdBn oto KOdKa.

3.5.3 Asgbtepn paon

YAomoteiton to Stkaiwpa Yrjpov kot posting ywpig fees. Avto yiveton péow dvo contracts mwov
Bo dnpovpyovv Svo Sapopetikd tokens (voting token, feeless token) kot O T aodidovv otov
EKACTOTE YPNOTN TOL TPETEL VAL TTAPEL TO JKOUOPX. AVOTTOOGETAL KOJLKAG TTOL VO LAOTOLEL
) ddikaoio Yngogpopiac. I'ivovtar dokipég yio Tnv e€akpifwon Tng cwothg Aettovpylag Tov
amote éopatog kot dtopfdvovtar Tuxov AdBn oto KddKka. Xe auTr TN QAT 1) aTOd0CT] TV
tokens O yivel yetpokivnta yio To 6komd g doKLpng.

3.5.4 Tpitn @&on

YAomoteitou éva ovoTnpo atddoong epmiotoovvng (ZAID). Avartbocovtal Ta contracts 7wov
elval amapaitnta yuo tn Aettovpyio Tov ZAIT kaBog kot yio tnv avtopatn amodoor feeless token

23



otoug trusted yprioteg. T'ivovton Sokpég yio tnv e€akpifwon Tng cwothg Aettovpyiog Tov ato-
teléopatog Kot StopBdvovtar Tuxov AdBn oto kddika. E@dcov 1 epappoyn mepdoel to otddio
Twv doklpov eival étowun yua alpha deployment, eivar dnAadn étowun ya xprjon amd To kowvo,
VTTOAELTOVTOL OPWG YALPAKTNPLOTIKA oL eivot Wixitepa Bepitd oA OxL otapaitnTa yio Tn
Aertovpyiar.

3.5.5 Téraptn @ion

Avomttocoetol 0 KOKAG TOL (HOVAdIKOD) CUYKEVTPWTIKOD THUNHATOS TOU GUOTHHATOS TO
ormoio avrikel 6to devTePo Koppdrtt - Tov UAS: Etol awtopartomoteiton 1 Stadikacio amtddoong
Twv token, mov otV mponyovpevn @aon €ywve yetpokivnto. Tivovton dokipég yio tnv e€ocpl-
Bwon g cwotng Aettovpyiag Tov amoteAéopaTog kot dtopBwvovtal Tuxov A&On 6to KOdLKa.
E@ocov 1 epappoyn mepdcel To 6Tad10 TV SoKIH®V eivort ETown yia éva beta deployment, wote
Vo yivel 1o gupig éleyxog autd pioe opdda dokipwv kot va mopbet feedback yio tnv epmerpio
xpnot.

I to teAkod deployment Oa propovoe va tebel wg 6TdX0G 1) KATd TO dVVATOV HElWOT TV
TEADV Y10 TN AELTOVPYLIQ TNG TAATPOPHAG, AXVETTTUYHEVA XAUPOKTNPLOTIKA ETLKOLVOVING OTTwG O0-
HNoT TV cL{NTNCEWVY GE KATNYOPLES, TTPOPIA XPNOTOV Kot AAAX XOUPAKTNPLOTIKE EVKOALG X PT -

omng .

3.6 ApXLTEKTOVIKN
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KepaAaro 4
YAomoinon epappoyng

4.1 XopakTnploTik® 1ov VAoTONONKaY
4.2 MebBodoAloyia vAomoinong
4.3 Texvoloyieg vAomoinong

4.4 ApYXLTEKTOVIKI] VAOTOLNGTG

To cVoTnpa VAOTTOLONKE YPTOLHOTOLOVTAS TO HOVTEAO QPXLTEKTOVIKNG TWV HIKpODITNpe-
owwv. To povtédo TV pikpoimnpecidv Pacileton 6TNV atodOUNGT TOV GUGTHHATOG O HIKPEG
Hovadeg, oL omoieg oLVEPYALOVTOL MOTE VA TPOGPEPOLY éva eviaio amotéAeopa. H mpooéyyion
avTh éxel TOAAG TAEOVEKTNHOTX G€ GUYKPLOT He TNV avATTUEN poVOALOIK®OV epappoydv . O Po-
olKOG AOYOG Yyl TOV omoio emtAéxOnKe 1 apxLTEKTOVIKT HLKPODTINPESLOV €lval 1) EVKOALR TTOVL
TPOGPEPEL GTT YPTYOPT) AVATTTUEN KALVOUPLOV XAPAKTPLOTLKOV, TAVTOX POVA OO dLUPOPETIKA
HEAN piog opddoag, achyypova Kol XWPLg TNV avAYKN GLVEXNG EMKOLVOVING KoL GUVEVVONOTG
peta€d Touvg. Avtd oupfaivel emeldn k&be pépog tov cuoTnpatog (LTnpecia) eivot LTOVOHO Ko
1) AVOITTUET TOL elval SLOYWPLOHEVT) atd TO LITOAOLTO GUOTNHA HE TO 0Totlo eivorl adbvapa Guv-
dedepévo (loosely coupled).

To cvotnpa cuvtiBeton atd Stapopeg Pk pobmn pecieg, KATOLES oo TIG 0TToleg arvarTTOXON KOV
oTO TAQLCLX AUTHG TNG EPYACLAG EVH GAAEG TtOTEAOVV dwpedv AOYLoHLKO avolyTol kadika. Ot
Hikpoimn peciec auTéc cuvoyilovral 6Tov TapaKk&Te mivaka (ivokag f.1).
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Miwkpodnnpeocia

Yovtoun meprypo@n - Avtikeipevo/XTox0g

Concordia Application

Concordia Contracts Migrator

Concordia Pinner
Concordia Contracts Provider
Ganache

Rendezvous Server

Ynnpeoia pe tnv omoiot aAANAemdpoV oL XProTEG.

Ynnpecia petapoptwong twv cvpPoArainwv (contracts) oto
blockchain.

Ynnpeoio kappLto®potog dedopévav.
Ynnpeoia Staporpacpod twv contract artifacts pécw HTTP.
Tomiko, Wiwtikd Ethereum blockchain.

Ynnpeoia edpeong OHOTIHOVY XPNOTOV.

Hivaxag 4.1: Z0vroun mweprypo@r vTNPECIOY CUCTHHIATOG.

Yt mAaiola TG epyaciog avartuxOnkav emiong dikpopa apOpdpaTa, KUPLWG pe TN Hopen
BpAobnkadv Javascript. Ta apBpopata xpnoiporotobvton otd TIG LIINPECieg Yo TNV emitevEn
TV enpPEPoug epyoctodv. H avamtugn tov Aoyiopikot ot Eexwplotd apBpopata emttpénel tnv
€OKOAT) ETTOVOY PTIGLHOTTOLNGT) TOU KOILKO KAODG KAl TOV S WPLOHO TV AUTOVOH®V THNHATWV
kdSukar. Taw apBpdparta cuvoyilovion otov mapakdte mivaka (rivakag f.7).

ApBpopa

Yovtoun meprypo@n - Avtikeipevo/E10x0g

ApBpwpa concordia-shared
ApbBpwpa concordia-contracts

ApBpwpa eth-identity-provider
ApBpwpa drizzle

ApbBpwpa breeze

Xprowa epyodeio kot 6Tofepég GLGTHRATOC.
MetayhodtTion twv contracts kot dixBeomn Twv artifacts.

Anpovpyio povadikoD avoyvepLloTikol X prjoTh yio T fao
OrbitDB.

BeATIOHEVT) TPOYPAPHATIOTIKT] OLETTOPT] ETTLKOLVOVIOG JLE TO
blockchain.

BeAtiwpévn mpoypoppatiotikn demagn xpnong g Paong
OrbitDB.

Mivakag 4.2: Xvvroun mepiypagr apOpwpdtwv cvoTiiaTo.

To apBpopata kat oL vnpecieg Oa mepLlypaolv oe peyodbTepPT OVAALGT) GT ETOUEVXL KE-
pdAoua. ETo mapakdte oxfipa (oxripe f.1) gaiveTon ) GUVOALKH ApYITEKTOVIKY TOL CUGTHHATOC.
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concordia-shared @ geployed
ontracts

concordia-contracts

eth-identity-provider

drizzle e

breeze

© © © © ©

e @ concordia-shared

@ concordia-shared @ concordia-contracts

@ eth-identity-provider

Zynpa 4.1: Aicypoipar ap)ITeKTOVIKIG CUOTHUATOS

441 Apbpopata

270 KePAAOLo aLTO B TTEPLYPOPOVV e peyardbTepn AemTopé pela To opOpdpaTa oL vt tid-
xOnkov.

ApOpwpa concordia-shared

To apBpwpa concordia-shared amotedel pio BipAoOnin xprioywv epyoreinv kot otabepov.
Ed mepiéxeton OA0 TO AOYLOHLKO TO 0TTol0 TTPETteL 1) eivor eOVUNTO VoL GUUTTEPLPEPETAUL [E TOV
1810 TPOTO GUVOALKA 6TO GUOTNHA, OTTWS Y TopAdetypa péBodoL TaPApETPOTOLINGTG TWV LITN-
peotdv kot péBodot kataypaeng (logging). To dpbpwpa avtd xpnoyonoteitor otd o dpbpwpa
concordia-contracts kaBog ko amod Tig vinpecieg Concordia Application, Concordia Pinner kot
Concordia Contracts Provider.

To apBpwpa avtod yivetar diabéoipo yio xprion pe tn poper) tomikng PtpAtodnkng pe tn xprion
™G PLpAtoBnKng Srayeipiong povadikod aobetnpiov kdSika (monorepo) lerna.
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ApOpwpa concordia-contracts

To &pBpowpa avtd emitedel dvo evépyeleg. Apyika, eival 1o dpBpwpa 6to omoio avorttio-
ocovTal Ta contracts Tov ypnoipomoovvTal artd TN e@oppoyr. To apBpwpo avtd avoropPavet
TN HETAYADTTION TV contracts omd k®dika yAdooag Solidity, otnv katdAAnAn telkn popen
JSON. IMapéxovton emiong oevapia evepyelov (scripts) wote T contracts vo petagpoptwboiv oe
blockchain xab®g kot otnv vnpecio Concordia Contracts Provider. Aotelet emtiong PLfAtodnkn
1) OTTOLOL HETA TT) HETAYADTTLOT Kotl HETOPOPTWOT) TV contracts oe blockchain mapéyel ta contract
artifacts. Xpnowomoteiton amd tig vnpecieg Concordia Application kot Concordia Pinner.

To apBpwpo oavtd yivetan dabéoipo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion
g PLpALoOnKng Srayeipiong monorepo lerna.

ApOpwpa eth-identity-provider

H Aettovpyia tng faon OrbitDB amattei tn dnpiovpyio evog povadikot avayvwplotikol xph-
otn (identity). Tl tnv edkoAn e€arywyr] evOg avayvwpLloTikod YprioTh TO 0Toio va eivat Pev po-
vodLkO AN va elvor SuvaTOG 0 ETVLTTOAOYLOHOG, X PN otporotiOnke o cuVOLAGHOG TNG dtevBvV-
ong tov xpriotn oto diktvo Ethereum pe tn StevBvvon tov Pacikod contract wov xpnoyomolei 1
epoppoyn. O VITOAOYIGHOG TOL GLVSVAGHOD ATOL LAOTTOLELTOL CTTO AVTO TO GpPOpwpa.

To apBpwpa avtd yiveton dabéoipo yix xpriomn pe tn popen PtpAobrikng péow tov atobetn-
piov Aoylopikod npm.

ApBpwpa drizzle

To apBpwpa drizzle mov xpnoomoteiton otnv vanpecio Concordia Application eivan pio
tpomomotnpévn ékdoomn tng Javascript BipAtoOrning Drizzle mov mtpoc@épetal and n covita ep-
yoreiwv Truffle. H tpomomoinpévn PipAiobrkn avarrtiyOnke ota mAaicia tng SUTAOHOTIKNG e
oto)0 TN dtevkdAvvor tng xprong tov Drizle ko tnv emdopOwon mpoPANpHATIKOV onpeiwy TNG
TPWTOTLTNG PBLpALoONKNC.

To &pBpwpa drizzle vAomolel TIG TPOYPAUPATIOTIKEG SLETAUPEG HECK TWV OTOLWV TPALYHA-
Tomoleiton 1) emikovwvia tng epappoyng pe to blockchain. Ta Tnv emitevén tng emucowvwviag
avtng, n PPAodnkn xpnopomotel tn cvAroyn PipAiodnkwv web3.js n omoio aotedel Tov Lo
dradedopévo tpomo diemagng pe to blockchain oe amoxevipwTIKéS eQoppOYES.

To &pBpwpa avtod yiveton dabéoipo yio xpriom pe tn popen PipAtodnkng pécw Tov amobetn-
pilov Aoylopikod npm.

ApOpwpa breeze

To &pBpwpo avtd amotelet pio PLpAtodnKn wepiPAnpa (wrapper) tng frpAtobrkng OrbitDB. H
OrbitDB eivou pia BtpAtoOnkn 1 omola TpocPEpeL TIG ATAPALTNTES TPOYPAUHATIOTLKES OLETTAPEG
yla i xprion g Paong dedopévwv pe to do dvopa. Mésa oo tn xpnomn tov PipAtodnkodv mov
npocpépovtat amd To IPFS yia tnv amtobrjkevon dedopévwv, 1 OrbitDB katagépvel va vAomoinoet
pio amokevTpwpévn Paon dedopévov.

To &pBpwpa breeze kavel xprion tng PLpAtodnKkng OrbitDB, tpocpépel ¥GTOGO GUYKEKPLUEVEG
TPOYPAPHATIOTIKEG OLETOUPEG TTOV DLEVKOADVOLY TOGO TNV TapapeTpomoinot g Pdong 660 Kot
TN XPNOT TNG, EVO OTTWG Kot 6To apBpwpa drizzle to dpBpwpa breeze avorapfavel va dropBioet
oplopéva poPAnpata g TpwtodTLTNG PLALodrKNC.

To apBpwpa avtd yiveton diabéoipo yix xpron pe tn popen PtpAobrikng péow tov amobetn-
piov Aoyiopikod npm.
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4.4.2 Concordia Application

ITeprypoaen - XtoéX0L LINPECioG

H epoappoyn Concordia (Concordia Application) exBétel Tig ypapikég Siemapéc péow TV
omolwv OAANAETIOPODV OL YprioTEG Pe TO GVOTNHX. ATtoTedel TOV dlotLAO ETTLKOLVOVIAG TOV TEAL-
koU xpriotn pe to blockchain ko pe t Béon OrbitDB. H apyitektovikr tng vmnpeciog gaivetot
oto oyfpa f.d Méow g epappoyric Concordia ot xprioTeg propotv va:

« mepinynBovv ko drffdoovv To mEPLEXOHEVO TNG TAXATPOPHAG
+ dnpLovpYNoOLY AoyapLacHO XpHoTn

+ ONHOGLEDGOLV KAl TPOTTOTOLGOVY TTPOCWILKESG TOVG TTANPOPOpieg OTTwS 1) Tomobesia kot
1 ELKOVAL TTPOPIA

« dnpovpynoovv Bépata (topics)
« dnpovpynoovv Yneogopieg (polls), kabadg kot va Yyneioovv ce avtég
+ JNHLOLPYNCOLY KAl TPOTTOTOLGOLY PN VUHT (posts)

« vrtepymoeicovv (up-vote) 1 katayneicovv (down-vote) pnvopato AAAWY XP1OTOV

H vnnpecio amoteleiton amd kodika ypoppévo oe Javascript o omoiog yiveton Stabéoipog
O0TOVG TEALKOUG XPHOTEG e TN Hopen epoppoyng Stadiktdov (web application) pécw evog dia-
koptoth (server). [Tapodo mov 1 vINpPecia TPOCPEPEL TN YPOPLKY SLETapr) XproTn HOVO oTHV
ayyAlkn YAoooa, éxel mapopetpomonfel wote va elvat duvath 1) eDKOAN HETAYADTTLON TNG X -
pig TNV aVAYKT) TTPAYHOTOTTON GG HEYAAW®V OAAXYDV GTOV KOOLKA.

Xpnowomoteitar 1 PLpAtodnkn React yior tnv opydvwon kot avamtugn Tov cUVOETIKOV TUN-
patwv (components) Tov ypagikod meptBdAlovtog. Ta o ypagikd mepipaiiov yivetor xpron
touv framework tng Semantic UL Xpnowpomoteiton 1 ftpAioBrikn Redux yia tn Sroyeipion kotd-
oTaoNG NG eQappoyng (state management), kabmg ko 1 PiAtodnkn Redux-Saga yiox tn Svoyei-
pLoT aoOYXpPoveV TopaTAevpwy evepyeldv (side-effects) oe éva ocvotnpa faciopévo oe cupPa-
vta (event-based). AAAeg BipAiobrikeg xpnopomotodvTal yior Stdpopo PEPT) TNG LITNPEGLAG, EVED
XPTOLHOTOLODVTOL ETOTG T POPOUATAL TOV TEPLYPAPNKAV TPONYOLHEVWS YIX TNV ETITEVEN
Srpopetik®dv 6To)wV. O TARPNG KatdAoyog TV BipAtodnkdv kot apBpwpdtewy propet vo Ppe-
Oel oTOV KOILKA TNG LTI PECLNG OTO TAPAPTNHCL.
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Com_racts
Provider

concordia-shared

concordia-contracts

User
eth-identity-provider

© & © ©

drizzle — ° Ethereum

@ breeze —_— ° OrbitDB

Zynpa 4.2: Apyitextoviktj vrnpeciog Concordia Application

I ™ Aewtovpyia tng vanpesio Concordia Application eivar amapaitnTo Tor avTikeipevo
(artifacts) Tov TPOKVITOLY ATO TN HETAYADTTION TWV contracts Kot Tn HeTAPOPTWOT/dNpHOCi-
evot) toug oto blockchain. I v elcaywyn Twv artifacts otnv venpecia éxovv avartuyBel dvo
péBodot.

H mpddytn pébodog eivat 1) HETOYADTTION KOL HETAPOPTWOT) TV contracts mpLv Tnv mapaywyn
TOUL TTAtKETOL AOYLOHLKOV TNG LN peciag yio teAlkt] xprion (production build). Me awtd Tov TpdmO
n vnpecia O éxel TpocPaocn ota artifacts péow g PiPAodnikng mov mapdayetal amd To &p-
Opwpoa concordia-contracts. Avtr 1) 1é00d0g €xeL TO PELOVEKTNHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) “déveton” pe dmow cvykekpyiévn ékdoomn Twv contracts eivon StaBéoiun kot
TN dnpovpyla ToL TakéTov. AUTO onpaivel OTL oe evOEXOUEVT) EVIHEPWOT) TwV contracts mpémel
ovaykaoTikd vo dnpovpynBet kat véa €xdoon Tov makéTov Aoyioptko? tng vanpeciag Concordia
Application.

T TV amouyn Tov Tapartdve TpoPAnpatog avertixOnke n devtepn pébodog TpPocKoOpL-
ong Twv contract artifacts, n onola eivor  Ayn tovg (download) oo pice GAAn tomobeoio oTo
dradikTvo. e awtr) TN péBodo, 1 epappoyn katd tnv ekkivnon tng mpaypatomotel évoa HTTP ad-
tnpo (HTTP request) oe dtevBuvon 1 omoia diveton wg petofAntr mepipdArlovtog (environment
variable). H amavtnon tov aitrpatog avopéveton va mepiéxel ta artifacts wote n epappoyn va
TOL XPT)CUYLOTTOLCEL.

Awavopn

H vnnpecio Concordia Application maxetdpetar pali pe Tov diokoplotn nginx ko yivetou
Srabéon yia xprion wg etkova docker (docker image) péow tov amoBetnpiov etkdvwv dockerhub.
Katd tnv ektélecn tng elkOVag oL XprjoTeg PTopovy pécw petaPAntodv mepipdiilovtog va opi-
OOLV TTAPAPETPOVGS TNG EKTEAEGTIG OTTWG 1) dtevBLVET Tov e€umnpetntr (host location) tng epoap-
poyng kot oL Torobecieg Twv vinpesi®v Rendezvous Server ko Contracts Provider.
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4.4.3 Concordia Contracts Migrator

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio avtr) amotedeiton omd évor eKTEAEGLLO TPOYPOHUA YPOUHUNG EVTOADV PACLOHEVO
610 &pBpwpa concordia-contracts ov avadvOnke ot Tponyodpevo kKepdhato (kepdhoto f.4.1).
To mpoypappa, KaTd TNV eKTEAEST] TOV, PeTAYAWTTICEL Tar contracts Ko €TTELTA TOL HETAPOPTAOVEL
oto blockchain to omoio eivo opiopévo pe xprion petafAntodv mepipdArovtog. Télog, av ot ka-
TaAANAeg peTaPAnTég TeplPAAAOVTOG eivorl OPLOUEVES, TO TPOYPOHI HETOPOPTOVEL TAL TEALKA
artifacts oe amoBetrpro Concordia Contracts Provider. H apyLtektovikn ng vmnpeciog goivetot
670 mapakdTe oxfipa (oxipa i.3).

@ I o Ethereum
— ° gont_r;lcts
@ concordia-shared roviaer

@ concordia-contracts

Zynpa 4.3: Apyirextovikyj vrnpeciog Concordia Contracts Migrator

Awavopn

H vrnpeoio avtr yiveton Stabéoun yix xpron wg docker image péow tov amobetnpiov e1ko-
vwv dockerhub. Ot yprioteg propovv ypnotpomoidvtag petafAntég meptpdAilovtog va adA&Eovv
n StevBuvon tou blockchain kot tnv tomobesio tng vnpesiag Contracts Provider otnv omoio
To TPOYpoppa Oa petapoptmdoel Ta contracts ko ta artifacts.

4.4.4 Concordia Pinner

Ileprypaen - Xto6x0L vINPECiog

H vrnpeoio xappitoopatog nepiexopévou (Concordia Pinner) aotedel pia epappoyn tep-
patikov (temrinal application/cmd application) 1) omoia oToyevel 670 Kappitowpa (pinning) Tov
mepLexopévoL mov aobnkevetal oto IPFS péow tng faong OrbitDB. H vrnpecio eivar ypoppévn
otn YAOooa npoypoppaticpot Javascript. H apyitextovikn tng vmnpeciog @aivetal To oXnpo
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Zynua 4.4: Apyitekroviktj vinpeoiag Concordia Pinner

H vrnpeoia avtr viomowOnke yia va eyyuvnBel n diabeoipdtnta Tov meplexopévov Tov ou-
oThpatog tov atobnkevetan oto IPES (titAol Oepdtwv, mepiexopevo pnvopdtov kot dAla). Adyw
Tov TpOTOL Aettovpyiog Tov IPFS, o meplexopevo mov avapTodV oL XPr)OTEG TTPETEL VO KAPPLTC K-
VETOL ATTO AAAOVG XPT|OTES 1) AUTOVOHES EPAPHOYES, OTTWG 1 Lt pecio Concordia Pinner, ®ote va
etvor draBéayo. Av to meprexopevo dev kap@prtowbet, Tote Oa eivar Stabéoipo oTovg vITOAOLTOVG
XPNOTES HOVO atd TOV/TN dNpLovpyo, £TL av avTOG/aLTH dev elval evepyog/evepyn oo dikTvo,
To mepleyOpevo Ba eivar advvato va Ppebet.

H vrnpecio cvvdéetar oto blockchain oo dmov mapakorovdet Tnv katdoTaon TOL CLOTH-
patog ko “okovel” yia véoug yprioteg, Oépata kou pnvopato. H vnpecio ovvdéeton entiong oto
IPFS, étot 0tav dnpiovpynOel véo meplexOpevo 6To GVGTNHA TO KAPPLTGHOVEL ALTOHATA. Me avTo
TOV TPOTO, SLATNPOVTAS TNV LINPecio mavTa Stobéon, yia Tapadetypo eKTEAOVTOG T OF TTe-
pipérrov Srokopoth (server), SrafePardveton 1 StabeoipdotnTor TOL TEPLEYOPEVOU.

Awavopn

H vrnpecia avtr yivetou dabéoun yio xpron wg docker image pécw tov amobetnpiov et-
kovwv dockerhub. Katda tnv extéleon tng elkovog ot xprioTeg Hropolv pécw PHeTaANTOV mept-
BaAlovtog va opicouvv mapapétpoug g vnpeciog 6mwg tn dtevbuvon tov e€vmnpetntn (host
location), Tn dievBuvvon tov blockchain, Tig Stadpopég amobrikevong twv dedopévwv 6To cvoTNH
Ko Tig tomobeoieg Twv vnpeotwv Rendezvous Server ko Contracts Provider.

4.4.5 Concordia Contracts Provider

IIeprypaen - Xto6X0L LIINPECiOG

H vrnpeoia Contracts Provider crotelei pio fonOnrikr) venpeocio n omoio vAomotei éva amtdd
amoBfetnplo yia Tt contract artifacts. Eival ypoppévn oe Javascript ko StoBéter Sbo HTTP end-
points, éva ywa tn petapoptwon (upload) twv artifacts Tpog tnv vinpecio kot éva yioe T A
(download) amd tnv vinpesio. H vanpecio vtootnpilel emiong tnv emoOvaym eTIKETOV 6T
artifacts, 6mwg n ékdoon (version) 1 to kAadi avamtuéng (branch, yuo mapdderypo master/de-
velop). H apyitektovikn Tng vinpesiog gaivetar to oxfpa k.5,
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@ concordia-shared

Zynpe 4.5: Apyitexroviky vrnpeciag Concordia Contracts Provider

H vnnpecio xpnowomnoteitat o pio tpocmadeia amoctivéeong g Paciknig epopproyng Tov
vAomotet 1) vnpecia Concordia Application oo pio cvykekpévn ékdoot twv contracts. O Ao-
yoL 7Tov avtd eivat emlBupnTtd avorttOxOnkav otnv meprypagr) tng vanpeciog Concordia Appli-
cation (kepdharo f.4.9). Qotéc0o, 1 vnpesia Contracts Provider amoteAei onpeio kevrpormoin-
OMG TOL GUOGTHHATOG, Yot TO AOYo awTd Bewpeital Tpocwpivyy Abon 1 omoia B propovce vo
AVTIKXTOOTOOEL IO ATTOKEVTPWTIKEG ADOELG OTWG 1) HeTaPOpTwoT) TV artifacts oto IPFS kot o
Stopolpacog Tovg amd exel.

Awavopn

H vnnpecia autn yiveton dtabéopun yua xprion wg docker image pécw tov amoBetnpiov et-
kovwv dockerhub. Ot xprjoteg popodv xpnotpomotwvrag petafAntég meptdArlovtog v alAd-
Eouv TTapapETPOUG TNG EKTEAEGTG OTTWG 1) SLAdPOT) ATTOONKEVLOTG TWV HETAPOPTWHEV®V contract
artifacts.

4.4.6 Ganache

ITeprypaen - X1ox01 vinpeciag

H vnnpecio Ganache osrotelel pioe e@oppoyrn teppatikov n omolia eivo péPog tng dwpedv
covitag avolytov Aoylopikov Truffle. H epappoyn dnpovpyel éva tomiko, biwtikd blockchain
T0 omoio akoAovbel To mpoTumo tov Ethereum. Entiong, n epappoyr dpa wg minner oo diktvo,
SrexmepatdvovTag OAeg TIG CLVAAAXYES.

Awarvopn

T T xprion g vanpeciag avtnig avortyyOnke pio véa etcova docker mov Paciletar otnv
emtionpun etkova Tov Sratifetan ad T covita Kot TPosOETEL pHePLKES X PTIOULEG AELTOVPYLKOTNTEG
OMtWG 1) SLVATOTNTA ATOKAALYNG TV KAEWOL®OV OV dnpovpyovvTal katd tnv ektédeon. H vmn-
pecia yiveton Stabéon yix yprion wg docker image péow tov amobetnpiov eitkdévwv dockerhub.
H ewcova mopéyel tn duvatdTnTo TPOTOTOLNONG TOV TUPAPETPOV EKTEAECTG HE XPNOT) HETA-
BAntov mepiparrovtog. Me avtd ToV TPOTO OL XPNOTEG HITOPOLY VoL AAAAEOLV TOV apLlOpd TV
Aoyopracpdv mov B dnpiovpynBotv, to Tocd tov Ether mov Ba AdPet k&Be Aoyapraopog kabang
Kot GAAeg petaPAnTEG.
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4.4.7 Rendezvous Server

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio Rendezvous Server amotelel dwpedv AoyLopLkd avolyTod KOdLka To omolo xpn-
owomouOnke (axAA& dev avamtvxOnke) ota TAaicr TNG SUTAWHATIKAG KL LAOTTOLEL TO TPW-
TOKOAAO rendezvous yia TV e0pect) OPOTIHWV XpNoTeV (peers). H vnpecia eivon amapaitntn
ytoe T Aertovpyia Tov IPFS, wote oL opdTipoL XprioTeg (peers) vor LItopoiV vo avarkaADouV Tig
devBivoelg TV LITOAOTTWVY XPNOTOV TOL SLKTLOV.

Awavopn

H vnnpecia avtn eival dtabéoin yiox xprion ammd toug dnpiovpyovs TngG TO60 WG EPAPHOYT
péow Tov amobetnpiov Aoyloptkob npm aAAG kot wg docker image pécw tov amoBetnpiov eiko-
vwv dockerhub.

4.4.8 Awacvdeon vINPECLOV

2TO HOVTEAO TV PLIKPODTNPECLOV, PaoIkd YAPAKTNPLOTIKO elval 1) emkovwvia Tov Eexm-
PLOTOV LINPECLOV KL 1] AVTOAAQYT] HIVUHATOV YO TNV €TLTEVEN TOV AELTOLPYLKOTHTWOV TOUL
CUGTHHATOGC. Xe aLTO TO ke@aiato Ba avadvBel o TpoTOG e ToV omoio oL pikpobmnpecieg emikotl-
VVoLV PeTatED Toug Kab®g KAt 1) UGT) KL TO TTEPLEXOHEVO TWV UIVUHATWV TTOV AVTAAAXLGOLV.

Y10 mapakdte oxfipa (oxfpa f.6) paiveton o yp&gog mov omtikomotei ta kavéhio emtkorveo-
viog peto€d TV pkpodnnpeciov, Kabog KoL To KOVAALA ETLKOLVOVIOG TV HIKPODTINPECLOV e

to blockchain.

o — O

o T L
low Higo LI

Xy 4.6: Tpd@og OnTIKOTOMOoNG TWV KAVAALDV ETIKOLVWVIOS TWV HKPOUTHPECLOV

o

Ed& avalbetou n emikovwvia k&Be pucpoimnpeciag:

+ Contracts Migrator: 1 vnnpecio ektelel aitnpo HTTP katd tnv petagpoptwon twv con-
tracts oto Ethereum blockchain, emiong extedel aitnpo HTTP yix tnv petapoptwon twv
contract artifacts otnv vnpecio Contracts Provider

+ Concordia Application: n vnpecio exteAel aitnuo HTTP yio tnv Ajym twv contract ar-
tifacts amo tnv vmnpecia Contracts Provider, exteAel outnpata HTTP yio tnv Sievépyeia
ovvalaydv oto Ethereum blockchain ko téAog dnpiovpyet kavadt UDP emikotvoviog
pe tnv vrnpecia Rendezvous Server yia tnv avakdAvymn opdtipev xpnotov (peers) oto
dixtvo IPFS

« Pinner: n vnnpeoio extedel aitnpo HTTP yux tnv Ajyn tov contract artifacts amtd v
vninpecio Contracts Provider, extelel cutrjpato HTTP yix tnv avavéwon kot mopatripnon
NG katdotoong tov contract 6to Ethereum blockchain ko téAog dnpovpyet koevadr UDP
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emkovwviag pe tnv vrnpecio Rendezvous Server yio tnv avokdAvyn peers oto dikTvo
IPFS

« Rendezvous Server: n vnpecia diatnpet avorytad kavaiio UDP enikovaviog pe Tovg opo-
TLIHOVG XPNOTEG HEGM TWV OTTOLWV EVIHEPOVEL TNV AMOTH TV SLHBESILWV, EVEPYDOV XPNOTOV

+ Contracts Provider: n vnnpecio dev vmokivel kopia emikovwvia Tapd HOVO amavtd oe
QUTHHOTA ETLKOLVOVICt td GAAES LTI PETLEG

4.4.9 Pon mAnpogopiag

210 Ke@dhato avto B avadvBei ) por) Tng TANpogoping 6to st AdOY® TV TOAXTAGV
LTINPECLOV, TNG KATATUNGNG TNV TANPOPOPLAG KL TV SLUPOPETIKOV ONelwV amobnikevong g,
1 por} TNG TANPOPOpLag 6TO CVGTNHX XkoAoVOEL Evar GXETIKA TEPITTAOKO HOVOTIATL (G€ GXEOT) e
KAXGOLKEG, HOVOAOLKES, KEVTPOTTOLNUEVES EPUPHOYEQ).

Apyika Ba yiver avagopa ot Sadikacio amodnkevong twv véwv mAnpogopiov. H pova-
dkn) TNy Topoywyns 8eSopEVEY 0TO GUGTNHA £LVal OL XPHOTES KL KAT ETEKTUCT) 1) LTTNPECLQ
Concordia Application, epocov eival 1 povadikr] vanpecio pe Tnv ool avtol AAANAeTLSpOLV.
To dedopéva ov dnptovpyodv oL xproteg (TAnpopopieg xpnoTav, Tithot Oepdtwy Kot mepLexo-
HEVO unvupatwv) katatpnlovtot tpy amobnkevtovv. H mAnpogopio mov elodyeton 6T0 c0G TN
kotatpniletor oe dvo pépn. Eto blockchain amoBnkedeton évag deixktng mpog ta dedopéva, eved To
mpoypotikd dedopéva amoBnievovron otn Pfaon OrbitDB. O deiktng ektdg od TNV dpeon xprnot-
HOTNTO OTNV e0PECT) TV deSOUEVOV, TTAPEXEL KOL TNV EUUECT) AELTOLPYLKOTN T TNG OMpLovpyiog
ATOPALTNTOV HETADOHEVOV OTTWG 0 aPlOpOG TV OEPATOV GTO GOGTNHA 1] TOV HIVUHATWV € VOl
Oépo.

Ao TNV TAELPA TNG EVPEST) TV TANPOPOPLOY GTO GUOTNHA, 1) POT) elvol wg e€ENG. ApyLKQ,
elval amapaitntn 1 avalntnon oto blockchain ywx tnv ebpeon tov deiktn mpog ta dedopévar.
‘Enerta, ta dedopéva propovv va avaktnBoov péow tov IPFS amd tov ekdotote Xprotn 1 ortd
kéorolov Pinner.

Téhog, mapakdTm divetal éva Tapadelypa ELoaYwYNG TANPOPOPLOG GTO CUGTNHA KOL ETTELTOL
avaKTNoNG NG WSag TANpoPoping.

Eotw, yxprotng mov dnpovpyei véo Bépa. Ta dedopéva mov mapdyovtal eivon o TiTAOG TOL
Oépatog Ko To TEPLEXOHEVO TOV TTPAOTOL PNVOHATOC. Metadedopéva Tng dnpiovpyiag eivat 1 Siev-
Buvor Tov/tng dnpovpyot Tov Bépartog. I TNV amobrikevon Tov Bépatog 6To GOOTNHA dNpovp-
yeltan mpota cvvaliayn oto blockchain wote va dnpovpynBOel pice véa eyypapn otov mivoko
twv Oepatov. H eyypagn avtr dev mepiéyel timota mopd povo tn dievbuven tov/tng dnpovp-
you xpnotn. Av 1 cuvoddayn eiva emtuxnc, Bo emtoTpogel 0 avEwv aplBpodg tov véouv Bépartog.
‘Eneita, otnv npocwmikr Baon OrbitDB tov/tng xprjotn kot otov wivaka Towv Bepdtwv Oo mpo-
otebel eyypapn pe avoyvoplotikd tov adéwv aplBpd tov Bépatog 6mov o amobnkevtovv TaL
Sedopéva Tov TiTAOL Ko TPGTOL PNVipATOC. ETo oyfpa k.7 mapovsidletar ypagikd i Siaduka-
ola.
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Create topic
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Request topic
creation transaction
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Topic creation
transaction completed
»
Ll
Save topic data
‘ _________________________________ Smmmmmmmmonoood
Topic data saved
_____________________ |
Topic created .
\
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Zynipa 4.7: Aidypaupe axodovBiag Snuovpyiag Oéuarog

Eotw, xpnotng mov embupei va SiaPdoer To ponyodpevo prjvopa. Apxikd, mpémet vo dio-
BaoTtel o wivakag Oepdtwv and to blockchain. H mAnpogopio avtr) epmdovtieton amd ta dedo-
Héva Tov k&Be Bépartog, Ta omola avakTOVToLl otd TIG Tpoocwikés Paoelg Orbit k&Be xprotn.
‘Emerta, epdoov to Oépa Ppedei ko 0 ad€wv aplBpodg tov eivar yvwotog, mpémel va Stafactodv
oo 1o blockchain ta petadopéva twv pnvopdtwyv tov Bépatog kot cuykekpipéva 1 Stevbvvoelg
TV dNpLovpy®v Tovg. TéAog, péow tov IPFS mpémel va yivel avtiypogr] Towv Tpocwmikdv fhoewy
TV SMULOLPY®V TOL K&Oe pnvipatog kot va avalntnBovv oe auTég Ta eKAGTOTE PNVORATO. 2TO
OoXNHa @ QOUVETOL TO JLALYPOPHO POTIG TNG TTANPOPOPLAS KATA TNV AVAKTNOT) TTANPOPOPLOV ATTO
TO GUCTNHCL.
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