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[TepiAnyn

Tig Tedevtaieg dekaetieg, N paydaio avamtuén tov dadiktoov petéPoare pLlikd Tig avBpo-
TLVEG KOLVWViEG, HECW piag TANODPAG YNPLOKOV EQOPHOYDOV, OL OTOLEG, GT) GLVTPLITTLKY) TOVG
TAELOYN@la, TPOCPEPOVTAL AITO TOPOXOUVG LINPEGLOV LITOAOYLGTLKOD VEPOULG, akoAovBdvTag
TNV ApPXLTEKTOVLIKT] TTeAATN-eELTNPETNTY).

MoAovotL avtd To povTéLO LAOTOLNGONG éxel oumodelyBel Wilaitepa Aettovpytko kol €xet PeA-
TiwBlel afloonpelota avd Ta Xpovia, 1) GUYKEVIPWTLKT] TOU AOYLKY) GUVOOEVETAL ATTO Pia GELPX
npoPAnpdatev. Ipota ar’ OAa, o xpnotng kaAeitar va epmiotevdel Toe TPOSWITLKA TOL dedopéva
oe pla tpitn ovrotnta. Ekelvn, Statnpovrag tov mAnpn éleyyo enti avtadv, Stobétel tn dvvato-
T va To eme€epyaletat, vo to dtopotpaleTat ko vor tor Aoyokpivel, eite yia va eEumnpetrioet
TOL GULPEPOVTA TNG, lTE YLt Vot GUHHOPPWOEL pe dAAeg apyég Tov NG aokovy e€ovaoia. EmmAéov,
amovoLalel 1 eyyonon tng dwbecipotntag twv dedopévav, Kabng, ave Tdoa oTiypr, o eEumn-
peTNTNG prtopel va artoovuvdebel yior adpLoto xpovikd daaTnpo Kot AGY® TOKIAWY ATV, OTTMG
Karolag kuPepvoenifeong 1} KATOLAG PUGIKNG KATAGTPOPNC.

Avtol eivou pepikol faoikol AdyoL Tov cuveTédecav otV Toxelo avaTuEn evog cuvOAoU
AOYLOHLK®OV avolyToD kddka, 0Twg Tov Ethereum blockchain ko tov IPFS, Ta omola, av ko Bpi-
OKOVTOL G€ OYETLIKA TTPOLHO 0TASL0, AtoTEAOVVY NON Lkovd epyoheior SNPLOLPYLAG KATAVEUNHEVWV
KOl LTTOKEVTPWOHEVOV EQPUPHOYDV.

210X0G TNG ToPOoLONG SITAWHATIKNG epyaciag eiva 1) LAOTOINGOT) PG CUTOVOHNG KOLVWVL-
KNG TAATPOPHAG, 1) 0TTolet, tELOTTOLOVTAS TEXVOAOYLIEG ATTOKEVTPWOTNGC, aepevog Do emoTpéPeL TNV
KUPLOTNTA TV TPOCWILKOV deSOUEVOV GTOV XPNOTN, aPeTépov Ba mapéyel Tn dvvatdOTNTH Yo
dravpaveig dnpokpatikéc Yneogopiec. Avtd péca oe éva mAaiolo avBekTiKO, TOGO G CPOAAHAT
Kot emBécelg, 660 KoL o€ ATMOTELPEG AOYOKPLOLOG KAl TAPATTOLNGNG.

AéEerg-Kherdr: Amoxevrpomoinor, Ethereum, Blockchain, E€vmtvo Suvpfodato, Amokevtpwpévn
Egpappoyn, IPFS, OrbitDB
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KepaAairo 1

Elcaywyn

1.1 Tevik&X

H oApotoddng avamtugn tov dradikthov Sapdppwnaoe éva oAokaivoupylo Tomio oe k&Oe Topéa
™G avBpdTIVNG dpacTNPLOTNTAG, TaPEXOVTOG Eva avapiBunto TANBoC epappoy®V Kol LI PE-
owov. Ta péoa kowvwvikng dIkTOWGONG, TO NAEKTPOVIKO TaLOPOELD, 1) YnpLakT) ednceoypapia, 0
SLopOLPAGHOG Py ELWV KL OL VTN PEGLEG TOAVHECWV POTG, ATTOTEAODV OPLGHEVOL OO TO GTJHALVTL-
KOTEPQ - KOL TTAEOV XVOTTOGTIALOTAL - KOPPATLOL, TTOV GLVOETOLV TNV YNPLOKT) TTTUXT TNG GUYXPOVNG
KoOnpepvoTnTOg.

Katda kbpro Adyo, To povtédo mov akoAovBfoiv oL Tapamdve Texvoroyieg elvot avTod TG ap-
xirektovikng meAatn-eEumnpetnti (client-server architecture) ko Tpocpépovrar amd mapdyovg
VTN PECLAOV LITOAOYLOTIKOD VEQOUG (cloud computing service providers). Avto onpaivel 6TL oL ato-
paitnteg Aettovpyieg Tovg, dnAadn 1 eme€epyacio (processing), n amwobnkevon twv dedopévwv
(storage) kot To TPWTOKOAAO emikoLvwViag (communication protocol) vAomolotvtot emti evog ou-
ykevtpwtikoU (centralized) mAouciov, k&tL ov Tovg TPocdidel oplopéva afloonpeiwta TAeove-
KTrpata (7). eVKOA L AVATTTLENG, GUVTHPNOTNG KOL ITOGPOAUATOCTNG).

2TIG pEPEG HOG, WOTOCO, Tapatnpeital TapAAANAa pio T@on SnpLovpylag EQAPROYDOV TOL
akoAoLOOVV ATTOKEVTPWTIKG HOVTEAX AeLTOVPYLOG, GTa OTTOl TO processing kol To storage kota-
VépovTaL o€ €V 6UVOAO KOPPwV oL emikovwvoLy opodtipa. Evtog, Aowrdv, avtrg tng Téong, ava-
TTOCOOVTAL e Tayelg pLOROVG dLdpopa AOYLOHLKE, T 0TTola GUVOETOUV EVaL VEO, ITOKEVTPOTLKO
owkocvotnpa. Avtd meptiopfaver (HeTa€D GAA®V) TOGO KOUVOTOP TTPWOTOKOAAA aroBnKevoTg
dedopévwv (.. IPFS), 660 kot mAat@oppeg avamtulng kol eKTEAEGTG ATTOKEVTPWIEVOV EQPOUPHO-
yov (1.x. Ethereum blockchain).



1.2 Ilepi amokévipwong

Av KoL 0 OPOG «ATTOKEVTPWOT)» XPTOLLOTTOLELTOL EVPEWG TNV ETLOTHIN TOV DITOAOYLOTAOV KOl
oTa kpurrTootkovoptkéd (cryptoeconomics), ouvifwg opiletar apketd acapdc[d]. Sty mpaypo-
TIKOTNTA 1] ATOKEVTPwOT) (1], avTioTolXa, O GUYKEVTPWTIONOG) popel va tomofetnBel mdvw o
Tpelg EexwPLoTOVG AEOVEG, OL OTTOLOL ELVOL GE YEVIKEG YPOUHEG aveEAPTNTOL O EVaLG ATTO TOV XAAOV.
Avtol éyouv wg e&ng:

@) APYLTEKTOVIKN QUTOKEVTPWOT): ATtd TOGOVG PULGLKOVG LITOAOYLOTEG ATTOTEAELTAL £VOL G-
otnpe; ITocot amd avtodg HITopovVv, avd TACA GTLYHT), VA XXAXCOLV Kol KELVO var avTEEEL;

B) HoMtwkn amokévipwon: IIoca dtopa 1) 0pyavicpol eAEYXOUV TOUG DITOAOYLETEG ATTO TOVG
omolovg atoteAeitol To CVGTNH;

v) Aoywkn amokévtpwon: H diemagr) kot ot dopég dedopévwv Tov cuoTHpaTog poldllovy me-
PLOGOTEPO e VO POVOALOLKO avTIKElpEVO 1] Evar GHOPPO GUIVOG; Av, dnAadn), To cOOTNHX
(cupTEpAApPPAVOPEVOV TOV TAPOX WV KO TOV XPNOTOV) «KOTEL 6T pécT) », O cuveyicouv
Ta OO oA VO AELTOVPYOVV TTANPWG WG oveERPTNTEG HOVADEG;

To tapdderypa, To BitTorrent eivot amokevipwtikd wg mpog dAovg touvg doveg, eved éva CDN
(Content Delivery Network), eivo povo apyrtektovikd kot Aoykd, opot eAéyyxeton od Koo
etoupeia. Pvoikd, n évvora propel vo yevikevOel Kol vor PAGLE Yot TOKEVTPWOT) PLOG ETTLYELPTIOTG
(ovvnBwg TARpwG cLYKEVTPWTIKN) N plag YADOTGG (6LVNOWwg TANPWG ATOKEVTPWTLKT).

H emloyn g Soprng evOG GLUOTHHATOG WG TTPOS TNV ATOKEVTPWOT] Tov Paciletal oTIg ekd-
OTOTE AVAYKES KOl GTOVG GTOXOUVG TOV. MepLkd Lo VP& TAEOVEKTHHATA TTOV SLATLTTOVOVTOL GUY VA
YLt TO XTTOKEVTPWTIKA CLUCTHHATA elvar T €ENG:

« Avoyxn oe o@aApota: To apyLTEKTOVIKA ATTOKEVTPWOIEVO CUOTNHATX Elval ALyOTEPO TIL-
Bovo va amotiyovv Tuxaia, emewdn Pacilovton e TOAAG EexwploTd oToLyela oL eivarl
atifovo Vo ToPOLGLAGOUY GPRALATA TAVTOYPOVAL.

« Avtoxn oe emBéoerg: To kO60TOG pig emiBeong, mov €xel wg 0TOXO TNV KATAGTPOPN 1)
TOV XELPLONO VOGS UITOKEVTPMOTLKOV GUGTHRATOG, eivat TOAD akpLPfo. Avtd cupPaivel emeldn
dev vmdpyel kamolo evaicOnTo KeEVTPLKO oNpelo 6TO omoio va propel v TtporypartomoinOet
pio emtiBeom, 1 omoia var éxel KOGTOG TOAD XAPNAOTEPO ATO TO OLKOVOULKO péyebog Tov
epPAAAOVTOG GUGTHHATOC.

+ Amovoior XVAYKNG EKXDOPNONG EPTLOTOCVVIG: 2 £VaL LOAVLKO TTOALTIKA ATTOKEVTPWHIEVO
cvoTNHA oL XprioTeg e XpeldleTal va EPLOTEDOVTAL KAITTOLO KEVTPLKT OpXT) YL TNV €Tte-
Eepyaoio kot tnv amobnkevon twv dedopévwv.

+ AvTiotaoTn o€ GUPTALYVieg: eival TOAD L0 SUGKOAO YLOt TOUG CUMHETEXOVTEG G OUITOKE-
VIPOHEVA CUGTHRAT VO GUVEPYAGTOVVY YLO VO EVEPYTCOLV HE TPOTIO TTOV TOVG WPeAel Ge
Bapog GAAWV CUPpETEXOVTWOV.

ISiaitepa T TeEAeLTALO XPOVLAL, TTOPATNPELTOL Pict EVTOVI AVAYKT) VAOTIOLNONG OTTOKEVTPWLE-
vov epappoyov (decentralized applications), ot omoieg, Tépa aTtd TAL APYLTEKTOVIKA TAEOVEKTH-
HOUTOL TTOL TIG X0 paKTNpilouv (.X. oTabepdTnTa, AcPAAELR, ETEKTAGIHOTNTA), ATOGKOTOVV GTNV

T «kpumTootkovopLcd» elvon 1 TpaKTIKY Mot TG SNpiovpyiag KaTavepnpuévey GUGTHRATWY, oL WLOTN-
TEG TWV OTOLWV eEACPAMTOVTAL PE OLKOVOULKG KIVITPOL, EVE OL OLKOVOLKOL TOUG UNXOVIGHOL VOl KPLTTTOYPOPLKE

eyyunpévor.[[1]



entitevEn MOALTIKNG TTOKEVTPWOTNG. AUTO TTNYALEL TOGO ATTO TNV OVAYKT) TTPOAGTILOTG TWV AP DOV
OV KATAGTPATNYOUVTOL OTO Ta Sedopéva LTTAyoVTOL GTOV EAeYXO KATTOLXG KEVTPLKNG dtoxeipt-
ong (1m.x. Tng eAevBeplag Tov AOYOU, TNG AVEOVURING KoL TG WOLWTIKOTN TG TOL XPHoTH), 0G0 KoL
amd TV avaykn dnpovpylag dadlkacLody Tov ataltobV eYKLPOTNTA Kol VBEVTIKOTNTA, OTTWG
60wV oyetilovton pe TNV awtodloryeiplon kol TNV Gpect dnpokpatio. QG AmdyEL0 TOV TOPA-
OV, PTopovV va BewpnBoiv oL Aeyopeveg amokevTpwTikeés autovopes opyavaoeis (decentralized
autonomous organizations 1} DAOs), ot omoieg ammote AoV pia Hop@er) AAYOKPATIKACE 0pyavVeOoNG
Baoiopévng oe Texvoloyieg amokévipwong kat, kupiwg, oto blockchain.

1.3 Oplopog tov TPoPANNATOG

Ou meplocotepeg dradedopéveg TAATPOppeG emikovaviag (kowvwvika diktva, mailing lists,
forums x.4.) eival wg el T0 TAEIGTOV CLYKEVTPWTIKNG HOPPNG, TPAYHX TO 070l0 KabloTd ava-
ykaio tnv Omap€n KeVIPLKOV opydV oL var TIG dtoxelpllovtal KoL val TG GLVTHPOUV.

IMopd Ta BeTikd TNG XAPAKTNPLOTIKA, 1) KEVIPOTOLNUEVT] AOYLKT) €VOC TETOLOL GUGTHHATOG
APEVOC GLVOOEVETAL OO TTOLKIACL PLELOVEKTHATO TEXVIKNG PV EWS (OPYLTEKTOVIKOG GUYKEVTPOTL-
OHOG), PeTEPOU eYeipel GoPopolc TPOPANHATIOROVG GXETIKA e TN SLOXELPLOT) TV TTPOCMOITLKOV
deSOpEVWV TV XPNOTOV ol TIG KEVTPLKEG apXEG (TTOALTIKOG GLYKEVTPWTIONOG). Tar PacikodTepar
amd to Topatave Ba propovoay vo suvoPLleTov wg eENG:

« EM\ewfn aopdherag: Ta tpocwrikd dedopéva Twv xpnoTtov popei vo vitokAomtovv eEot-
Tlog Kourolag kuPepvoemnifeonc.

« EM\ewfn draBeoypuotntag: To cOOTHHA PITOPEL VO OTAPATIOEL VAL AELTOVPYEL TTPOCHPLVA
1 HOVIHX YO TEXVIKOVG, OLKOVOMLKOUG 1} VOHLKOUG AOYOUC.

« EM\ewfn gpmiotootving: O kevipikég apyég €xovv tn duvartdtnta v mapokolovbodv
Tovg XpNoteg, va drPalouvv, 1 akOpa KoL vor dLoeppEovY TA TTPOCMITLKA TOLS dedopéva ev
ayvola Tv teAevtainv. OL de xprioteg de SLaBETOLV KAVEVOLY TPOTIO JIE TOV OTTOLOV VL PITO-
povV va TIg epmiotevBoiv pe PePatdTnTo.

« 'EAAewym eyyonong tng avbevtuodtnrag twv dedopévov: Ot kevpikég apxég éxouvv tn du-
VOTOTNTA VA TPOTTOTTOLODV Tot OedOPEV KATA POVANGCT) KATL TTOL €XEL WG ATTOTEAEGHOL VO
HNV VTTAPYEL EYYONOT WG TTPOG TNV avBevTikdOTNTA 66KV PAETOVY OL XPHIOTEG.

« EM\ewym eyyonong tng eAevbepiag tov Adyou: Ot kevrpikég apyég éxouv Tn duvatdTnTa
voe Aoyokpivouv ta dedopéva, eite fAoel TV GUHPEPOVTWV TOVG, eiTe PAOEL LITOXPEDCEDV
TOUG TTPOG TPLTOLG.

EmutAéov, 0mwg yivetal goavepd, oL adLVAIES TOV GUGTHHATOG WG TTPOG TOV TOALTIKO XEOVX TO
KoOLoTOOV aKATAAANAO Vo TTapéyel 6TOVG XPTOTES ALOEVTIKEG KAl ETTLKUPMOCLHEG ONHOKPATIKES
drdikaoieg. Tétolov eidovg dadikacieg B propovoe va NTay amtd aAég Yngopoplieg, PéxpL
o0OvBeTeg dradikacieg avTodLayeiplong TNG TAATYOPHAG.

20 6pog «odyokpatio» (algocracy) avagépetal oe evadlaxTikég pop@ég diokvBépvnong mov Pasilovron ot
xprion adyopibuwv.[3]



1.4 X10x0¢ TNG SMA®WUATIKNG

31006 TNG TopoLGAG SUTAMHATIKNG epyoaiag elvat 1) Snpiovpyio HioG KUTOVOUNG KOLVWVLIKTG
TAATQOpHaC, 1) omoia, Pacllopevn oe texvoAloyleg amokévipwong, Oa Aettovpyel aveEaptnTa
ATTO KEVTPLKEG OPYES, TAPEXOVTAS OTOVG XPNOTES TNG TTATPY) eAevBepior TOL AOYOUL Kotl KLPLOTNTOL
erntl twv dedopévav toug. TlapdAinia, Oa mapéyel pioe TAATEOPHA Yo AVOVUpEG Kol aLOeVTLKEG
Yneo@opleg, ev SLVALEL LKOVOV VO ATTOTEAEGOLV €Va EYKVPO, EPTTLOTO KoL GPECO ONUOKPATLKO
Bripa ANyng amopdoewv.

H proof of concept (PoC) epappoyn mov avamtiydnke yio tnv enitevén 1oL Topamave 6To-
XOU ovopdaletor Condordial ko Aertovpyel HECw £VOG GUVOLAGHOD ATTOKEVTPWTIK®OV TEXVOAO-
yLov. ITio cvykekpipéva, oTov ee€epyacTikd TUPHVA TNG KoL GOV OTHELD avapopig a&LoTToLel TO
Ethereum blockchain, eve yio tnv amoBnkevon Tov peyodbtepov dykov Twv dedopEVeV X PN CLIO-
notet to IPFS péow tng OrbitDB . H 8¢ Siemapn) tov xpriotn vAomoteiton pe aOyyxpoveg peboddovg
web development ce Javascript (React, Redux «.d.).

1.5 MeBodoroyiax axvamTuEng

T v eitevén TV 6TOXWV TTOL OPLOTNKAY KL TNV OPYAVWOOT) TNG EPYRCLAG TTOL ATTULTELTOL
oe dlayelploa pépn, oxedidotnie n xprion dipopwv epyoreiwv kot pebodwv avamtuéng Aoyt-
OHLKODU, OTIWG TO GUO TN eEAEYXOL ekdOGewV (Version control system) Git ko 1) péBodog opydve-
ong Scrum. Ta epyodeia avtd eivar dokipacpéva kot £€xovv edpotwbel 6Tn cOYYpOVN AvAITTLED
AOYLGHLKOD.

To Git eivor dwpedv AOYLOHLKO 0tVOLYTOD KMOSLKA TO 0TTOL0 ETLTPETEL KO ETTLKOVPEL TNV QITPO-
OKOTITN VATTTUEN AOYLOHLKOU altd TTOAAQITAQ PEAT Piag OPASAG, TULTOXPOVA KoL dLotVEUTHEVAL.
Avto emituyyavetol Topéxoviag éva Thaiolo and epyaleior T omoior fonbovv tnv dwayeipion
KOt EVOWHATWOT) TOV SLOUPOPETLKOV EKIOCEWDV TOL KOOLKX TLG 0TT0leC ovamTuooeL KaBe HEAOG TG
opadag Eexwplotd. Yrapyovv Sidpopa povtéda xprong tov Git kot o cuykekpipéva tng dvvoa-
TOTNTOG TTOUL divel yior dnpovpyia, avamtuEn ko évwon kAadidv (branches). i Tovg okomotg
NG mapovoag SITAWHATIKNG Xprotpomotinke to povtélo GitHub flow[4]. To povtélo avtod opi-
Cer 0T1L K&Oe TpoypoppaTiotn B arvolyel éva véo branch yio T avamtuén evog véouv yopoktn-
PLOTIKOD TNG epoppoyng 1 n dtopbwon evdg pépoug tov kddika. Emerta, dtav 1 dovAerd éxel
oAokAnpwBet, To branch evoveton (merge) pe 1o Bacikod branch g epappoyng.

To Scrum eivou pioe péBodog opydvwong otnv omoia o empeAntrg Tov Scrum (Scrum master)
Sroywpilel o aveEdptnta pépn epyaciog (tasks) mwov mpémel va vAomonBolv yia TNV 0AOKAR-
pWOT TOV oTOXWV £vOG project. Tow pépn avtd mepLypA@ovTon avoALTLKA Holl [e TIG ATTOLTHOELG
Toug Kot katatiBevton o pice Aot epyaocidv (backlog). Emerta, péoa amd ocvokéyelg (meetings),
emAéyeTon Evag aplOpog amd pépn epyaciog ta omoio O amoteAécovv o emodpevo Sprint. Kabe
HEPOG epyaciag avatiBeTol o€ KATOLo PEAOG Y LAOTTOINGT Kot 0pileTon Yo To Sprint pio xpovikr
duapkela, oTOXOG TNG OTTOLALG ELVaLL 1) TTEPATWOT) OAWV TWV PHEP®V EPYTiag TPLV TN AREN TG 210
Télog mpobeopiag Tov opioTnke yia to Sprint Ta péAN NG OPAdAG TOTIHODV TAL ATTOTEAEGHATO
Kot opilovv To emodpevo Sprint. H Siadikacia etovaropfdvetor éwg 6Tov o €pyo oAokAnpwbet.

Méoa amd TNV Xprjon TOV ToPATAV®D EPYUAELOV ETLTUYXAVETOL 1) OHAAT] CLVEPYAGIX GTNV
avarttu€n tov Aoytopikot. Kabe pédog g opddag dvvatot va epyactel aveExptnTo Kot Xwpig
TV avaykn Stapkovg emikovaviog pe ta vitdoAota péAN. O otd)OL elval OpLopévol, GaPeig Ko
Xwplopévol oe drayelpiopo pépn ta omoia dev Katafdlovv T péAn. Tavtdxpova, EXoVTag wg

*H Concordia eivou n 0ed tng apyaicg Popdikfc Opnoxeiag mov mpocwnomolel TV opdvola. Ity eAAnviky
pvBolroyia tavtileton pe tn BedtnTa Opodvowa 1 tn Bed Appovia.
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edpar KabLepWHEVH TTPOTLTTA AVATTTUENGC, TToPEXETOL POPUUALGHOG Kot Tolpeg péBodol emidvong
TPOPANUATOV, YEYOVOS TTOU AELTOLPYEL KATAALTIKX Kot BonO& oTnv ammto@uyn TeEAPATOV KaTd TN
oLYYPOUPT TOL KOOLKA.

1.6 Opy&vwon kePalainv

Y10 devTepo KeQAAaLo yiveTal Tapovsioon Tov Bewpntikod vToPadpou...
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KepaAaro 2

OewpnTiko VOPadpo

2.1 XuvapTRoELg KATAKEPUATIOHOD

Ot kpumtoypapikéc ovvaptioelg katakeppatiopot (cryptographic hash functions) eivou et-
JLKT) KaTnyopiot CLVAPTHCEWY KATAUKEPHUATIOHOD GXESLOGHEVES YLAL XPT|OT) OTNV KPULTLTOYPAPLL.
Amotelov pabnpatikég cuvaptroelg mov déxovtal wg eicodo dedopéva Tuyaiov peyéBoug ko
emLoTPEPOLY GLPPoAOGELPEG GTaBEPOD prjikoVG.

OL TY€C TTOV ETLOTPEPEL T) CUVAPTNOT) KOTOKEPUATIOHOD OVORALOVTOL TULES KATOKE PHATIEHOV
(hash values, digests 1} autAd hashes). Mio ldavikr) KpLTTTOYPAPLKT] CUVEPTNOT) KATOUKEPHATIGHOD
éxeL TIg €€Ng Paoikéc OLOTNTEG:

« Eival vreteppiviotikn, dniodn n idia elcodog mapdyel mavto tnv idua €€odo.

« Eival pn avtiotpéyipn, dnladn eivor TpakTikd avéQLkto v vitoAoylotel 1) elcodog dedo-
pévNg pLog e£6dov.

+ Eivouw apgpipovoorpovn (1-1), Snhadn oe d00 StpopeTikég L0OSOVE AVTLETOLYOVV TAVTOL
d00 evteAwg droupopeTikég €€EodoL.

+ Eivou amodotikr), SnAadr) o vtoloyiopog tov hash onolacdnmote elocdSov eivat ypriyopog.

2.2 Aodppetpn kpuntoypapia

H actppetpn kpuntoypagpio (asymmetric cryptography) 1 xpuntoypogia dnpociov kAeldLov
(public-key cryptography) amoteAel kpumtoypagikd cvotnpa tov Paciletal atn xprion evog Lev-
youg kAediv (key pair), tov dnudaiov (public key) ko Tov idiwtikot (private key). Avtd to kAetdd
elvor paOnpoatikd ovvdedepéva wg e€ng:

+ To Witk kAeldl de propel va wpokv el yvwpilovtog To dnpocLd tov
« 0,1t kpumtoypanBei amd to éva popei va amokpuntoypoenBei povo otd o GAlo

H Snpovpyia evog Cevyoug kAeldiov emtvyydvetor pécw pog yevvizpag kAeidudv (key gen-
eration function), 1 omoia ypnoomnotei eidikovg alyopibpovg (m.x. RSA), dexopevn wg eicodo
évary Tuyoio aplBpod. Amo to mopoxBEvta KAeWdLd, TO ONIOGLO YVWGTOTOLELTOL G TPLTOVGS, EVE TO
LOLWTIKO TAPOPEVEL HUGTLKO.
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Anpoéolo KAeIdi

N 2 Anpocionofnon
s — o€ TpiTOU
[5B834D85E784F8 /] oo > Q‘ - prens
N Tt

MeydAog Tuxafog apiBudg <|_/ >
[evvATpia KAEISIDV .a > ?ﬂ

1310TIKO KAEIDT

Zynpe 2.1: Hapaywyn actuperpov {eyovs kAeididv

O xpriotng pmopet va ypnotpomotnoetl Ta kAetdid yio dvo Pfacikods okomoig:

a) T va atokputToypa@rioel PNVOpHaTa AAAOV XPNOTOV, Ol OTTOLOL T KPULITTOYPAPNCOLV
XPNOLHOTOLOVTAS TO dNpodcto KAeLSL Tov. Me avtdv Tov TpodTTo eEATPUALETOU 1) EUTIOTEVTL-
kornta (confidentiality).

B) T v vitoypdafer Ymerakd évor Pivopa, KpLuToypapovtag to hash twv dedopévwv tou pe
10 WL0Tkd Tov kAewdi. ETol, o mapaAimtng Tov pnvopatog propet péow g Anebeicag

ynpiaxrc vroypaeric (digital signature):
i. NoemaAnBedoel v TovTOTNTO TOL ATOGTOAEN, ATTOKPUITTOYPAPDOVTOG ETLTUXDG TNV

ynoerokn vroypagr] pe to dnpocio kAewdi Tov teAevtaiov. EEacpalileton étol ) mi-
otoroinon (authenticity) tng mpoélevong twv dedopévmv.

ii. Na emPeforcdoet 0TL TOo prjvupa éptace avarloiwTto, epoécov to hash twv dedopévwv
ovpmintel pe to hash evtog g Ynerakng voypagng. Me avtdv tov tpomo eEacpo-
Alletan 1 axeparotne (integrity) Towv dedopévwv.

Me T0V 6LVSLAGHO TV TAPATAV®, Aépe OTL VO XPIOTEG LITOPODV VXX ETTLKOLVWVOUV HETED
TOUG He Kpvrroypapnon an’ dxpn o akpy (end to end encryption).
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Zynua 2.2: Kpurroypdgnon an’ dxpn o’ dxpn

Mia tpocéyyion otnv kpuntoypopior SNUOctov KAEWSLOD eivat 1) KPLTTTOYPAPi EAAELTTIKNG
kopmoAng (Elliptic-Curve Cryptography 1} ECC). H ECC Paociletar otnv alyefpiky dopn tov
EALEUTTIKOV KOUTUAGV e memepacpéva medio ko vmepéyel tng non-EC kpumtoypapiog, kot-
B¢ emTpémet Tn dnpovpyic PikpdTEP®VY KAEWOLOV pe toodvvapn aopdleia. Eva amd ta mpwtod-
KoAA& tng eivoun o Elliptic Curve Digital Signature Algorithm (ECDSA), o omtoiog xpnoipomoteiton
ytoe TNV Ymerakn voypopr) dedopévav kar amotelel to EC-avadoyo tov DSA (Digital Signature
Algorithm)[5].

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1) hash tree) eivon pio devdpikry Sopr} dedopévwv, 1 omoio
anoaptiletan antd @O (leaf nodes), mov mepiéyovv hashes and blocks dedopévwv, kot amd dA-
Aoug kopPoug (non-leaf nodes), ot omoiot epiéyovv ta hashes twv Buyatpikov Tovg. Xtnv kopven
Tov dévdpov Ppioketar o pLlikdg kKOpPOG pe To Aeyopevo root hash[p].

H o cuvnBiopévn vhomoinon eivon to dvadikéd (binary) $évdpo Merkle, to omoio mephop-
Baver dvo Buyartpucovg kopPoug (child nodes) katw amd k&be yovikd non-leaf kopfo, kot eivor
QUTO TTOL AVOADETOL GT) GUVEELA.

To Merkle trees emitpémouvv tnv omodotikn Kot o QoA eTaANBevoT) TV TEPLEYOHEVHOV TTOV
avrikovv oe oeT dedopévev peydiov peyéfovc. H Paoikr dotnta eivan 611 yia k&Be oet dedopé-
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VoV LITapyEL ok pLPog éva mbavo dévdpo, To omolo de yiveton va TporomoinBel xwpig vo aAA el
TawTOYpova Kot To root hash.
Etol, péow Twv Aeyopevov Merkle proofs, prropotpe:

« No amopavBotpe edv kdmowar dedopéva avrjkovv ato §évdpo (pe tov apldpd twv hashes
7oL o TpéTel v LITOAOYLGTODV VX elvat atv@Aoyog Tov AoyapiBpov Tov aptBpod twv leaf
nodes).

« No aodei€ovpe cLVOMTIKE TNV EYKLPOTNTA EVOS THNHATOG KAITTOLOV GET SeSOUEVWV, XWPLG
va xpetaotel v oarofnkeboouvpe 0AOKAN PO TO0 cOVOAO dedopévav.

« Noa dtxoparicovpe Tnv eykupoOTNTA VOGS GLYKEKPLHEVOL GLVOAOL SedopEVV eVTOG £VOG
peyoAOTEpOL GUVOAOV, XWPLG Vo XpeLaoTel va armokaAv@Oel To epleOpevo omolovdnmoTe
ek Twv OVo[[7].

2.4 Aiktva Opotipwv Koppov

To Siktva opoTIHeVY KOpPwv 1 Peer-to-Peer (P2P) networks amwotedovv pio katavepnpévn op-
XLTEKTOVIKY SIKTOWV, oL cLppeTéXovTeS (KOPPoL) TnG omolag popalovTal Vo TUHHO TWV TOPWV
TOUG, He GTOYO TNV TaPoxN kdmolag vrnpeoiag (m.x. Tov diapolpacpd mepiexopévov). Ev avtifé-
o€l pe oLuykevTpwTikd dikTua TOmov client/server, ot kKOpPot (nodes) éxouvv amevbeiog tpodcPoac
0TOVG TTOPOLG, YWPLG TN dtopecordPnon evdidpeswv ovtoTTeV. Ol GUHHETEXOVTEG EVOG TETOLOV
diktoov eivar, dnAadr), TavTOXpOVA, TOGO TAPOYOL, OGO KL AUTOVVTEG TWV TOPWV KAL TNG TTOPE-
XOpevng vnpeciac.[8]

To P2P networks propodv va ywpiotodv oe d0o katnyopleg:

o Zta «KaBapd» (Pure) P2P networks, ota omola 1oy et 0tL 1) apaipeon evog tuyaiov kOpPov
artd To diktvo dev pokadel kdmolo TPOPANpa oe VTO.

o Zta «YPpidikd» (Hybrid) P2P networks, ota omola cuppetéyovy emutAéov kot KeEVTPLKEG
OVTOTNTEC, TAPEXOVTAG OITAPOLTNTA THNHATO TWV TTPOCPEPOPEVOV VI PECLOV.

Ao €0 koL 670 €N, edv dev avaépeTal pnTd 1 Kotnyopio kastotov P2P network, Oa ev-
voeitol OTL aviKeL TNV TPOTI).

2.5 Blockchain

To blockchain oroteAet pia dravepnpévn dnpooia oetpd dedopévwv, ov datnpel Evav ojie-
TGPANTO WG TTPOG TO L6TOPLKO TOL Katdhoyo (immutable ledger) Ynerakdv cuvarlayodv (digital
transactions) evog ayabos (asset), m.x. evog vopiopatog (token). Ilepiypdpnke yioo TpdTn Qopd
70 2008 a6 éva atopo (1 pia opada avlpdmwv) yvwotd wg Satoshi Nakamoto, amoteAdyvtag T
Béon tov kpurtovopiopatog (cryptocurrency) Bitcoin.[9]

Aopk6 otoryeio tov blockchain eivon o prhok (block), To omoio epiéyet pio opddoa yxvpwv
OLVAAAAY®OV TTOL €XOLV KATAKEPHATIOTEL Kol KwdikomolnOet oe éva dévdpo Merkle, to hash tov
TPOTYOUHEVOL PITAOK Ko peptkd okopa petadedopéva (mt.x. nonce, timestamp). ‘Etot, k&Oe véo
HTTAOK «delYVeL» GTO TTPONYOUHEVO TOL pécw Tov hash, emiPeParwdvoviag Tnv akepodtnTd TOUL,
pe ta drxdeyopeva PTAok va oxnEatifovy TeAkd pio aAvoida, PéEXPL TO ap)LkO HITAOK, TO OTTOLO
elvo Yyvwotd wg to prthok yéveong (genesis block).[10]
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Qg mpog TNV KvpLOTNTXH €Ml wToV, To blockchain Govﬁng dev eAéyyetal amd KQTOL Ke-
vTpLKy ovtotnTa, aldd Satnpeiton amtd éva dnpodoio P2P Siktvo. O képPol (nodes) Tov diktdov
OUHHOPPOVOVTOL CLAAOYLKA HE €va TPWTOKOAAO GuVaivesT|G (Consensus) yuot TNV €TLKOLV@VIo
KoL TNV eMKOpwOoT Véwv prhok. [ mapadetypa, oto Bitcoin, to consensus emituyydvetal péocw
evog Proof of Work (PoW) adyopiBpov, 6mov ot koppot (miners) avtoywvifovtol o évag Tov Q-
Aov yia to molog B Aboel mpwTog évar cOvOeTo alyoptBpikd TpoPAnpa mov cuoyetiletan e
to exdotote block. Avtdg mov Ba ta katapépel emiPpaPedetat yio tnv eneepyocTikn Loy0 OV
damdavnoe pe éva mood oo bitcoin. Exelva eiva ev pépel véa vopiopata mov kofovtat 1) «e€o-
poooovtow» ekeivn Tn oTypn (6mtwg opileton otd to TPWTOKOAAO), ALK ko doo TéAT (fees)
KoTéPorav oL KOHPOL yla Vo TPOYHATOTOL)GOVVY TIG GLUVAAAYEG TOL prtAok. AEileL va onpelwbel
TG Oev elvar avaykaio va diabétel kaveig oAokAnpo to blockchain (to omoio eivo oyk®deq) -
dNAadn évav TANpn kOpPo - yLa va emikolvwvroet pe To Siktvo, aAAG apkel évag light node mov
anmA& ovapeTadidel TNV cLVOAAOYT) TTOL MLOVHEL VO TPAYPATOTOLOEL O XPHOTNG.

H devBuveorodotnon oe éva blockchain emitvyydvetan a€lomoldvtog tnv kpumtoypopio 8-
pociov kAewdrov. To mpwtdkoAro Tov ekdotote blockchain opilel évav alyopiBpo yia tnv ma-
paywyr fevyav kAewduov (m.x. ECDSA oto Bitcoin). To dnpocio amd avta opilel t SievBvvon,
EVO TO LOLOTIKO TXPOPEVEL LUGTLKO, VIO TNV KOTOXT) TOVL XPNoTh. Me autd TOV TPOTO TPOKLITTEL
éva pak Tk aveE&vTAnTo mAR0og mOavody éykupwv dnpdciwv dievbovoewy (. 2% yix to
Bitcoin), oTig omoieg oL xproTeg PtopoV var GTEAVOLVY KaL va Ap&vouy Too& TOL eKACTOTE
Kpurtovopicpatog. Ia tnv amootoln] evog mocsov, dnlwvouy to fee mov embupodv va kata-
Barovv kot vtoypa@ouvv Ty emBupunth cuvadiayr pe To WLwTkd Tovg kAeWi. H cuvadiayn
avopetadidetal 6to dikTLo KO Tarpopével oTo transaction pool péxplg 6Tov va yivel amtodekth
KoL va ouptepiAn@Oet oto emdpevo block.

Amo texvikn okomid, To blockchain propei v OewpnBel wg pio pnyovn katactdoewv foaot-
opévn oe cuvaldayég (transaction-based state machine). AnAadn), Eexivael amd pia opyLkr) Ko
taotaon (genesis state), ) omoio Tpomomoteitan otadiaka pe k&Oe block, kot mepthopfaver avi
Ao OTLYHN TLG OleVOOVOELS e T TOGA TV VOULGHATWY TTOV TLG OVTLETOLYOUV.

TOpQoVA e TV avélvon g evotnrag 1.3, to blockchain ivan apyitekToviké Kot TOAITIKG
QATOKEVTPWTLKO, KaB®G dev dloBéTel SoKLUKA KAITTOLO KEVTPLKO OMHELD ATOTLYLOG, 0UTE EAEYYXETOL
amd Kkamolov. QotdC0, Vol AOYLKA GLYKEVIPOTLKO, APOV LITAPYEL Pict KOLVA AITOdeKTH KOTA-
OTOOT) KOL TO CUGTNHX GUHTEPLPEPETAL HOKPOTKOTILKX WG EVOG EVINLOG VITOAOYLOTHC.

2.6 Ethereum

4

Zxripa 2.3: Ethereum logo

To Ethereum eivou éva dnpodcio blockchain avorytod kddika pe eyyevég KpLTTOVOULGHA TO
Ether (ETH). Hapéyel pla tpoypoppatioTiky) TAATOOpHa e evowpatopévn pia Turing-complete
YAOOG TPOYPAUHATIOHOD, TTOL pTopel va xpnotpomotnBel yio Tn dnplovpyiot amoKevTpwLe-
vov epappoyov (Decentralized Applications 1} DApps) péow tng xpriong «é€umvev cupforaiovs
(smart contracts).[[11]

Wrépyovv kou kémoteg vhomotfoelg WiwTik®v blockchain mov, dpwg, de o pag aacyoiicovy.
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2.6.1 Aoyapixopoi

>to Ethereum blockchain o1 Aoyapiacpol amoteAodv ovtoTtnTeg OL 0TTOlEg popov var dé-
xovtat, vo kpatovv kot vo atéAvouv ETH kou tokens, kaBog ko vor adAnAemidpotdv pe smart
contracts.[[12] Xwpilovtol oe dV0 Kot yopieg: 6Tovg Aoyaplacpovg eEntepikng katoymg (externally
owned accounts 1} EOAs) kot 6tovg Aoyaplacpotg cupfoAraiwv (contract accounts).

Ot hoyaproopol eEmTeplkng KaToxng dnpovpyodvtal Xwplg KOOTOG Kol EAEYXOVTOL HECW
WOLWTIKOV KAEWBLOV. MITopoLV val TporyLatorolovy povo cuvoddayég petaopag ETH i kérolov
token.

Amo v @AAn, oL Aoyaplaopoi cupfolainv artaltobv K&Tolo KO06Tog dnpiovpyiag, Kobwg
XPNOHoToLo0V arodnkevTikd xwpo enti Tov blockchain, eve eAéyyovtor amokAeloTiK® 0O TOV
K®OSLK& Toug. Ot GLVAAAAYEG TTOV TPAYHATOTOLOUV TPOG AAAOVLS AOYOPLAGHOVG ELval HOVO GtV
avtidpaon oe pio eloepyopevn cuvalloym, 6twG opiletl o kOdkag Tov smart contract Toug.

Mo avadvtikd, to medio ov dabétovv ol Aoyaplacpot oto Ethereum eivan tar e€ng:

« To nonce: évag peTpn g oL LITOdeLKVOEL TOV UPLOPO TWV ATECTAALEVOY CLVAAAAYDV TOV
Aoyaplaopo?. Avtd dStcPaAilel OTL 0L GLVOAAXYEG dleKTTEPALOVOVTAL HOVO pia PopdL. e
évay Aoyaploopd cupfolaiov, avtdg o aplBpog avtutpocswevel Tov aplBpud Twv cupfo-
Aaiwv ov dnpovpynOnkav amod ekeivov.

« To balance: To moc6 oe ETH mov Siabétet o Aoyaplacpdg, petpnuévo oe wei (1 ETH = 108
wei).

« To codeHash: éva hash mov avagépetar otov k®dika Tov Aoyapiacpot (contract code).
Eival yoapaktnplotikd tov Aoyoplacpodv cupforainv (6tovg Aoyoplacpovg eEnTeplkng
kotoyng etvor hash piog kevng cvpforooerpdc) kat, oe avtiBeon pe Ta dA o edia, apdTov
oploTel Topapével apeTaANTO.

« To storageRoot: o root hash tov d¢vdpov Merkle twv amobnkevpévov dedopévav tov smart
contract oe évav Aoyaplacpd cupfolaiov (Se ypnoipomnoteital oe Aoyaplaopois eEwtept-

KNG KATOXNG).

H dnpovpyla T@v AoYaplacpudV eTLTUYXAVETAL HEGK TNG TTAPAYy®YNG eVOG (ebYOUS KAELDLDV,
aflomotdvtac tov ECDSA (BA. evotnta R.7). ‘Etor, to 18u0Tikd kAedi xpnoypomoteitar yior v
LITOYPAPOVTAL YNPLOKA Ol GUVOAAXYEG, eV TO dNpocio opilel tn dnpocia dievOuvven tov Ao-
yoplaopoo (givan ng popeng «0x + ta 20 televtaia bytes tov Keccak-256 hash tov dnpociov
KAELOLOU»).

2.6.2 Smart Contracts

Me Alyor Aoylo, T smart contracts armoteAoOV QUTOVOHO KOHHATLOL KOOLKA, T OTTolo elva
amoOnkevpéva oo blockchain ko evepyomorovvtal pécw cuvariaywdv. KAnpovopotv 1diotnteg
tov blockchain, 0ntwg tn dropaveia (transparency), tnv emaAnBevoipotnta (verifiability) ko tnv
apetofAntotnra (immutability).

Eva topaderypa tng konpepvotnrag mov propel vo mopopolacdei Aettovpytkd pe smart
contract eivor 0 awtOpatog TwANTAG.[13] Evag avtépatog mwAntig opileton wg évo avTOVOHO
pnxovnpo ov dtavépel oyabd 1 Topéxel LIINPecieg, OTav elooyOel oe ALTOV KATTOLO XPTHATLKO
1000 Ko emileyOel éva dtBéoipo mpoidov. Ol ALTOPATOL TWANTEG ELVAL TTPOYPOPUATIGHEVOL VOL
EKTEAOVV GLYKEKPLLEVOLG KotvOveg tov Ba prtopovoay va oplotoiv oe éva oupPoAato. Me opoto
TpOTO, o¢ éva smart contract propovv va kwdikomoinBodv avbaipeteg cvvaptnoelg petdfoong,
emLTpémovTag Tn dnpovpyla piog TANODOPAG ATOKEVTPOIEVOVY EQUPHOYDV.
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Onwg mpoovapépbnke 6TV LITOEVOTN T 2.6.1, Tor smart contracts evtéccovton e contract
accounts koL ataltovy TV KataBoAr) TeAdV Yo T dnpovpyio Toug, apod xpetdleTon vo eyypa-
Yovv emi tov blockchain tov kdduka ko Tow apyLkde dedopéva Tovg.

EmurAéov, o kodLkdg Toug evepyoroteital povaya 6tov dexBovv pio £ykvpn cvvaddayr otd
Kaotov aAlov Aoyopraopod (eite eEwtepikng katoyng, eite oupfoiraiov). H cuvarlayn avtn
EPTTEPLEYEL, TTEPX OO TO Tl TOVHEVO fee, Evar GUVOSELTLKO PNVUXL e TTANPOPOPLES TYETLKEG JLE
TN cvvaptnon mov npénel va ekteleotel. H 8¢ ouvaptnon propel v mpaypatonolel motkideg
JLoUPOPETLKES EVEPYELEG, OTIWG TNV AVAYVWOOT) KOL TNV EYYPAPT] OTNV E0WTEPLKN amrodnkevoT, Tnv
TPOYHATOTOLNOT) VEOV CUVAAAAYOV, 1), AKOHQ, TN dnpovpyla VEwV cLpPoAXLwV.

H ctvto€n twv smart contracts yivetou kot Bdomn oe yAoooeg vynAot enmédou kat, GLyKe-
kppéva, otig Solidity ko Vyper. Ilpwv tnv eyypagr touvg oto blockchain, petayAwrttiCovral oe
eunvevolpo antd tnv EVM bytecode, 1 omola eivat vtebBovn yio tnv amoBrjkevon ko tnv exté-

Aeot) Tov (BA. viroevoTnTa R.6.9).

2.6.3 DApps

OuDApps o710 otkocOotnpa tov Ethereum eivat epappoyég ol omoieg cuvdvalovv smart contracts
ko frontend Uls. Eivan vreteppuiviotikég, Turing-complete kot ekTeA0DVTOL ATTOHOVOHEVR GTNV
EVM.[12]

Iépo amd T PeTikd xapakTnpioTik® Twv DApps mov avohvdnkav oty evomnta [, ta
Ethereum DApps dtaBétovv emmAéov OAa Ta mAeovekTrpota twv blockchain ko twv smart contract,
onwg undevikd downtime, AR pn akepatdTnTa dedopévwv Kot eaAnBe VoI GUPTEPLPOPAL.

Qot600, Yapaktnpilovtal Kot amd pio GELPA GUAVTIK®OV HELOVEKTNHATOV, OT®G TO TOPOL-
KATW:

« Avokolio cuvtripnong: Zvvinpodvtal SUGKOAOTEPR ATTO TIG CUYKEVIPWTIKES EPAPHOYEG,
e€atiag g apetafAnTOTNTAG TOL KOdLKA Kot Twv dedopévwv entt Tov blockchain.

« EmiPapovon amddoong: Yaapyet tepaotia enifapuvon ammddoong (performance overhead)kon
1 kApakwon (scaling) eivon moAd dvokoAn, kabwg amatteiton OAoL oL kKOpPol va ekTe oDV
Kot voe ortoBnkevovv OAeg TIG GLVAAAQLYEG.

« Zuppopnon diktdov: Enti tov mapovtog, To dikTuvo propei va emeEepyactel povo mepimov 10-
15 cuvadayég ava devteporento. Eav ol cuvalayég amootéAAovtat pe taybtepo pubpod
amd autdv, Ba avEavovtot topdAAnAa kot ot pun emtPefatwpéveg cLVAAAXYEG TTOL CrvoLé-
VOUV VO EKTEAECTODV.

« Kok epmerpia xprotn: Enti Tov mopodvrog, eivar S00KOAO yior Tov HEGO TEALKO XPHjoTn Vo
alAnAemidpdoet pe to blockchain pe svkodia ko ac@dieia, kKaBOS atoteitan va eykato-
otnoel eldkd epyodeia yio T dtoeovvdeo) pe avtd, va dnptovpynoel wallet, va tpocBécel
Ethereum c¢ avto yix tnv e£6pANoT TOV TEADOV KTA..

To Ethereum DApps pmopo0v va xwplotodv oe Tpelg KaTnyopieg:

) OLKOVOULKEG EQPOUPHOYES, OL OTTOLEG TTOPEXOLY GTOVG XPTOTES LOXVPOVS TPOTOLS doryeipt-
ong kot eOVaYNG GUUPAGEWV XPTOLHOTOLOVTAS T X PHHATA TOLS. AvTO TTepLAapPivel vio-
VOULGHOTOL, XPTHATOOLKOVOHLKA TTopdywYa, cUHPaoelg avTioTdBpiong ktvdbvvou, TopToPo-
Ao ototopievong, dabrikeg Ko akOpo Kol OPLGHEVES KT Yopieg cupPacewy epyociag
TATPOLG KALpOKAG.
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B) Hpi-oucovopikég e@oppoyég, OTov ePTAEKOVTOL XPHHATA, OAAX 1) AELTOVLPYLX TOVG EpTTE-
préxel TapdAAnio ko pio a€loonpeiowtn pn voptopatiky tievpd. Eva tétoto mopddetypo
elvat oL UTOPOTEG TTANPOHES Yot AVOELS oe LIToAOYLo Tk TTpofAfpata (BA. Gitcoin).

) M1 OLKOVOLKEG EQPUPHOYES, OTIWG 1) TTOKEVIPWHEVT atoBrikevon Sedopévav, GLGTHHATA
tavtotntag (identity) ko eripng (reputation), dadiktvakéc Ymgopopieg KoL ATOKEVTPO-
pévn dakvPépvnon. O tedevtaieg elodyovy Ko TNV €Vvolx TV ATTOKEVIPWHEVOY AULTO-
vopwv Opyavooewv (Decentralized Autonomous Organizations 1} DAOs), ovtotrjt®wv mov
EVEPYOUV ALTOVOHX, XWPIG TNV avaykn StopecoAdPnong K&molog cLYKEVTPWTIKNG (cen-
tralized) apynig.[11]

2.6.4 Tokens

H A¢€n «token» mpoépyetar tn AéEn «tacen» twv [adaiov AyyAkov kot onpoivel onpddt n
oVpPolro. Ztnv KaBnpepvoTnTa, 0 0POG YXPTOLHOTOLELTAL, KATA KUPLO AOYO, YLt TNV TEPLYPOYPT)
QVTIKELPEVOV €LOLKOD GKOTOV, T 070l HOLA{OoUV He KEPHATO KaL £XOUV aoTjHavTT eyyevr] akio
(1m.x. papreg maryvidiov). Zuvpbwg, 1 xpnon twv tokens meplopileTol o€ GUYKEKPLUEVEG ETTLYEL-
prioeLs, opyovicopoig 1 tomobecieg, Tpdypa To 0moio onpaivel OTL dev avTaAAdocovTol eDKOAX
KOt TUTTLKA €X0LV pOvo pia Aertovpyio.[14]

Qo1600, 6to Ethereum blockchain n évvola Twv tokens emexteivetar ko emavanpocdiopile-
tai. [TAéov dev vtdpy oLV TepLOpLoROL X PHoNG Kal LOLOKTNGLAG, VG 1) a&lor TOLG TToLKiAeL, avaAoyo
HE TO TL AVTUTPOCWITEDOLY (T.X. VOPIoHATA, TEPLOVOLOKA GTOLXEla, 1) dikatdpaTo TpodSPacng).
Mmopotv, 8¢, va avtarlayBolbv oe maykoopio eninedo, yio dAla tokens 1] yia dAdla vopicpato.

To tokens mov opilovton oe Ethereum smart contracts prropoov va éxouvv pia 1) teplocoTepeg
aTto TIG TTOLPAKAT® XPT)OELG:

« Nopiopa (currency)
« IIopog (resource), m.x. yix to dwopotpacpd CPU 1 storage evtog evog Stktoov

« Ileprovorokd otouyeio (asset), eyyevoog 1} e€wyevoic, VALKOV 1) GuAdov (m.x. xpvodg, TeTpé-
Ao, eVEpPYELaL, aKivNTO)

« IIpocPaon (access), ynakn 1 guoikn (m.x. forum, dwpdtio Eevodoxeiov)

« Metoykd kepaloto (equity) evog Ynerakotd opyoviopot (m.x. piceg DAO) 1) piog vopikng
ovtotnTog (Y. plog eTonpeiog)

« ¥noogopia (voting), mopéxovtag SIKALOPATE YPov ce Eva Yn@Loko 1) VOULKO c0GTNHO
« ZuAdekTco (collectible), Ynerood N puokod

« Tavtotnra (identity), yn@Lakng 1 vopkng @Ooewg

« IIiotomoinon (attestation), .. Ttuyio, TLOTOTONTIKO YEVVNONG

« Xpnowortntoa (utility), yix tpoécfacn 1) tAnpopn piog vanpeciog

Eva onpovtikd kpitrplo katnyoptomoinong towv tokens eiva n evadoypotnta (fungibility)
toug. Eva token eivor evaAA&Eyo dtov omoladrmote povado Tov popel v avtikatootobet pe
pior AN xwpig kopior Stapopd otnv aio 1} T Aettovpyia Tov. Amd TV GAAN TAELPQ, éva non-
fungible token (NFT) avtutpoowmetel éva povadikd vALKO 1) VA0 GTOLXELO KoL, ETOHEVMC, Elva
un evoAA&Eyo.
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Téhog, Ta tokens cuyva akohovBovv kool kabopiopéva standards otnv vAomoinot toug.
To Snpogiiéctepa amd avtd eivan to ERC-20 ko ERC-777 (yux fungible tokens), to ERC-721 (yia
NFTs) kot to ERC-1155 (yix smart contracts pe toAAotg tomovg token).

2.6.5 EVM

To smart contracts (kat, kot enéktoct, ot DApps) ekTeAOOVTOL QIO TNV ELKOVLKT) U)X OVT) TOV
Ethereum (Ethereum Virtual Machine ) EVM). H EVM amotelei pia quasiE—Turing—complete pn-
X0V KATAoTACEWV apyLtekTovikng Paotopévng oe otoiPa (stack-based architecture). e vynAo
entinedo, 1 EVM pmopel va BewpnbBel og évag maykOoHI0g atoKeVIPWHIEVOS VITOAOYLOTHG OV
TEPLEYEL EKOTOPPDPLAL EKTEAECIHA OvTLKELpEVA, TO kKabéva pe T Sk Tov povipn artobrkn dedo-
HEVWV.

H EVM amoOnkevel 0Aeg TIg TYEG TNG HVARNG o€ pia otoifa kot Aettovpyel pe péyeBog AEENG
256 bit, kuplwg yla T SlevKOALVOT) TWV EYYEVOV AELTOVPYLOV KATOUKEPHATIOHOD KOl EAAEUTTIKNG
KOpTTOANG. AtoBétel éva sOVvoAo dlevBuvelodotoipwy oTolyeiwy dedopévmv:

« 'Evav opetdPAnto kdSka mpoypdppatog ot etkovikt] pvipun ROM, goptwpévo pe tov byte-
code Tov smart contract pog extéAeoT).

« Mia Tk (volatile) pvrjun, pe k&Be Béon pntd apyicomotnpévn oto undév.

« 'Evag xdpog poviung aobrjkevong, mov eivon pépog tov Ethereum state, emiong apyik&
pndeviopévog.

Yrapyel, entiong, éva cvvolo petafAnTodV meptfdAlovtog kot dedopévwy, Ta omola eivor dro-
Béopa katd tnv extéleon.[[14]

2.7 IPFS

Zxnpa 2.4: IPFS logo

To IPFS (InterPlanetary File System) eivou éva P2P mpwtékoldo vreppéowv, oyediaoiévo yia va
diartnprioel kou va avétjoer ) yvdon s avlpwmotntag kavovrag to diadiktvo avafaluioyio, avle-
KTik6 kot mio avoiyto.[15] Ipaktikd mpoKelTal yio Evor KOATaveRnpévo oDoTNH Yo otobrikevon
Kot TpooPacn oe apxeia, LoTOTOTOLS, epappoyEg kot dedopéva. To meplexopevo eivor mpooPa-
OO HEGW® €VOG SIKTOOL OHOTIHWV KOUPwV ov Ppickovtal 0movdnmoTe GTOV KOGHO, OL 0ToioL
evdéxetal va va arrodnkevouvv TAnpogopia, v t petapépovv (relay nodes) 1) ko o 600.[16]

O tpomog Aettovpyiog tov IPFS Pacileton oo e€ng:

« Movadikn tavtomoinon péow SievBvvorodotnong mepiexopévoou (content addressing).
To mepleyopevo dev mpoodiopileton amd tnv tomobeoio Tov (mt.y. https://...), aAAé& atd to

2«Quasi» eneldr) 6Aeg oL diadikacieg extédeong meplopilovron e évav memepacpévo apldud voAoyloTikwY Bn-
HATOV aItd TNV TocoTNnTA gas mov eival Stabéoiun yia omotadriote ektéleot) evog smart contract.
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L tepthopPavel. Kabe xoppdtt mepiexopévou €xet éva povadikd avayvoplotikd (Content
ID 1) CID), to omoio eivor to hash tov oe popen multihash (https://multiformats.io/
multihash/).

+ X0Ovdeon meplexopévov pécw katevbuvopevov akvkAwv ypagwv (Directed Acyclic
Graphs 11 DAGs). To IPFS a&iomotet DAGs (ko ovykekpipéva Merkle DAGs), piog Sopng
dedopévwv tng omolag k&be kOpPog €xel wG povadikd avayvwploTikd to hash Tov mepieyo-
pévou tov (to CID).

baf...8

{ foldername: pics
Child1: baf...6
Child2: baf...7 }

baf...6 baf...7

{ foldername: fish
Child1: baf...1
Child2: baf...2
Child3: baf...3

| N

baf...1 baf...2 baf...3 baf...4 baf...5

{ filename: freshwater.png { filename: tropical.png { filename: blowfish.png { filename: tabby.png { filename: black.png
content: @} content: ¢} content: @p} content: §53 content: g}

Zytjua 2.5: Merkle DAG]|17

{ foldername: cats
Childl: baf...4
1 Child2: baf...5 %

>to mapamdve Merkle DAG ta baf...i armotedotv ta CID twv apyeiowv kat twv gakélwv. To
dévdpo dnpovpyeiton omd KATw TPOG T TAVw, LItoAoyilovtog kK&be Yopd Tor KATAAANAQ
hashes/CIDs. X¢ mepintwon mov To meplexOpevo evog KOpHPov aAldEel, ToTe aAAdlel TOGO
to CID tov, 660 kot T CIDs OAwV TV TPOYyOVKV TOU.

o Avak@AOYPTN TEPLEXOHEVOU HECH KATAVEUNHEVOV TIVAK®V Kotakeppatiopot (Dis-
tributed Hash Tables  DHTs). O DHT eivou évat Katavepnpévo cOGTNHA YLt THV OVTL-
otoiylon kAewdidv oe Tipég. Xto IPFS amotedel to OepeAiddeg cVGTATIKO TOL GUGTHRATOG
dpopoAdynong mepLexopéVou Kot AeLTovpyel wg doTadpwor HETaED KATAAOGYOL Kol GL-
otpatog TAonynongs. Ilpaktikd mpokeito yio éva mivoka ov orofnkedel ToLog €xeL oo
dedopéva ka, HEow TOL oToloV, 0 XPNOTNG Ppickel TOV peer movL €xel ATOONKEVHEVO TO ETTL-
Bopuntod mepLexoOpevo.

Kati tov Ba mpémel va onpetwbei eivor mwg, cav tpoemihoyn, ot IPFS kopPor avtipetwrilovy
ta aoBnkevpéva dedopéva wg mpoowpivry pvipn (cache), mpdypo mov onpaiver 6t dev vIApP-
XeL Koo eyyonon ot ekeiva Ba ovveyicovv va mapapévoovy amodnkevpéva oe avtovg. o tnv
amoPLYT NG daypagng Tovg antd tov garbage collector, Ta dedopéva Oa mpémel va onpavBovv
WG CNHAVTIKA, HECW TOV «KaApPLTo®OUaTog» (pinning). Etot, yio tnv opodr) Aettovpyio .. piog
DApp mov Pacileton oto IPFS, o mpémel To mepLexopevo g va eivat pinned ad apketols peers
Ko/M va yiveton xprion kasmolov pinning service, oote v eEac@aliletol StabecipotnTa tov.

Baowkd mheovéktnpa tov IPES eivat 011 0 amokevTpwtikdg Tov yapoaktipog divel Tn dSuvato-
TNTO VAL TTOPEXETOL TO TEPLEXOUEVO ATTO TTOAAOVG KOpPoug, oL omoiol BpickovTal e dlopopeTikég
tomofecieg Ko Oev LITAYOVTAL G€ KATTOLX GLYKEKPLUEVT) KEVTPLKY ap)T. Me avTtdv Tov TpoOTO, T
dedopéva eivar mo avBektikd T660 ad dmoyn Sabecipotntag (v évag kopPog amoouvvdebet,
Bo vTapyel kK&TToLog GANOG), 060 KoL atd Goyn avtoxng ot Aoyokpioio. Mmopel, emiong, vo
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QVOKTOVTAL YPNYOPOTEPQ, £POCOV Tar dLBETOLY KATTOLOL KOVTLVOL peers, Tpaypa Wiaitepa mo-
AOTYLO GV YO KOLVOTNTEG TTOL ElVOL KOAQX SIKTUWHEVES TOTILKX AAA dev £xouv KOAT cOVdeoT) e
T0 eVpULTEPO dLadiKTULO.

2.8 OrbitDB

@

Zynpa 2.6: OrbitDB logo

H OrbitDB eivou pioc P2P Bdaon dedopévev avorytod kodika. Xpnopomnotei to IPFS yix v
amofnkevon twv dedopévwv kat to IPES Pubsub yia tov avtopato ocvyyxpoviopod twv facewv de-
Sopévwv petad Twv peers. Eival tedikd cuveng (eventually consistent) ko xpnoiponoiei CRDTs
(Conflict-Free Replicated Data Types) yio cvyywvedoelg faoewv dedopévwv xwpig cLYKpoLoELs,
npdypa wov tnv koot e€oupetikn emhoyn yioe DApps ko offline-first web applications.[[18]

Kamowa Baowkd yopaktnpiotikd tng eivor to e€ng:

« Stores: H OrbitDB mapéyel dipopoug tomovg Phoewv (stores) yia Stapopetikd povréo
dedOEVWV KoL TTEPUTTMOCELG XPTIOTG:

- log: éva apetaPAnto (HOVO Y TPOGEPTNOT)) NHEPOAOYLO HE ALV VEVGIHO LGTOPLKO.

— feed: éva petofAnTo apyeio katoypapnig pe oaviYvedGLHO LETOPLKO, TOL OTTOLOV OL KO-
TaYWPNOELG PITopolV va tpoctefodv kot va apatpebovv.

- keyvalue: pia faon dedopévev KAEOLOV-TIHOV.

- docs: pia Baon dedopévwv eyypapwv otnyv omola propovv va apyelobetnBoiv €y-
ypoga JSON pe éva kaBopiopévo kAeldi.

— counter: pia faon SedopEvwV ylor KATOPETPTOT) CUHPAVTOV.

OMa ta stores vAoTolovvToL Tévew oto ipfs-log, pict apetdPAntn, operation-based CRDT
YL KOLTOLVEUN LEVAL GUOTHHOTAL, EVE VITAPYEL KoL 1) SUvVATOTNTA STHLOVPYLNS TTPOCAPHOCHE-
vV stores avaloya pe TNV TepinTeot).

+ Address: KaOe Baon dedopévev Aapfaver katd tn dnpiovpyia tng pio dtevBuven g pop-
¢ng /orbitdb/CID/DATABASE_NAME, 6mov CID eivon to IPFS multihash tov povigéostou
g kot DATABASE _NAME to 6vopa g faong.[19] To pavipéoto eivar éva IPFS object mov
mepLExeL TANpoPopleg NG PACTNG OIS TO OVOPX, TOV TUTO KOl €vay OelKT GTOV EAEYKTY)
npocPaong (access controller).

« Identity: K&Be @opd mov mpootifeton pia eyypogr otn Pdon vroypagetor otd tov on-
HLovpYo NG, 0 omoiog mpoodiopiletal amod pia tavtotnta (identity). To Identity object,
TEPOL ATTO TOV TPOETLAEYHEVO TPOTO AELTOVPYLOG, HTTOPEL VO TPOCUPUOCTEL ETOL DGTE VoL
ovvdéetat e kdroto eEwteptkd avayvoplotikd. H poper tov éxet wg e€ng (PA. ko https:
//github.com/orbitdb/orbit-db-identity-provider):
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_id: '<the ID of the external identity>',
// Auto-generated by OrbitDB
_publicKey: '<signing key used to sign OrbitDB entries>',
signatures: {
//Allows the ouner of id to prove they own the private key
associated with publicKey
id: '<signature of _id signed using publicKey>',
//This links the two ids
publicKey: '<signature of signatures.id + _publicKey using
_id>!
¥
type: 'orbitdb'

Zynpa 2.7: OrbitDB Identity

+ Access Control: Kata tn dnplovpyia piag faong propodv va opiotodv dcot Ba éyxovv di-
Kolwpo va ypayovv oe awTr pécw evog edeykth) mpocPaong (access controller). O eAeyktrg
Bo ephapPfaver ta public keys toug, Ta omoia prropovv va avaktnBovv oo to identity Tov
KkaBevog. Ao mpoemihoyn ko av dev opiletan doupopeTikd, divetor TpocPact eyypopng
povo otov dnpovpyd tng Paonc.
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KepaAaro 3
Y XEOLOOT EPUPHOYNG

3.1 Aoywd pépn

H mAat@oppa propet va Staywplotetl oe d0o Aoyikd pépn:

1) To Tp®TO PEPOG OUTOTEAEL it ALTOTEAT KO TTAPWG OTOKEVTPWTLKT) TAATPOPHA TTOV OTO-
X0G NG eivor v Tapéyel tn duvatotnta edevbepiog Aoyov ampdcPAntov oe Aoyokpioio kat dia-
YPOQT otd KEVTPLKEG ovTOTNTEG e€ovaiag. 2tnv ovoia e8¢ Ba pmopel - e poe aTAomonpévn
ekdox - omotoodnote va dnplovpyroet topics 1} va atavtroel oe GAlo. Ene€epyaotikdg mopn-
vag Bo elvan éva smart contract To omoio Qo déyeton amd Tovg xproteg transactions kot Oa To
eyypaoeL oto Storage Layer:

To HELOVEKTNHX QLTOV TOL KOPHATLOD ELVOL TTOG YL VO AELTOVPYTOEL aatel yior ke trans-
action ot xprioteg va xatafaiovv kamoto TéAog yio Ta fees. Av kai vtépyovv oxédix amd TV
opado avamtuEng tov Ethereum yio tn peiwor) touvg oo péAdov (wg ko 10-2), o fees otn xpnon
™ EVM Oa eivan avamdpevkta. Qotdco Oo mpémel va onpetwBel 0TL apevOog mopéxouy P HopeT)
TPOCTAGLAS TEVAVTL o€ KakOBovAovg yprioteg mov Ba TANppOpLlay TNV eQoppoyr) pe avemfv-
KN TO TOCOTIKG/TOLOTIKG TTepLeOpeVo (Do TOLG HTAV OLKOVOpLKG Ao VHPOPT o TETOola entifeoT),
aQeTEPOL LITAPYOLY kAol workarounds yia va pelwBel SpaoTIKG 1) EPTAOKT] TOVL XPNOTN He
TV KatafoAr] TEADV, KATL OV TTEPLYPAPETAL TAPAKAT® OTLS Katnyopieg xpnotov. Ta mapa-
TV TPAKTIKA onpoivouy 6Tt To Smart Contract Oa pémer avd diootripata va poptileton (oo
onotovdrmote) pe Ethereum 1) ot xprjoteg (BA. katnyopieg xpnotadv) va katofdhovv ta dikd Toug
e€oda.

2) To delTepo PEPOG ATTOTEAEL PO HEPLKAOG TTOKEVTPWOTLKT KOL 1] RUTOTEAT] TAXTPOPHA TOV
épxetTon v Aettovpyroel emmpocBeta otny mp@th. To KOpp&TL avtd atevBiveTal ATOKAELGTIKG
o€ emKLpOpEVa pHEAN Tov ATIO kal cLVIETA éva apecOSNHOKPATLKO GUGTNHX YNPOPOpLaS TOV
B eyyvdtal oe VYNAO PaBpd TNV EYKLPOTNTA KL TNV AVWVURLX TOV dLadlkasLdV Tov. Me Alyo
Aoy, Ba Snpovpyovvron Béparta tpog Yneogopio (6To TPOTO KOPPATL), Thvew ot omoic Oo
ymeilovv do0oL €xouvv To dikaiwpa (avtol Ba opilovton pe TNV katoyn evog avaloyou token 6to
Ethereum).

O xpnotng péow evog Frontend (piag kAaoikng totooelidag ovolaotikd) Oa propel va -
otomotjoel pécw login oto it.auth.gr® v axadnpaikn tov TavtotnT. XTN cvvéxela to TDS
(Token Distribution Service, eAéyyovtag To admin account twv tokens B wapéyel 6To xprotn
dvo tokens. Eva to omoio Oa tov divel voting rights (verified user) ko éva tov Oat k&vel tn wAot-
QOPHO VOL TOV ETLGTPEPEL TOL TEAT TaL OTTOlaL TANPOVOLV Ge K&Be post Toug (trusted user).

“Idavikd, pe tn ovvepyaoia tov AIIO, to UAS Oa amotelel vmnpecio cuvepyallOpevn pe tnv
Yrodopn motomoinong kat e€ovorodotnong (BA. https://it.auth.gr/el/infrastructure/aai). Avtd on-
poivel 0TL oL xprioteg 8¢ Ba xperdletal va epmiatevtovv Tov UAS pe ta it credential toug.
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3.2 Katnyopieg xpnotwv

3.21 Ilpwto pépog

Onwg mpoeutdinke, To TPOTO PEPOS TNG TAXTOOpaG Bt lval avolytd oe OAovg. Qotdoo, oL
XPNoTeg TOL propovv va drokplBodv oTig e€ng dvo katnyopleg:

« 'Epmuioto pédn tov Siktoou (trusted users)
« Mn épmota péAn (untrusted users)

Baowkn diapopd twv dVo katnyoplodv eivar mwg eve ol trusted users Bo amolnpidvovTon
avtopata ad to (evv. poptiopévo) smart contract ko dpa Oa eivor amoAlaypévor atd TéAD,
ot devtepor Ba mpémer var katafdrovv povor Ttouvg T TéAn toug (fees) yia k&Be evépyea (..
posting).

H epmiotootvn evog xpnotn (trust) pmopel va opiotel wg évag aképatog aptBpog pe k&molo
KOUTOPAL téve otd To omoio o xprotng Ba Bewpeiton trusted. To trust Oo prmopet va av€operdve-
TaL VA IO A GTLYRT, PE TOUG XPNoTeg va divouy kot va taipvouy Babpoig trust oe/amd dAloug.

AEileL v onpelwdet emiong 0TL emeldn) OAeC Ol GLVOAAAYEG KATAYpAPOVTAL, Elval SLVATO vV
vTtoAoYLoTel TO cLVOALKO TooO Tov Ethereum mov éxel £0déYel évag common user péxpL vo yivet
trusted koL £To1 propet otadLakd vor Tov eMGTPAPEL HEG® TOL contract. Avto divel kiviTpo oToLg
XPNIOTEG VO SLATNPOVV GG TI) GUHTEPLPOPA Kt Vo GUUPAAAOLY BeTikd 6TV TAATYOPHOL.

3.2.2 Asg0tepo péPog

T To debTepo PEPOG TNG TAATPOPHAG, OL XPNOTES TOL PITopolV va StakplBoldv oTig e€Ng
Kotnyopieg:

+ Ilictomowpéva péAn tov AILO. (verified users)

« Mn motomounpéva péAn tov AILO. (untrusted users)

SxeTucd e To Sikaiwpa Yrigov yio avBevTikég SNHOKPATIKEG ATMOPATELS OXETIKEG pe To ATIO,
avtd Ba to éxouv povo ou verified yprioteg Tov duktvov. O verified yprioteg B popoovv emi-
TAEOV VoL AN AeTTOpolV pe TNV TAXTOOppa eEapyng xwplg TV katofoAn teddv (Do Eexivave
wg trusted), tpdypo ov BéPara de onpaiver 6tL yavovtag trust e Oo propodv va ydoouvv avtod
TO TTPOVOLO.

3.2.3 XU0voyn xpnotwv

SUUTTEPOACHATIKA TPOKDITTOVV TEGGEPLS DLKPLTEG KATNYOPLEG XPNOTOV He EEXWPLOTA StKOoL-
HOTOL TTOV PAUVOVTOL GTO TOLPOKATW OLOY POLpLpLOL:

3.3 Xevaplra xpnong

3.4 Texvoloyieg

3.4.1 Ethereum

ZeKLVOVTAG TNV oxedlaon TNG TAATYOPHAS TPAYHOTOTOU]CAE EPELVA DOTE VO VAKOAD-
Youpe Tig mhavég emAOYES Yia TO KOppdTt Tng Saevepnpévng ene€epyaoiog (distributed comput-
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ing). AVaAOYLGTHKOLE TO TTPOTEPHHATA KOl HELOVEKTHHAT SLAPOP®V ETLAOY®OV, cUpTepLAapPa-
VOHEV®V TV ...

EmAé€ape va mpoxwpriocovpe pe to Ethereum xon 01 kérola GAAN TAaT@Oppa emeldn) ...

To Ethereum eivau ... [Tapéyer Smart Contracts akolovBodvtog to povtédo ... Proof of work
etvat ... O TpOTOG TOL LITOAOYILETOL KL TTATPOVETOL 1) KATAVOADHEVT) ETTEEEPYATTIKT] LOY DG elvort
... Autd elodryovv Toug €€NG TEPLOPLOPOVG TTOL TTPETteL var ANOovv vTTOYLY KaTd TNV LAOTOINGN

[Ipoywpavtag tnv Texvoloyia tov blockchain éva Pripa mapamépa, Eexivioav va dnpovp-
YOUVTOL TTPOYPOHHATIOTIKES TTAXTPOPHES YLOL TNV ALVATITUEN OUTOKEVTPWOTIKOV epappoy®v (De-
centralized Applications 1 DApps). H mtpotn ko, péxpr topa, mo Snpo@iAng, toxvpn kot AeL-
ToupyLkn TAaTPOppa eivar To Ethereum.

>to Ethereum vndpyovv dvo eidn Aoyapracpov: ot Externally Owned Accounts kot ot Con-
tracts Accounts. H dtaxg@opd toug elvar 6TL evd oL TpidTOL EAEYXOVTOL ATTO TOVG XPTOTEG, OL deVTE-
pot Srabétouv éva apetdPAnto (immutable) koppdtt KOSk To omoio arotedel éva Smart Con-
tract. Otav pia cvvadayr) otadei oe éva Smart Contract, 0 cvoyeTl{OpevVog KOIKAS eKTEAEL-
to o6 tnv “Ethereum Virtual Machine (EVM)” oe k&g xopfo (ko ev téder 6Mot épyovtan oe
consensus). dvoikd, yio v ektéleot twv operations otnv EVM (0mwg xat yio Tor atA& transac-
tions) ypetdleto va Sobovv kdmora fees oTovg miners wg avrapolPn yix tnv epyacio Toug.

3.4.2 IPFS, OrbitDB

Onwg 1 emroyr) tov Blockchain, mov mepiypdynke oto mponyovpevo kepdroto (insert ref-
erence), oplolwg Kol 1 emAOYH TOL AoyLlopLkoD mov B xprnopomoindel ylo TNV KaTovepnpévn
amoOnkevon dedopévwv Eexivnoe e pla Epevva TV ETLAOY®V TTOL VITAPYOLY. AVOAOYLOTHKOYLE
TOL TTPOTEPTJHOTA KOLL PHELOVEKTHAT OLAPOPWV ETLAOYDOV, CUUTEPLAXUPAVOHEVOV TWV ...

EmAé€ape va mpoxwpricovpe pe to IPES ko tnv OrbitDB évavtt GAAwv Aboewv emeld) ...

To IPFS eivou ... ITopéxet ... pe Tov e€Ng TpOTo ... Awpedy ... AUTE TAL XAPAKTNPLOTLKA ELGOYOLV
ToUG €€NG MEPLOPLOROVG OV TTPETteL var AneBovv vITOYLY KaTd TNV LAOTOINoT) ...

H OrbitDB eivou ... ko ypnotpomnotei o IPFS yia va katapépet ta e€Qg xapaktnploTikd ...
[Tepropiopot oAt KAT ...

Evo ot Tt TpoATjHOTO TTOL TTPOKDITTOLV HE TNV OUTOKEVTPWOT] EPAPHOYDV ELVOL ALTO TNG V-
peoTg TV resources ov xpetalopaote. To TpoPAnpa éykelton 6To yeyovog OTL dev LTTAPYEL £VOG
server kot apa pio povadikn) drevBvvon IP amd tnv omoic prropolpe vor TAPOLLE TO AVTLKEIHEVO
7oL P VoULpe, SLOTL OAa eivar Sraevepnpéva oto diktvo. EmutAéov 1 amobrikevon peydiov 6ykov
Anpogopodv 6to Ethereum on-chain éyel amoyopeutikd peyddlo k66TOG 0TOTE AITOPPLITTETALL.

To mpoPAnpa avayeton oe avtd TNG emkoveviog petad towv kopPov. Av kaboplotel éva
TPOTUTTO EMLKOLVWVIAG HETAED TV KOPPwV TOTE Ta arvTikeipeva prropovv va Bpebotv (ntovtag
TaL QIO TOVG YELTOVIKOUG KOpPOULG, oL omoiol pe Tn oelpd Tovg B T {ntrjoovv amd tovg dtkovg
TOUG YelToveg kot ov o K&Be e€ng, PéxpL To avTikeipevo va Ppebet ko va otalel otov KOpPo mov
apxkd to {rtnoe.

To IPFS eiva éva véo TpwTOKOALO pETAPOPAS LITEPKEEVOL TTOL PplokeTo akOpa LITO AViL-
7tu€n. Onwg 10 yvwotd tpwtoékorro HT TP, yix cvykevipwtikd cvothpata, étot kot to IPFS, yuo
QUTOKEVTPWTIKA cLOTHHATA, kKotbBopilel TO TPOTLTTO TO 0TTOl0 Bt Y PTGLHOTOLOVY TAL TEPUATIKA TOV
SIKTVOL Yl VO ETLKOLVWVOUV HETOED TOVG. XPTOLUOTTOLEL KPULTTTOYPAPLKEG TEXVIKEG, OTTWG QUTEG
70V eldaple TOPATAV®, KOB®OG Kot SLdpopeg dAAeg TeEXVOAOYieS Yl va:

+ OLVTOVICEL T1) TOPASOCT] TTEPLEXOUEVOL

« VAOTIOLOEL OTPOPX GOVIEGTG HEGW OTTOLOLATTTOTE TPWTOKOAAOL Stk THOV
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+ opioel éva oG TNHX OVORAT®VY TOpéwVY (DNS)
« LAOTIOLNCEL GTPOHA IPOHOAOYN GG
« dwxpolpaoet apyeio pe peer-to-peer (P2P) texvikég

'Etot to IPFS opilet éva véo SikTLO LTTOAOYLETOV TTOL GUPTANPOVEL TO 1O1) LITEPYOVT (WWW,
Tor, .bit) dtxtnpdvTag TARPOG ATOKEVTPWOHEVT APXLTEKTOVLKT] KXl KAVEVO KEVTPLKO OTHELO oTo-
TUYLOG.

Yvvomtikd, dniadn, oto IPFS ammobnkevovtar StevBuvoiodotnpéva Paoet epiexopévou (con-
tent addressable) apyeia, To omoior avaktovton Pdoel Tov hash twv mepleyopévov touvg (avti
yla v tomofecio Tovg), eved avakoAbITovTaL Kol dtapolpalovtol pécw Tov mapeyopevov P2P
network layer. A&iel, ®6T0600, va onpelwbdel mwg to layer avtod dev eyyvatal amd povo Tov To
hosting twv apyeiowv kot to Stabéoipo bandwidth yia tnv avéktnon tovg, Tpdypa Tov onpaivel
oTL B pémel va yivel Topoy ) LITOJOUNG ATTO TOLG XPHOTES LKAV Vo LIToo T piEet évav eAdiLoTo
aplOpo kopPwv arodnkevong.

[IpdkeLTal YyLOL CUUTAN POUATIKES TEXVOAOYLEG OTIG TUPATTAVE® TTOL GTOYO EXOLV TNV OPYQL-
VWO TV arrodnKevpEVOV TANPOYOPLOV 0 HopP Paoewv dedopévwv.

3.5 IIpodiaypagn pedddov vAOTOINONG KAl XPOVOTLPOYPOL|L-
HOTIONOG

3.5.1 IIpodiaxypaen K0kAwv

Emontikd, n diadikasio tng vAomoinong meptypagpetal wg eENg:

3.5.2 IIpwtn @aon

Stvetal évo Ethereum Private Network wg Bdon ndvew otnv omoia B dovAéPoupe. Ilavw
o€ avtd ypayoupe To contracts mov Ba eivo vtevOLVA Yo dtekmTepaiwon 1 N Twv posts. Xt
OUVEXELXL AVOITTTOGOETOL O ATTXPOLTNTOG KOOLKOG TTOL LAOTIOLEL TO posting ¥PNOIHOTOLOVTAG TLG
BipArobrixeg wov divovron amd to IPFS yio tnv emikovovia peto€d twv kopPfwv tov StkTdou Ko
avtég mov divovtar ard tn BigChainDB yia tnv amobikevon tov TAnpo@opLodv pe dtorvepnpévo
tpomo. 'ivovton Sokipéc yio tnv e€okpifwon g cwoTng Aeltovpylog TOL UTOTEAEGHATOS KoL
dropBwvovton Tuxov AdBn oto KOdKa.

3.5.3 Asgbtepn paon

YAomoteiton to Stkaiwpa Yrjpov kot posting ywpig fees. Avto yiveton péow dvo contracts mwov
Bo dnpovpyovv Svo Sapopetikd tokens (voting token, feeless token) kot O T aodidovv otov
EKACTOTE YPNOTN TOL TPETEL VAL TTAPEL TO JKOUOPX. AVOTTOOGETAL KOJLKAG TTOL VO LAOTOLEL
) ddikaoio Yngogpopiac. I'ivovtar dokipég yio Tnv e€akpifwon Tng cwothg Aettovpylag Tov
amote éopatog kot dtopfdvovtar Tuxov AdBn oto KddKka. Xe auTr TN QAT 1) aTOd0CT] TV
tokens O yivel yetpokivnta yio To 6komd g doKLpng.

3.5.4 Tpitn @&on

YAomoteitou éva ovoTnpo atddoong epmiotoovvng (ZAID). Avartbocovtal Ta contracts 7wov
elval amapaitnta yuo tn Aettovpyio Tov ZAIT kaBog kot yio tnv avtopatn amodoor feeless token
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otoug trusted yprioteg. T'ivovton Sokpég yio tnv e€akpifwon Tng cwothg Aettovpyiog Tov ato-
teléopatog Kot StopBdvovtar Tuxov AdBn oto kddika. E@dcov 1 epappoyn mepdoel to otddio
Twv doklpov eival étowun yua alpha deployment, eivar dnAadn étowun ya xprjon amd To kowvo,
VTTOAELTOVTOL OPWG YALPAKTNPLOTIKA oL eivot Wixitepa Bepitd oA OxL otapaitnTa yio Tn
Aertovpyiar.

3.5.5 Téraptn @ion

Avomttocoetol 0 KOKAG TOL (HOVAdIKOD) CUYKEVTPWTIKOD THUNHATOS TOU GUOTHHATOS TO
ormoio avrikel 6to devTePo Koppdrtt - Tov UAS: Etol awtopartomoteiton 1 Stadikacio amtddoong
Twv token, mov otV mponyovpevn @aon €ywve yetpokivnto. Tivovton dokipég yio tnv e€ocpl-
Bwon g cwotng Aettovpyiag Tov amoteAéopaTog kot dtopBwvovtal Tuxov A&On 6to KOdLKa.
E@ocov 1 epappoyn mepdcel To 6Tad10 TV SoKIH®V eivort ETown yia éva beta deployment, wote
Vo yivel 1o gupig éleyxog autd pioe opdda dokipwv kot va mopbet feedback yio tnv epmerpio
xpnot.

I to teAkod deployment Oa propovoe va tebel wg 6TdX0G 1) KATd TO dVVATOV HElWOT TV
TEADV Y10 TN AELTOVPYLIQ TNG TAATPOPHAG, AXVETTTUYHEVA XAUPOKTNPLOTIKA ETLKOLVOVING OTTwG O0-
HNoT TV cL{NTNCEWVY GE KATNYOPLES, TTPOPIA XPNOTOV Kot AAAX XOUPAKTNPLOTIKE EVKOALG X PT -

omng .

3.6 ApXLTEKTOVIKN
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KepaAaro 4
YAomoinon epappoyng

4.1 XopakTnploTik® 1ov VAoTONONKaY
4.2 MebBodoAloyia vAomoinong
4.3 Texvoloyieg vAomoinong

4.4 ApYXLTEKTOVIKI] VAOTOLNGTG

To cVoTnpa VAOTTOLONKE YPTOLHOTOLOVTAS TO HOVTEAO QPXLTEKTOVIKNG TWV HIKpODITNpe-
owwv. To povtédo TV pikpoimnpecidv Pacileton 6TNV atodOUNGT TOV GUGTHHATOG O HIKPEG
Hovadeg, oL omoieg oLVEPYALOVTOL MOTE VA TPOGPEPOLY éva eviaio amotéAeopa. H mpooéyyion
avTh éxel TOAAG TAEOVEKTNHOTX G€ GUYKPLOT He TNV avATTUEN poVOALOIK®OV epappoydv . O Po-
olKOG AOYOG Yyl TOV omoio emtAéxOnKe 1 apxLTEKTOVIKT HLKPODTINPESLOV €lval 1) EVKOALR TTOVL
TPOGPEPEL GTT YPTYOPT) AVATTTUEN KALVOUPLOV XAPAKTPLOTLKOV, TAVTOX POVA OO dLUPOPETIKA
HEAN piog opddoag, achyypova Kol XWPLg TNV avAYKN GLVEXNG EMKOLVOVING KoL GUVEVVONOTG
peta€d Touvg. Avtd oupfaivel emeldn k&be pépog tov cuoTnpatog (LTnpecia) eivot LTOVOHO Ko
1) AVOITTUET TOL elval SLOYWPLOHEVT) atd TO LITOAOLTO GUOTNHA HE TO 0Totlo eivorl adbvapa Guv-
dedepévo (loosely coupled).

To cvotnpa cuvtiBeton atd Stapopeg Pk pobmn pecieg, KATOLES oo TIG 0TToleg arvarTTOXON KOV
oTO TAQLCLX AUTHG TNG EPYACLAG EVH GAAEG TtOTEAOVV dwpedv AOYLoHLKO avolyTol kadika. Ot
Hikpoimn peciec auTéc cuvoyilovral 6Tov TapaKk&Te mivaka (ivokag f.1).
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Miwkpodnnpeocia

Yovtoun meprypo@n - Avtikeipevo/XTox0g

Concordia Application

Concordia Contracts Migrator

Concordia Pinner
Concordia Contracts Provider
Ganache

Rendezvous Server

Ynnpeoia pe tnv omoiot aAANAemdpoV oL XProTEG.

Ynnpecia petapoptwong twv cvpPoArainwv (contracts) oto
blockchain.

Ynnpeoio kappLto®potog dedopévav.
Ynnpeoia Staporpacpod twv contract artifacts pécw HTTP.
Tomiko, Wiwtikd Ethereum blockchain.

Ynnpeoia edpeong OHOTIHOVY XPNOTOV.

Hivaxag 4.1: Z0vroun mweprypo@r vTNPECIOY CUCTHHIATOG.

Yt mAaiola TG epyaciog avartuxOnkav emiong dikpopa apOpdpaTa, KUPLWG pe TN Hopen
BpAobnkav Javascript. Ta apBpopata xpnoiporotobvton otd TIG LINPECieg Yo TNV emitevEn
TV eMpPEPOLg epyoctodv. H avamtugn tov Aoyiopikot ot Eexwplotd apbpopata emttpénel tnv
€OKOAT) ETTOVOY PTIGLHOTTOLNGT) TOU KOILKA KAODG KAl TOV S WPLOHO TV AUTOVOH®Y THNHATWV
kdSukar. Taw apBpdparta cuvoyilovion otov mapakdte mivaka (rivakag f.7).

ApBpopa

Yovtoun meprypo@n - Avtikeipevo/E10x0g

ApBpwpa concordia-shared
ApbBpwpa concordia-contracts

ApBpwpa eth-identity-provider
ApBpwpa drizzle

ApbBpwpa breeze

Xprowa epyodeio kot 6Tofepég GLGTHRATOC.
MetayhodtTion twv contracts kot dixBeomn Twv artifacts.

Anpovpyio povadikoD avoyvepLloTikol X prjoTh yio T fao
OrbitDB.

BeATIOHEVT) TPOYPAPHATIOTIKT] OLETTOPT] ETTLKOLVOVIOG JLE TO
blockchain.

BeAtiwpévn mpoypoppatiotikn demagn xpnong g Paong
OrbitDB.

Mivakag 4.2: Xvvroun mepiypagr apOpwpdtwv cvoTiiaTo.

To apBpopata kat oL vinpecieg Oa mepLlypaolv oe peyohbTepPT OVAALGT) GT EMOUEVX KE-
pdAoua. ETo mapakdte oxfipa (oxripe f.1) gaiveTon ) GUVOALKH ApYITEKTOVIKY TOL CUGTHHATOC.
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concordia-shared @ geployed
ontracts

concordia-contracts

eth-identity-provider

drizzle e

breeze

© © © © ©

e @ concordia-shared

@ concordia-shared @ concordia-contracts

@ eth-identity-provider

Zynpa 4.1: Aicypoipar ap)ITeKTOVIKIG CUOTHUATOS

441 Apbpopata

270 KePAAOLo aLTO B TTEPLYPOPOVV e peyardbTepn AemTopé pela To opOpdpaTa oL vt tid-
xOnkov.

ApOpwpa concordia-shared

To apBpwpa concordia-shared amotedel pio BipAoOnin xprioywv epyoreinv kot otabepov.
Ed mepiéxeton OA0 TO AOYLOHLKO TO 0TTol0 TTPETteL 1) eivor eOVUNTO VoL GUUTTEPLPEPETAUL [E TOV
1810 TPOTO GUVOALKA 6TO GUOTNHA, OTTWS Y TopAdetypa péBodoL TaPApETPOTOLINGTG TWV LITN-
peotdv kot péBodot kataypaeng (logging). To dpbpwpa avtd xpnoyonoteitor otd o dpbpwpa
concordia-contracts kaBog ko amod Tig vinpecieg Concordia Application, Concordia Pinner kot
Concordia Contracts Provider.

To apBpwpa avtod yivetar diabéoipo yio xprion pe tn poper) tomikng PtpAtodnkng pe tn xprion
™G PLpAtoBnKng Srayeipiong povadikod aobetnpiov kdSika (monorepo) lerna.
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ApOpwpa concordia-contracts

To &pBpowpa avtd emitedel dvo evépyeleg. Apyika, eival 1o dpBpwpa 6to omoio avorttio-
ocovTal Ta contracts Tov ypnoipomoovvTal artd TN e@oppoyr. To apBpwpo avtd avoropPavet
TN HETAYADTTION TV contracts omd k®dika yAdooag Solidity, otnv katdAAnAn telkn popen
JSON. IMapéxovton emiong oevapia evepyelov (scripts) wote T contracts vo petagpoptwboiv oe
blockchain xab®g kot otnv vnpecio Concordia Contracts Provider. Aotelet emtiong PLfAtodnkn
1) OTTOLOL HETA TT) HETAYADTTLOT Kotl HETOPOPTWOT) TV contracts oe blockchain mapéyel ta contract
artifacts. Xpnowomoteiton amd tig vnpecieg Concordia Application kot Concordia Pinner.

To apBpwpo oavtd yivetan dabéoipo yia yprion pe tn popen tomikng PLpAtodnkng pe tn xprion
g PLpALoOnKng Srayeipiong monorepo lerna.

ApOpwpa eth-identity-provider

H Aettovpyia tng faon OrbitDB amattei tn dnpiovpyio evog povadikot avayvwplotikol xph-
otn (identity). Tl tnv edkoAn e€arywyr] evOg avayvwpLloTikod YprioTh TO 0Toio va eivat Pev po-
vodLkO AN va elvor SuvaTOG 0 ETVLTTOAOYLOHOG, X PN otporotiOnke o cuVOLAGHOG TNG dtevBvV-
ong tov xpriotn oto diktvo Ethereum pe tn StevBvvon tov Pacikod contract wov xpnoyomolei 1
epoppoyn. O VITOAOYIGHOG TOL GLVSVAGHOD ATOL LAOTTOLELTOL CTTO AVTO TO GpPOpwpa.

To apBpwpa avtd yiveton dabéoipo yix xpriomn pe tn popen PtpAobrikng péow tov atobetn-
piov Aoylopikod npm.

ApBpwpa drizzle

To apBpwpa drizzle mov xpnoomoteiton otnv vanpecio Concordia Application eivan pio
tpomomotnpévn ékdoomn tng Javascript BipAtoOrning Drizzle mov mtpoc@épetal and n covita ep-
yoreiwv Truffle. H tpomomoinpévn PipAiobrkn avarrtiyOnke ota mAaicia tng SUTAOHOTIKNG e
oto)0 TN dtevkdAvvor tng xprong tov Drizle ko tnv emdopOwon mpoPANpHATIKOV onpeiwy TNG
TPWTOTLTNG PBLpALoONKNC.

To &pBpwpa drizzle vAomolel TIG TPOYPAUPATIOTIKEG SLETAUPEG HECK TWV OTOLWV TPALYHA-
Tomoleiton 1) emikovwvia tng epappoyng pe to blockchain. Ta Tnv emitevén tng emucowvwviag
avtng, n PPAodnkn xpnopomotel tn cvAroyn PipAiodnkwv web3.js n omoio aotedel Tov Lo
dradedopévo tpomo diemagng pe to blockchain oe amoxevipwTIKéS eQoppOYES.

To &pBpwpa avtod yiveton dabéoipo yio xpriom pe tn popen PipAtodnkng pécw Tov amobetn-
pilov Aoylopikod npm.

ApOpwpa breeze

To &pBpwpo avtd amotelet pio PLpAtodnKn wepiPAnpa (wrapper) tng frpAtobrkng OrbitDB. H
OrbitDB eivou pia BtpAtoOnkn 1 omola TpocPEpeL TIG ATAPALTNTES TPOYPAUHATIOTLKES OLETTAPEG
yla i xprion g Paong dedopévwv pe to do dvopa. Mésa oo tn xpnomn tov PipAtodnkodv mov
npocpépovtat amd To IPFS yia tnv amtobrjkevon dedopévwv, 1 OrbitDB katagépvel va vAomoinoet
pio amokevTpwpévn Paon dedopévov.

To &pBpwpa breeze kavel xprion tng PLpAtodnKkng OrbitDB, tpocpépel ¥GTOGO GUYKEKPLUEVEG
TPOYPAPHATIOTIKEG OLETOUPEG TTOV DLEVKOADVOLY TOGO TNV TapapeTpomoinot g Pdong 660 Kot
TN XPNOT TNG, EVO OTTWG Kot 6To apBpwpa drizzle to dpBpwpa breeze avorapfavel va dropBioet
oplopéva poPAnpata g TpwtodTLTNG PLALodrKNC.

To apBpwpa avtd yiveton diabéoipo yix xpron pe tn popen PtpAobrikng péow tov amobetn-
piov Aoyiopikod npm.

32



4.4.2 Concordia Application

ITeprypoaen - XtoéX0L LINPECioG

H epoappoyn Concordia (Concordia Application) exBétel Tig ypapikég Siemapéc péow TV
omolwv OAANAETIOPODV OL YprioTEG Pe TO GVOTNHX. ATtoTedel TOV dlotLAO ETTLKOLVOVIAG TOV TEAL-
koU xpriotn pe to blockchain ko pe t Béon OrbitDB. H apyitektovikr tng vmnpeciog gaivetot
oto oyfpa f.d Méow g epappoyric Concordia ot xprioTeg propotv va:

« mepinynBovv kau drffdoovv To mEPLEXOPHEVO TNG TAXATPOPHAG
+ dnpovpyYRoOLY AoyapLacHo XproTn

+ ONHOGLEDGOLV KAl TPOTTOTOLGOVY TPOCWILKEG TOVG TTANPOPOpieg OTwS 1) Tomobesia kot
1 ELKOVAL TTPOPIA

« dnpovpynoovv Bépata (topics)
« dnpovpynoovv Yneogopieg (polls), kabadg kot va Yyneioovv ce avtég
+ JNHLOLPYNCOLY KAl TPOTTOTOLGOLY PN VUHT (posts)

« vrtepymeicovv (up-vote) 1 katayneicovv (down-vote) pnvopato AAAWY XPNOTOV

H vnnpecio amoteleiton amd kodika ypoppévo oe Javascript o omoiog yiveton Stabéoipog
O0TOVG TEALKOUG XPHOTEG e TN Hopen epoppoyng Stadiktdov (web application) pécw evog dia-
koptoth (server). [Tapodo mov 1 vINpPecia TPOCPEPEL TN YPOPLKY SLETapr) XproTn HOVO oTHV
ayyAlkn YAoooa, éxel mapopetpomonfel wote va elvat duvath 1) eDKOAN HETAYADTTLON TNG X -
pig TNV aVAYKT) TTPAYHOTOTTON GG HEYAAW®V OAAXYDV GTOV KOOLKA.

Xpnowomoteitar 1 PLpAtodnkn React yior tnv opydvwon kot avamtugn Tov cUVOETIKOV TUN-
patwv (components) Tov ypagikod meptBdAlovtog. Ta o ypagikd mepipaiiov yivetor xpron
touv framework tng Semantic UL Xpnowpomoteiton 1 ftpAioBrikn Redux yia tn Sroyeipion kotd-
oTaoNG NG eQappoyng (state management), kabmg ko 1 PiAtodnkn Redux-Saga yiox tn Svoyei-
pLoT aoOYXpPoveV TopaTAevpwy evepyeldv (side-effects) oe éva ocvotnpa faciopévo oe cupPa-
vta (event-based). AAAeg BipAiobrikeg xpnopomotodvTal yior Stdpopo PEPT) TNG LITNPEGLAG, EVED
XPTOLHOTOLODVTOL ETOTG T POPOUATAL TOV TEPLYPAPNKAV TPONYOLHEVWS YIX TNV ETITEVEN
Srpopetik®dv 6To)wV. O TARPNG KatdAoyog TV BipAtodnkdv kot apBpwpdtewy propet vo Ppe-
Oel oTOV KOILKA TNG LTI PECLNG OTO TAPAPTNHCL.
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Zynpa 4.2: Apyitextoviktj vrnpeciog Concordia Application

I ™ Aewtovpyia tng vanpesio Concordia Application eivor amapaitnTo Tor avTikeipevo
(artifacts) Tov TPOKVITOLY ATO TN HETAYADTTION TWV contracts Kot Tr HeTAPOPTWOT/dNpHoci-
evot) toug oto blockchain. I v eloaywyn Twv artifacts otnv venpecio éxovv avartuyBel dvo
péBodot.

H mpddytn pébodog eivat 1) HETYADTTLON KOL HETAPOPTMOT) TV contracts mpLv Tnv mapaywyn
TOUL TTAtKETOL AOYLOHLKOV TNG LInpeciag yio teAlkt] xprion (production build). Me awtd Tov TpdmTO
1n vnpecia O éxel TpocPaocn ota artifacts péow g PiPAodnikng mov mapayetal amd To &p-
Opwpoa concordia-contracts. Avtr 1) 1é00d0g €xeL TO PELOVEKTNHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) “déveton” pe dmow cvykekpyiévn ékdoomn Twv contracts eivon StaBéoiun kot
TN dnpovpyia Tov TakéTov. AUTO onpaivel OTL oe evOEXOUEVT) EVIHEPWOT) TwV contracts mpémel
ovaykaoTikd vo dnpovpynBetl kat véa €xdoon Tov makéTov Aoyioptko? tng vanpeciag Concordia
Application.

T TNV aro@uyn Tov Tapartdve TpoPAnpatog avartixOnke n devtepn pébodog TpocKoL-
ong Twv contract artifacts, n onola eivor 1 Ayn tovg (download) oo pice GAAn tomobeoio oTo
dradikTvo. e awtr) TN péBodo, 1 epappoyn katd tnv ekkivnon tng mpaypatomotel évoa HTTP ad-
tnpo (HTTP request) oe dtevBuvon 1 omoia diveton wg petofAntr mepipdArlovtog (environment
variable). H amavtnon tov aitripatog avopéveton va mepiéxel ta artifacts wote n epappoyn va
TOL XPT)CYLOTTOLHCEL.

Awavopn

H vnnpecio Concordia Application moxetdpetar pali pe Tov diokoplotn nginx ko yiveton
Srabéon yia xprion wg etkova docker (docker image) péow tov amoBetnpiov etkdovwv dockerhub.
Katd tnv ektédecn tng elkOVaG oL XproTeg PTOpovV pécw peTaPAnTodv mepipdilovtog va opi-
OOLV TTAPAPETPOVGS TNG EKTEAESTIG OTTWG 1) dtevBLVET Tov e€umnpetntr (host location) tng epoap-
poyNg kot oL ToroBecieg Twv vinpecidv Rendezvous Server ko Contracts Provider.
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4.4.3 Concordia Contracts Migrator

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio avtr) amotedeiton omd évor eKTEAEGLLO TPOYPOHUA YPOUHUNG EVTOADV PACLOHEVO
610 &pBpwpa concordia-contracts ov avadvOnke ot Tponyodpevo kKepdhato (kepdhoto f.4.1).
To mpoypappa, KaTd TNV eKTEAEST] TOV, PeTAYAWTTICEL Tar contracts Ko €TTELTA TOL HETAPOPTAOVEL
oto blockchain to omoio eivo opiopévo pe xprion petafAntodv mepipdArovtog. Télog, av ot ka-
TaAANAeg peTaPAnTég TeplPAAAOVTOG eivorl OPLOUEVES, TO TPOYPOHI HETOPOPTOVEL TAL TEALKA
artifacts oe amoBetrpro Concordia Contracts Provider. H apyLtektovikn ng vmnpeciog goivetot
670 mapakdTe oxfipa (oxipa i.3).

@ I o Ethereum
— ° gont_r;lcts
@ concordia-shared roviaer

@ concordia-contracts

Zynpa 4.3: Apyirextovikyj vrnpeciog Concordia Contracts Migrator

Awavopn

H vrnpeoio avtr yiveton Stabéoun yix xpron wg docker image péow tov amobetnpiov e1ko-
vwv dockerhub. Ot yprioteg propovv ypnoiponmoidvtag petafAntég meptpdAilovtog v adA&Eovv
n StevBuvon tou blockchain kot tnv tomobesio tng vnpesiag Contracts Provider otnv omoio
To TPOYpoppa Oa petapoptmdoel Ta contracts ko ta artifacts.

4.4.4 Concordia Pinner

Ileprypaen - Xto6x0L vINPECiog

H vrnpeoio xappitoopatog nepiexopévou (Concordia Pinner) aotedel pia epappoyn tep-
patikov (temrinal application/cmd application) 1) omoia oToyevel 670 Kappitowpa (pinning) Tov
mepLexopévoL mov aobnkevetal oto IPFS péow tng faong OrbitDB. H vrnpecio eivar ypoppévn
otn YAOooa npoypoppaticpot Javascript. H apyitextovikn tng vmnpeciog @aivetal To oXnpo
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Zynua 4.4: Apyitekroviktj vinpeoiag Concordia Pinner

H vrnpeoia avtr) viomowOnke yia va eyyvnBel n diabeoipdtnta Tov meplexopévov Tov ou-
oThpatog tov atobnkevetan oto IPES (titAol Oepdtwv, mepiexopevo pnvopdtov kot dAAa). Adyw
Tov TpOTOL Aettovpyiag Tov IPFS, o meplexopevo mov avapTodV oL XPr)oTEG TTPETTEL VO KAPPLTC K-
VETOL ATTO AAAOVG XPT|OTES 1) AUTOVOHES EPAPHOYES, OTWG 1) Lt pecio Concordia Pinner, ®ote va
etvor draBéayo. Av to meprexopevo dev kap@prtowbet, Tote Oa eivar Stabéoipo oTovg vITOAOLTOVG
XPNOTES HOVO atd TOV/TN dNpLovpyo, £TGL av avTOG/aLTH dev elval evepyog/evepyn oo dikTvo,
To mepLeyOpevo Ba eivar advvato va Ppebet.

H vrnpecio cvvdéetar oto blockchain oo dmov mapakorovdet Tnv katdoTaon TOL CLOTH-
patog ko “okovel” yia véoug yprioteg, Oépata kou pnvopato. H vnpecio ovvdéeton entiong oto
IPFS, étot 0tav dnpiovpynOel véo meplexOpevo 6To GVGTNHA TO KAPPLTGHOVEL ALTOHATA. Me avTo
TOV TPOTO, SLXTNPOVTAS TNV LINPecio mavTa Stabéon, yia TapadeLtypo eKTEAOVTOG T OF TTe-
pipéArrov Srakopoth (server), SrafePardveton 1 StabeoipdtnTor TOL TEPLEYOHEVOU.

Awavopn

H vrnpecia avtr yivetou daBéoun yio xpron wg docker image pécw tov amobetnpiov el-
kovwv dockerhub. Katda tnv extéleon tng elkovog ot xprioTeg Hropolv pécw PHeTaANTOV mept-
BaAlovtog va opicouvv mapapétpoug g vnpeciog 6mwg tn dtevbuvon tov e€vmnpetntn (host
location), Tn dievBuvvon tov blockchain, Tig Stadpopég amobrikevong twv dedopévwv 6To cvoTNH
KoL Tig tomobeoieg Twv vnpeoiev Rendezvous Server ko Contracts Provider.

4.4.5 Concordia Contracts Provider

IIeprypaen - Xto6X0L LIINPECiOG

H vrnpeoia Contracts Provider crotelei pio fonOnrikr) venpeocio n omoio vAomotei éva amtdd
amoBfetnplo yia Tt contract artifacts. Eival ypoppévn oe Javascript ko StoBéter Sbo HTTP end-
points, éva ywa tn petapoptwon (upload) twv artifacts Tpog tnv vinpecio kot éva yioe T A
(download) amd tnv vinpesio. H vanpecio vtootnpilel emiong tnv emoOvaym eTIKETOV 6T
artifacts, 6mwg n ékdoon (version) 1 to kAadi avamtuéng (branch, yuo mapdderypo master/de-
velop). H apyitektovikn Tng vinpesiog gaivetar to oxfpa k.5,
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Zynpe 4.5: Apyitexroviky vrnpeciag Concordia Contracts Provider

H vnnpecio xpnowonoteitat o pio tpocmadeia amoctivéeong g Paciknig epopproyng ov
vAorotet ) vnpecia Concordia Application oo pio cvykekpévn ékdoot twv contracts. O Ao-
yoL 7Tov avtd eivat emlBupnTtd avorttOxOnkav otnv meprypagr) tng vanpeciog Concordia Appli-
cation (kepdharo f.4.9). Qotéco, 1 vnpesia Contracts Provider amoteAei onpeio kevrpormoin-
OMG TOL GUOGTHHATOG, Yot TO AOYo awTd Bewpeital Tpocwpivyy Abon 1 omoia B propovce vo
AVTIKXTOOTOOEL IO ATTOKEVTPWTIKEG ADOELG OTWG 1) HeTaPOpTwoT) TV artifacts oto IPFS kot o
Stopolpacog Tovg amd exel.

Awavopn

H vnnpecia autn yiveton dtabéopun yua xprion wg docker image pécw tov amoBetnpiov et-
kovwv dockerhub. Ot xprjoteg popodv xpnotpomotwvrag petafAntég meptdArlovtog v alAd-
Eouv TTapapETPOUG TNG EKTEAEGTG OTTWG 1) SLAdPOT) ATTOONKEVLOTG TWV HETAPOPTWHEV®V contract
artifacts.

4.4.6 Ganache

ITeprypaen - X1ox01 vinpeciag

H vnnpecio Ganache osrotelel pioe e@oppoyrn teppatikov n omolia eivo péPog tng dwpedv
covitag avolytov Aoylopikov Truffle. H epappoyn dnpovpyel éva tomiko, biwtikd blockchain
T0 omoio akoAovbel To mpoTumo tov Ethereum. Entiong, n epappoyr dpa wg minner oo diktvo,
SrexmepatdvovTag OAeg TIG CLVAAAXYES.

Awarvopn

T T xprion g vanpeciag avtnig avortyyOnke pio véa etcova docker mov Paciletar otnv
emtionpun etkova Tov Sratifetan ad T covita Kot TPosOETEL pHePLKES X PTIOULEG AELTOVPYLKOTNTEG
OMtWG 1) SLVATOTNTA ATOKAALYNG TV KAEWOL®OV OV dnpovpyovvTal katd tnv ektédeon. H vmn-
pecia yiveton Stabéon yix yprion wg docker image péow tov amobetnpiov eitkdévwv dockerhub.
H ewcova mopéyel tn duvatdTnTo TPOTOTOLNONG TOV TUPAPETPOV EKTEAECTG HE XPNOT) HETA-
BAntov mepiparrovtog. Me avtd ToV TPOTO OL XPNOTEG HITOPOLY VoL AAAAEOLV TOV apLlOpd TV
Aoyopracpdv mov B dnpiovpynBotv, to Tocd tov Ether mov Ba AdPet k&Be Aoyapraopog kabang
Kot GAAeg petaPAnTEG.
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4.4.7 Rendezvous Server

ITeprypoaen - XtoéX0L LINPECioG

H vnnpeoio Rendezvous Server amotelel dwpedv AoyLopLkd avolyTod KOdLka To omolo xpn-
owomouOnke (axAA& dev avamtvxOnke) ota TAaicr TNG SUTAWHATIKAG KL LAOTTOLEL TO TPW-
TOKOAAO rendezvous yia TV e0pect) OPOTIHWV XpNoTeV (peers). H vnpecia eivon amapaitntn
ytoe T Aertovpyia Tov IPFS, wote oL opdTipoL XprioTeg (peers) vor LItopoiV vo avarkaADouV Tig
devBivoelg TV LITOAOTTWVY XPNOTOV TOL SLKTLOV.

Awavopn

H vnnpecia avtn eival dtabéoin yiox xprion ammd toug dnpiovpyovs TngG TO60 WG EPAPHOYT
péow Tov amobetnpiov Aoyloptkob npm aAAG kot wg docker image pécw tov amoBetnpiov eiko-
vwv dockerhub.

4.4.8 Awacvdeon vINPECLOV

2TO HOVTEAO TV PLIKPODTNPECLOV, PaoIkd YAPAKTNPLOTIKO elval 1) emkovwvia Tov Eexm-
PLOTOV LINPECLOV KL 1] AVTOAAQYT] HIVUHATOV YO TNV €TLTEVEN TOV AELTOLPYLKOTHTWOV TOUL
CUGTHHATOGC. Xe aLTO TO ke@aiato Ba avadvBel o TpoTOG e ToV omoio oL pikpobmnpecieg emikotl-
VVoLV PeTatED Toug Kab®g KAt 1) UGT) KL TO TTEPLEXOHEVO TWV UIVUHATWV TTOV AVTAAAXLGOLV.

Y10 mapakdte oxfipa (oxfpa f.6) paiveton o yp&gog mov omtikomotei ta kavéhio emtkorveo-
viog peto€d TV pkpodnnpeciov, Kabog KoL To KOVAALA ETLKOLVOVIOG TV HIKPODTINPECLOV e

to blockchain.

o — O

o T L
low Higo LI

Xy 4.6: Tpd@og OnTIKOTOMOoNG TWV KAVAALDV ETIKOLVWVIOS TWV HKPOUTHPECLOV

o

Ed& avalbetou n emikovovia k&Be pucpoimnpeciag:

+ Contracts Migrator: 1 vnnpecio ektelel aitnpo HTTP katd tnv petagpoptwon twv con-
tracts oto Ethereum blockchain, emiong extedel aitnpo HTTP yix tnv petapoptwon twv
contract artifacts otnv vnpecio Contracts Provider

+ Concordia Application: n vnpecio exteAel aitnuo HTTP yio tnv Ajym twv contract ar-
tifacts amo tnv vmnpecia Contracts Provider, exteAel outnpata HTTP yio tnv Sievépyeia
ovvalaydv oto Ethereum blockchain ko téAog dnpiovpyet kavadt UDP emikotvoviog
pe tnv vrnpecia Rendezvous Server yia tnv avakdAvymn opdtipev xpnotov (peers) oto
dixtvo IPFS

« Pinner: n vnnpeoio extedel aitnpo HTTP yux tnv Ajym tov contract artifacts amtd v
vnnpecio Contracts Provider, extelel cutrjpato HTTP yix tnv avavéwon kot mopatripnon
NG katdotoong tov contract 6to Ethereum blockchain ko téhog dnpiovpyet koevadr UDP
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emkovwviag pe tnv vrnpecio Rendezvous Server yio tnv avokdAvyn peers oto dikTvo
IPFS

« Rendezvous Server: n vnpecia diatnpet avorytad kavaiio UDP enikovaviog pe Tovg opo-
TLIHOVG XPNOTEG HEGM TWV OTTOLWV EVIHEPOVEL TNV AMOTH TV SLHBESILWV, EVEPYDOV XPNOTOV

+ Contracts Provider: n vnnpecio dev vmokivel kopia emikovwvia Tapd HOVO amavtd oe
QUTHHOTA ETLKOLVOVICt td GAAES LTI PETLEG

4.4.9 Pon mAnpogopiag

210 Ke@dhato avto B avadvBei ) por) Tng TANpogoping 6to st AdOY® TV TOAXTAGV
LTINPECLOV, TNG KATATUNGNG TNV TANPOPOPLAG KL TV SLUPOPETIKOV ONelwV amobnikevong g,
1 por} TNG TANPOPOpLag 6TO CVGTNHX XkoAoVOEL Evar GXETIKA TEPITTAOKO HOVOTIATL (G€ GXEOT) e
KAXGOLKEG, HOVOAOLKES, KEVTPOTTOLNUEVES EPUPHOYEQ).

Apyika Ba yiver avagopa ot Sadikacio amodnkevong twv véwv mAnpogopiov. H pova-
dkn) TNy Topoywyns 8eSopEVEY 0TO GUGTNHA £LVal OL XPHOTES KL KAT ETEKTUCT) 1) LTTNPECLQ
Concordia Application, epocov eival 1 povadikr] vanpecio pe Tnv ool avtol AAANAeTLSpOLV.
To dedopéva ov dnptovpyodv oL xproteg (TAnpopopieg xpnoTav, Tithot Oepdtwy Kot mepLexo-
HEVO unvupatwv) katatpnlovtot tpy amobnkevtovv. H mAnpogopio mov elodyeton 6T0 c0G TN
kotatpniletor oe dvo pépn. Eto blockchain amoBnkedeton évag deixktng mpog ta dedopéva, eved To
mpoypotikd dedopéva amoBnievovron otn Pfaon OrbitDB. O deiktng ektdg od TNV dpeon xprnot-
HOTNTO OTNV e0PECT) TV deSOUEVOV, TTAPEXEL KOL TNV EUUECT) AELTOLPYLKOTN T TNG OMpLovpyiog
ATOPALTNTOV HETADOHEVOV OTTWG 0 aPlOpOG TV OEPATOV GTO GOGTNHA 1] TOV HIVUHATWV € VOl
Oépo.

Ao TNV TAELPA TNG EVPEST) TV TANPOPOPLOY GTO GUOTNHA, 1) POT) elvol wg e€ENG. ApyLKQ,
elval amapaitntn 1 avalntnon oto blockchain ywx tnv ebpeon tov deiktn mpog ta dedopévar.
‘Enerta, ta dedopéva propovv va avaktnBoov péow tov IPFS amd tov ekdotote Xprotn 1 ortd
kéorolov Pinner.

Téhog, mapakdTm divetal éva Tapadelypa ELoaYwYNG TANPOPOPLOG GTO CUGTNHA KOL ETTELTOL
avaKTNoNG NG WSag TANpoPoping.

Eotw, yxprotng mov dnpovpyei véo Bépa. Ta dedopéva mov mapdyovtal eivon o TiTAOG TOL
Oépatog Ko To TEPLEXOHEVO TOV TTPAOTOL PNVOHATOC. Metadedopéva Tng dnpiovpyiag eivat 1 Siev-
Buvor Tov/tng dnpovpyot Tov Bépartog. I TNV amobrikevon Tov Bépatog 6To GOOTNHA dNpovp-
yeltan mpota cvvaliayn oto blockchain wote va dnpovpynBOel pice véa eyypapn otov mivoko
twv Oepatov. H eyypagn avtr dev mepiéyel timota mopd povo tn dievbuven tov/tng dnpovp-
you xpnotn. Av 1 cuvoddayn eiva emtuxnc, Bo emtoTpogel 0 avEwv aplBpodg tov véouv Bépartog.
‘Eneita, otnv npocwmikr Baon OrbitDB tov/tng xprjotn kot otov wivaka Towv Bepdtwv Oo mpo-
otebel eyypapn pe avoyvoplotikd tov adéwv aplBpd tov Bépatog 6mov o amobnkevtovv TaL
Sedopéva Tov TiTAOL Ko TPGTOL PNVipATOC. ETo oyfpa k.7 mapovsidletar ypagikd i Siaduka-
ola.
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Zynipa 4.7: Aidypaupe axodovBiag Snuovpyiag Oéuarog

Eotw, xpnotng mov embupei va StaPdoer To ponyodpevo prjvopa. Apxikd, mpémet vo dio-
BaoTtel o wivakag Oepdtwv and to blockchain. H mAnpogopio avtr) epmhovtieton amd ta dedo-
péva Tov k&Be Bépartog, Ta omola avakTOVToL otd TIG Tpoowrikés Paoelg Orbit k&Be xprotn.
‘Emerta, epooov to Oépa Ppedei ko 0 ad€wv aplBpodg tov eivar yvwotog, mpémel va Staffactodv
oo 1o blockchain ta petadopéva twv pnvopdtwv tov Bépatog kot cuykekpipéva 1 Stevbvvoelg
TV dNpLovpy®v Tovg. Télog, péow tov IPFS mpémel va yivel avtiypogr] Towv tpocwmikdv fhoewy
TV SMULOLPY®V TOL K&Oe pnvipatog kot va avalntnBovv oe avTég Ta eKAGTOTE PNVORATO. 2TO
lopa]ied @ QOUVETOL TO JLALYPOPHO POTIG TNG TTANPOPOPLAS KATA TNV AVAKTNOT) TTANPOPOPLOV ATTO
TO GUCTNHCL.

40



Concordia Ethereum ]
- ) OrbitDB
Application Blockchain
User i i i
> 5 i
Get topics > |
Read topics list U '
D oo :
Return topics list | '
; >
- - - -
| Retrieve topics data
(€ - [ttt
L SEEEEEEEEEEEEEEEEEEED ! Return topics data |
Return topics . '
N ! i
Lal N 1
Get topic - —> !
Read topic's posts list I
........................ o ;
Return topic's posts list . I
> I
Read posts metadata |
------------------------ - !
Return posts metadata | '
; > |
T A Ll
| Retrieve posts data
€ e
| Return posts data |
(€ o ! !
Return topic . . .
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