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ITepiAnyn

Tig tedevtaieg dexaetieg, 1 paydaio avamtuEn Tov dradiktdov petéPfaie pLlikd TIg avBpo-
TILVEG KOLVWVIES, HECW piog TANOOPAG Yn@Lok®dV EQAPHOY®V, OL OTOLES, GTN GUVTPLITLKT] TOVG
TAELOYNQLa, TPOGPEPOVTOL ATTO TOPOYOVG VINPECLOV VITOAOYLOTIKOD VEPOULG, akoAovBmvTag
TNV APYLTEKTOVIKY TTEAQTN-ELTTNPETNTY).

MoAovotL vt To HoVTELD LAOTOLNGNG €xel auodelyBel Wlaitepa Aettovpytko kot €xet PBeA-
TwwBOel akloonpelota avd Ta Xpovia, 1) CUYKEVIPWTLKT] TOL AOYLKT) GUVOOEVETAL ATO Pia CELPX
npoPAnpdatwv. Ipodta ar’ OAa, o xpnotng kaeitar va epmiotevdel Toe TPOSWITLKA TOL dedopéva
oe pia eEwtepiin) ovrotnta. Exeivn, Statnpovtag tov mAnpn éleyyxo et auTdV, amokTael TN dvva-
TOTNTO VO To eme€epyleTart, vo To dtofpolpaleTo Ko vo Toe AOYOKpivel, elte yia va eEumnpetroel
TOL GUHPEPOVTA TNG, ELTE YLt VO GUHHOPPWOEL pe dAAeg apyég oL TG aokovv e€ovaia. EmurAéov,
amovolalel 1 eyyvnon tng dxbeoipotnroag Twv dedopévwv, Kabdg, ava Taoo oTLypr, o eEumnn-
PeTNTNG Htopel va amroovuvdebel yla adpLoTo Xpovikd SLAG TN Kol AOY® TTOLKIA®Y oUTLOV, OTTWG
Kool kuPepvoenifeong 1} KATOLAG PUGIKNG KATAGTPOPHC.

Avtol eivou pepikol Paotkol AOyoL TOL GLVETEAEG QY GTNV ToXElot AVATTTUEN VOGS GUVOAOL KalL-
VOTOH®WV AOYLOPLK®V ovoLyToU Kdduka, to omoia facilovtol oe texvoloyieg 6mtwg to blockchain
Kot To SikTLa OPOTIHWV KOPPwV. Ta Tapamdvw, av Kot Bplokovtal 6e GYETIKA TPOLHO GTALO,
amroTeAOVV 1)1 LoXLPA epyaAeior SHLOVPYLAG KATAUVEUNHEVWV KOL ATTOKEVTPWHEVOV EQUPHLOYDV.

210X0G TNG ToPoLoNG SITAWHATIKNG epyaciag eivat 1) VAOTOLNGCT) PG UTOVOHNG KOLVWVL-
KNG TAXTPOPUAC, 1) OTTOLAL, AELOTTOLOVTOG TEXVOAOYLES ATOKEVTPWATG, aPevOg Do emoTpéPeL TNV
KUPLOTNTO TV TTPOCWILKOV deSOPEVWV GTOV XprjoTh, apeTtépov Do mapéxet tn SuvatdtnTo Sie-
VEPYELAG SLPaVOV SNHOKPATIKGOV YN@opopLdv. Avtd péca oe éva mhaiolo avlekTikd, T060 o€
oc@aApoTo kol enBEGELS, 000 KOL G€ ATTOTELPES AOYOKPLOLNG KOl TTOPOITOLNGNG.

H avantvyBeica mrotikn epappoyr «Concordia» mpooeyyilel Tov Topotdve 6TdX0 GUV-
dvalovtag ta Ethereum ko IPFS, ®ote va opicel évav amokevipwpévo Ynelakd xwpo, TG0 o

QPXLTEKTOVIKO OGO Kotl TTOALTLKO eTtimedo.

AéEerg-Kherdra: Anokevtpomoinon, Ethereum, Blockchain, E€umtvo Zupfoiato, Aokevipwpévn
Egappoyn, IPFS, OrbitDB, React, Redux, Jenkins



Abstract

In recent decades, the rapid growth of the internet has radically changed human societies,
through a plethora of digital applications, the vast majority of which are offered by cloud com-
puting service providers, following the client-server architecture.

Although this implementation model has proven to be highly functional and has improved
significantly over the years, its centralized logic is accompanied by a number of problems. First
of all, the user is required to trust his personal data to an external entity. Maintaining full control
over them, the latter gains the ability to process, share and censor them, either to serve its own
interests or to comply with other authorities in power. Furthermore, there is no guarantee of
data availability, as, at any time, the server can be disconnected indefinitely and for a variety of
reasons, such as a cyber attack or a natural disaster.

These are some of the key factors that have led to the rapid development of a wide range of
innovating open source software, that are based on technologies such as blockchain and peer-
to-peer networks. The aforementioned, although at a relatively early stage, are already powerful
tools for creating distributed and decentralized applications.

The goal of this thesis is the implementation of an autonomous social platform, which, by
utilizing decentralization technologies, on the one hand will return the ownership of the data to
the end user, on the other hand will provide transparent democratic voting processes. These in a
context resistant to both faults and attacks, as well as attempts at censorship and falsification.

The developed proof of concept application “Concordia” approaches the above goal by combin-
ing Ethereum and IPFS, in order to define a digital space, that is decentralized both at architectural

and political level.

Keywords: Decentralization, Ethereum, Blockchain, Smart Contract, Decentralized Application,
IPES, OrbitDB, React, Redux, Jenkins



Evyoaplotieg

Ye avto6 To onpeio O O¢Aape va evyaploTHoOLE eYKapSiar OAOVG ekeivoug oL cLVEPaAAOY

OTNV €KTTOVNOT) TNG TAPOVOOG EPYATLOG:

« Tov emPAémovrta kaBnyntn pag, k. Anpakn Xprioto, yia tnv evkoipio Tov pog £dwaoe vou
aoxoAn0Oolpe e TO GLYKEKPLUEVO OEpa KL TNV ePLETOGUVN TTOL pog €8eLEe ard TNV apym)

péXPL TO TENOG.

« Tn NwoAaidov Mehiva, yix tn oxediaon Tov AoydTumtou Tng eQappoyTg ko T dnuiovpyio

OTHOVTLKOD TUNHATOG TWV CYXNHATOV TOL TTAPOVTOG EYYPAPOUL.

+ Tig okoyéveleg koL TOLg PIAOLG pag, Y TNV apéplotn LALKN kot nlwr) vrootpEn mov

pog tpocépepay ko’ OAN TN dLdpKeELd TV OTTOLODOV PG,

« O évag tov GAAov, Yot TNV QPTLOL ETTLKOLVOVIA KoL cuvepyaoio, KoaBOg KoL Yyl TV vio-
HOVT) KOl TNV ETLHOVT], XOPUKTNPLOTIKE KOBOPLOTIKNG ONHAGLAG Yot TNV ETLTUXT) TOPELa

™G SUTAWHATIKNG.
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Kepaiato 1

Elcaywyn

1.1 TevikX

H oApotddng avamtugn touv Stadiktdov dtoapdppwae éva olokaivovpylo Tomio oe kabe Topéa
™G avBpdILIYNG dPacTNPLOTNTAG, TAPEXOVTOG EVa avapiBunto TANB0C epaploy®V Kol LI PE-
owwv. Ta péoa Kovwvikng dikTd®ONG, To NAEKTPOVIKO TaryLdpopeio, ) YngLak) eldnoeoypagia, o
SLopOLPAGHOG Py ELWV KL OL VTN PEGLEG TOAVHECWV PONG, AITTOTEAODV OPLGHEVOL OTTO TOL GT)HALVTL-
KOTEPX - KO TTAEOV AVOUTTOGTIOGTA - KOPHATLO, TTOL GUVOETOLV TNV YN@PLOKT) TTUXT) TNG CVYXPOVIG
KoOnpepvoTnTOG.

Katd x0pLo Aoyo, To povtéAo ov akoAovBolv oL Tapartdve TeXVoAoyieg eival autd TG op-
xlrektovikng eAatn-eEumnpetnty (client-server architecture) ko Tpocpépovron amd mapdyovg
LN PEGLOV LITOAOYLETIKOV VEPOULG (cloud computing service providers). Avtod onpaivel 6TL oL ata-
paitnteg Aettovpyieg Toug, dnAadn 1 eme€epyacio (processing), n amwodnkevon twv dedopévwv
(storage) ko To TPWTOKOAAO emKOLVWViNG (communication protocol) vAomotodvtan emti evog G-
ykevtpwtikot (centralized) mAouciov, k&tL tov Tovg Tpocdidel opiopéva a€loonpeiwta TAgove-
KTApoTo (JT.X. EVKOALAL AVATTTUENG, GUVTHPNOTG KOL OTTOCPUAUATWOOTG).

2TIG péPEG HOG, WOTOCO, Tapatnpeital TopdAANAa pic Téon Snplovpylag eQoPROYDOV TOL
aKOAOVOOVV ATTOKEVTPWTIKA PHOVTELX AELTOLPYIOG, GTX OTTOl0L TO processing Kot To storage Koto-
VépovTaL o€ €V 6UVOAO KOPPwV oL emtikotvwvoLy opodtipa. Evtog, Aowurdv, avtng tng téong, ava-
nruccovtal e Toxelg pubpole Sidpopa AOYLIGHLKE, TO 0TTola GLUVOETOLY EVal VEO, ALTTOKEVTPWTLKO
olkoovoTNHo. Auto mepthopPavel (peTaEd GAA®V) TOGO KOUVOTOHA TPWOTOKOAAX arodnkevong
dedopévwv (.. IPFS), 660 kot mAat@Oppeg avatTuEng kot eKTEAEOTIG ATTOKEVTPWHEVOV EQGOPHO-

yov (1.x. Ethereum blockchain).



1.2 Ilepi amokévipwong

Av KoL 0 6pogG «OITOKEVTPWOT)» X PT|CLUOTTOLELTOL EVPEWG GTNV ETLOTHIN TWOV LITOAOYLOTAOV KO
ota Kpunroomovopmd (cryptoeconomics), cuviBwg opileta apketd acopnc[2]. Ztnv Tpaypa-
TIKOTNTA 1] aokévTpwon (1], avtioTolya, 0 CLUYKEVIPWTIONOG) prtopel va tomobetnOel mdvw ot
Tpelg EexwPLoTOVG AEOVEG, OL OTTOLOL ELVOIL GE YEVIKES YPOUHEG aveEAPTNTOL O EVaLG ATTO TOV XAAOV.

Avrotl éyouvv wg e€nc:

) ApXLTEKTOVIKT ATOKEVTPWOT): ATTO TOGOVG PLGLKOVG VITOAOYLOTEG aToTeAeiTOL éval GU-

otnpe; IIocot amd avtodg Propovv, ava TAoo GTLYT, VO XOAXGOUV KoL £KELVO var avTEEeL;

B) HoArtwkn arokévipwon: [Ioca dtopa 1 opyovicpoi eEAEYYXOUV TOUG VTOAOYLOTES OITO TOUG

omolovg atoteAeiton To CVGTNH;

7) Aoywn amokévipwon: H Siemagr] ko ot dopég Sedopévwv Tov cueTHHATOG potdlouvV me-
pLocoOTEPO e Evar HOVOALOLKO arvTLKELpEVO 1) Vol AHOPPO G VoG, Av, dnAadn, To choTNpHa
(ovpTEPLAAPPAVOHEVOVY TOV TTAPOXWV KL TWV XPNOTOV) «KOTel TN péat», B cuveyxicovv

Ta OO0 POA VO AELTOVPYOVV TTANPWG WG oveEAPTNTEG HOVADEG;

TN mopaderypa, to BitTorrent eivor amokevipwtikd wg tpog 6Aovg Touvg doveg, eved éva CDN
(Content Delivery Network), eivow povo apyitektovikd kot Aoy, opot eAEyxeToL otd KAToLo
etoupeia. Pvoikd, n évvora propel vo yevikevOel Kol vor AGLE Yot TOKEVTPWOT) PLOG eTTLYELPTOTG
(ovvnBwg TARpwS cLykevTpwTIKN) ) plag YAOoooG (6LVvhBwg TANPWS ATTOKEVTPWTLKT).

H emloyn tng Sopng evOG GLUOTHHATOG WG TTPOS TNV ATOKEVTPWOT Tov Paciletal oTIg ekd-
OTOTE AVAYKEG KOl GTOVG GTOXOVG TOV. MepLkd LoYVPE TAEOVEKTHHATA TTOV JLATLTTOVOVTL GUY VA

YLt TO QTTOKEVTPWTIKA CUCTHHATA elvol Ta €€NG:

« Avoyxn oe o@aApota: To apyLTEKTOVIKA ATTOKEVTPWOIEVO CUOTNHATX Elval ALyOTEPO TIL-
Bovo va amotdyovv Tuyaia, eneldn Pacilovion ce TOAAG EexwploTd oTolxeio oL eivor

atifovo Vo ToPoLGLAGOUY GPAALATA TAVTOYPOVAL.

+ Avtoxn oe emBéoeig: To kO60TOG piog emibeong, mov €xel WG GTOXO TNV KATAGTPOPN 1
TOV XELPLOHO VOGS OUITOKEVTPOTLKOD GUGTHRATOG, elvat TTOAD akpLPo. Avtd cupPaivel emeldn
dev vmdpyel kdolo evaicOnTo KeEVTPLKO oNpelo 6TO omoio va propel v TporyportomoinOet
pio emiBeon, 1 omola va éxel KOGTOG TOAD XOUUNAOTEPO ATTO TO OLKOVOHLKO péyeBog Tov

TePLPAALOVTOG CLGTHHATOC.

+ ATOUvoiO XVAYKNG EKXDOPNONG EPTLOTOCVVNG: Ze £VaL LOAVLKO TTOALTIKA ATTOKEVTPWHIEVO
olOoTNpo oL Xprjoteg de XpeldleTon vo EUTLOTEDOVTOL KATTOLX KEVTPLKT) Op)T] YLot TNV €TTe-

Eepyooia kot TNV amoBnkevon Twv dedopévav.

T «kpumTootkovopLcd» elvon 1 TpaKTIKY Mot TG SNpiovpyiag KaTavepnpuévey GUGTHRATWY, oL WLOTN-
TEG TWV OTOLWV eEACPAMTOVTAL PE OLKOVOULKG KIVITPOL, EVE OL OLKOVOLKOL TOUG UNXOVIGHOL VOl KPLTTTOYPOPLKE

eyyunpévor.[[1]



+ AVTioTon 6& GUUTALYViEG: elval TOAD 70 SOGKOAO YLt TOUG CUUHETEXOVTEG OE OITOKE-
VIPWHEVA CUGTHRAT VO GUVEPYXGTOVVY YLO VO EVEPYNOOLV HE TPOTO TTOL TOVG WPeAel o€

Bépog GAAWV GUPPETEXOVTOV.

ISiaitepa T TeEAeLTORO X POVLAL, TTOPATNPELTOL Pict EVTOVI OVAYKT) VAOTIOLNONG OTTOKEVTPWLE-
vov epappoyov (decentralized applications), oL omoieg, Tépa amd TAL APYLTEKTOVIKA TAEOVEKTH-
HOUTOL TTOL TLG X0 paKTNpilouv (.X. oTabepdTnTa, AcPAAELR, ETEKTAGIHOTNTA), ATOGKOTOVV GTNV
entitevEn MOALTIKNG OTOKEVTPWOTNG. AUTO TNYALEL TOGO ATTO TV OVAYKT) TTPOACTILOTG TWV AP DOV
IOV KATAGTPATNYOOVTOL OTAV T SeQOHEVA VITAYOVTOL GTOV EAEYXO KATTOLXG KEVTPLKNG dloyeipt-
ong (1m.x. Tng eAevBepiag Tov AOYoU, TNG AVOVURING KoL TG WOLWTIKOTN TG TOL XPHOTH), 0G0 KoL
amd TNV avaykn dnpovpylag dadlkacldy Tov amaltoby yKLpOTNTA Kot B VTIKOTNTA, OTTWG
00wV oyetilovTton pe TNV awtodloryeiplon kol TNV apect Snpokpatio. QG amdyelo TOV TOPaA-
VW, PITopoLy va BewpnBolv oL AeyOpeveg amokeVIpwTiKES avTovoues opyavaoels (decentralized
autonomous organizations 1 DAOs), ot omoieg aroteAoOV pia poper) oc}\ymcpocrmr']gg 0pYavVWOTG

Baociopévng oe texvoloyieg amokévipwong kat, kupiwg, oto blockchain.

1.3 Oplopog tov TPoPANPATOG

Ou mteplocotepeg dradedopéveg TAaTPOppeg emikovaviag (kowvwvikd diktva, mailing lists,
forums x.&.) eival wg el T0 TAEIGTOV CLYKEVTPWTIKNG HOPPNG, TPAYHX TO 0Tolo KabloTd arva-
ykoio Tnv OTapEn KEVIPLKOV ap)dV TOL va TIG dtoryeLpilovTal Kot va TS GLVTHpoDV.

IMopd T OeTiKd TNG XAPOKTNPLOTIKA, 1) KEVTPOTOLNUEVT AOYLKT] €VOG TETOLOL GUGTHHATOG
aPeVOG GLVOOEVETOL OO TTOLKIAQL LELOVEKTIHOLTO TEXVIKNG VO ENS (APXLTEKTOVIKOG GUYKEVTPWTL-
OHOQ), apeTéPou eyeipel coBapoic TPOPANHATIONOVS OXETIKA HE TH) SLOLXELPLOT) TV TPOCKOITLKOV
dedopévwv TV XpNoToV otd TIG KEVTPLKEG apXEG (TTOALTIKOG oLYKeVTPWTIopdC). Ta PacikdTepa

amd To ToPATTAV Ba prropovoay va GLVOYLETOOY WG eENG:

« 'EMeyn aopaderag: Ta ntpocwmikd dedopéva TV XpnoTtov propel vo vitokAarovv eot-

Tlog Kaurolag kuPepvoemnifeon.

« EM\ewfn draBeoypuotntog: To cOOTHHA PITOPEL VAL OTAPATHOEL VA AELTOVPYEL TTPOCWPLVA

1 HOVIHOL Yla TEXVLKOUG, OLKOVOULKOUG 1} VOULKOUG AOYOUG.

« EM\ewfn gpmiotootvng: O kevipikég apyég éxovv tn duvatdtnta v mapokorovfodv
TOUG XPrioTeg, va dafdlouv, 1) akOpa Ko var SoeppEéovy T TTPOCWITLKA Tovg dedopéva ev
ayvoix Twv tedevtaiwv. Ot de xprioteg de dtabéTovv Karvévay TPOTTO e TOV OTTOLOV VO HITO-

povV va Tig epmiotevfoiv pe PePatdTnro.

20 épog «alyokpartio» (algocracy) avopépetal oe evarllhakTikég poppég SiaxvPépvnong mov Pasilovron otn
xprion adyopibuwv.[3]
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« EAAewdm eyyonong tng avbevtuodtnrog tov dedopévov: Ot kevpikég apxég éxouv tn du-
VOTOTNTO Vo TPOTOTOLoVY Tar dedopéva katd PoOANGT KATL TOL €XEL WG ATOTEAEGHA VoL

UV vTapyeL eyyOnon wg pog TNV avfevtikoTnTa 60wV PAETOLY OL XPHIOTEC.

« EAAewym eyyonong g eAevbepiag tov Aoyou: Ot kevipikég apyég éxouv tn duvatdtnTa
vo Aoyokpivouv ta dedopéva, eite PAoel TV CULPEPOVTWV TOVG, eiTe PAOEL LITOXPEDTEDV

TOUG TTPOG TPLTOLG.

EmumAéov, 0mwg yivetal @ovepo, oL aduValieg TOL GUOTAHHATOG WG TPOS TOV TOALTLIKO AEova TO
KoOLoTOOV aKATAAANAO Vo ToPEYXEL GTOVG XPTOTEG XVOEVTIKES KOl ETTLKVPWOOLUES ONHOKPATLKES
Swxdicacieg. Tétolov eidovg Sradikacieg Oa propodioe va NTav amd amAég Yneogopieg, péxpt

oVvBeteg dradikacieg avTodioyeiplong Tng TAATPOPRAG.

1.4 310x0g TNG SIMA®UATIKNG

210X0G TNG TopoLO G SUTAWHATIKAG epYaciog eivor 1 dnpiovpyio piceg LTOVOHNG KOLVWVIKTG
TAXTPOPHaC, 1 omola, Poacilopevn oe texvoloyleg amokévipwong, Ba Aettovpyel aveEdpTnToa
aTTO KEVTPLKEG OUPYES, TAPEXOVTAS OTOVG XPNOTES TNG TTATPY) eAevBepior TOL AOYOUL Kot KLPLOTNTOL
erti Twv dedopévav toug. IlapaAinia, Oa Tapéyel pioe TAATPOPHA YL VO VUpEG Kol aLOEVTLKEG
Uneo@opleg, ev SLVAEL LKOVAOV VO ATTOTEAEGOLV EVa EYKVPO, EUTTLOTO KoL GPECO ONHOKPATLKO
Bripoe AYmg amopaoewv.

H proof of concept (PoC) epappoyn mov avamtiydnke yio tnv enitevén 1oL TOPATAVE GTO-
XOU ovop&leTal Concordiaf ko Aeltovpyel pécw €VOG GUVOVUGHOD OUTTOKEVTPWTLKOV TEXVOAO-
yLov. ITio cvykekpipéva, oTov emefepyacTiko TUPHVA TNG KOL GOV GTJHELD AvopopaG aELOTTOLEL TO
Ethereum blockchain, evo yio tnv amofrkevor tov peyadbtepov Oykov TV dedopéVmV Y pToLHO-
motel to IPFS péow tng OrbitDB. H 8¢ diemapn tov xprjotn vAomoteital pe ocvyyxpoveg pefddoug

web development oe JavaScript (React, Redux k.&.).

1.5 MeBodoloyia TnG SIMAWHATIKAG

Evavopa tng mapodoog epyociog amotéAess 1) TapatnprioT TG APXLTEKTOVIKHG SOHNG TV
oVYXPOVOV SLASLKTUOKOV EGAPHOYDOV KOL 1) aVAYKT) dLEPEVVIONG TOV EMUTTOCEDV TNG GTOV Te-
AKo xprioTn.

Apyiké, opicTtnke pe cagrivela to mpoPAnpa (Evotnta 1.3) ko 0 6TdX0C TG SUTAGPATIKAS
(evotnta 1.4), Aapfavovtag TNV armdPacT) Vo TEPLOPIOTEL GTOV TOPEN TWV PEGOV KOLVWVIKTC St-
KTOWONG kKot TNG YneLokng dnpokpatiog.

%H Concordia eivon n 8ed tng apyaiog Popaikfc Opnokeiog mov mpocwmnomolel Tnv opdvole. STy eAANVIKY
puboloyia tawvtileton pe trn BedtnTa Opdvowa 1 tn Bed Appovia.
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211 cuvéxela, TPOYHATOToLONnKe EPELVA TOL XWOPOL TWV KITOKEVTPWOHEVMOV TEXVOAOYLOV KoL
Eexivnoe 1 Sadwkacio tng oxediaong tng eQoppoynG, HECW TNG ETAOYTNG TOV HOVTEAOVL TNG Te-
xVvoAoylkng oToifag Kot Tov KatdAANAov Aoylopikod oe kaBe emimedo Tne.

AxohovOnoe n Sadikacio vAomoinong g mAotikng TAat@oppag Concordia, pe 6TOXO vou
KOTXOTEL O PXLKOG OXESLACHOG TPAYHATOTOLGLHOG,.

Télog, e€NxOnooav cupmepdopoto kot dStotu®ONKoy TOVEG HEAAOVTIKEG ETTEKTAOELS YLOL TNV

EQOPHOYT).

1.6 Toumoypa@ikég mapadoxég

H cvuyypagn tov mopdvTog eyypapov £yve 6To NAEKTPOVLKO, TUTTOYPaPLlkd cvotnpo BIEX.
210 €€NG, TO TaPOV EYYPAPO, 1| EPYOCIX GTNV OTOLX AVOPEPETAL TO £YYPAPO ALTO, OTWG KA
07t0L0dNTOTE PEPOG TNG EPYATLAS VLTS, Bot AvoLPéPOVTaL GTO KeIPEVO WG «OUTAMUATIKN» 1) «TTTL-
XLOKT)» 1] «EPYUCLO» 1) «AVOUPOPLL».

O mnyaiog kOSKAG TOL TAPOVTOG eYYpPAPoL propel va Ppebdel oto avticTolyo amobetriplo

KOSKA TNG SUTAWHATIKAG spyocciocgg.

1.7 Opy&vwon kepolaimv

H topodoa SUTAOPATIKY EpYOGLO OPYAVOVETOL GE KEPAAOLA, EVOTNTEG KOIL VTTOEVOTNTEG, OTTWG

avté Statvmdvovran ota [Heprexopeve. ITo cuykekpipéva:

« 270 eloaywyko Ke@aAoato 1 yivetal pict 6OVTOUN avAALGT) TOL OPOL «OITTOKEVTPWGT)», ict

TEPLYPOPT] TOV TPOPANHATOG KOl Pict TAPOLGLXGT) TOL GTOXOL TNG EPYRTLNG.

+ To KepaAawo 2 oyetileton pe to Oewpnticd vopabpo, to omoio mepthapPavel OAeg Tig

EVVOLEG TTOVL €lVOlL QUTAPALTNTEG YLt TNV KATAVONGT TV dladlkaol®dv Tng oxedlaong Kot

MG vAomoinong NG epappoyg.
« 210 ovodteton 1 dadikacio Tng oxedlaong Tng EPUPHOYTG.
« 210 nepLypagetol 1 dradikacio vAomoinong tng mhotikng epappoyng Concordia.

« 210 napovsLalovtar Ta supmephopata G epyasiog (5.1), kaBdg ko Sigpo-
pec mbavéc peAhovtikéc enekthoeic (6.9).

« Té\og, o Hap&ptnua Alrepiéyel otiypiétuna 006vng TG LAOTOMPEVNG EQaPHOYTG.

4 Anpéoto amofetrplo kdSika avapopdg Tng SitAwpatikig https://gitlab.com/ecentrics/thesis-report.
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KepaAao 2

OewpnTtiko VLOPabdpo

2.1 XuvapTNoELg KATAKEPUATIOHOD

O kpumttoypapikéc ocvvaptioelg katakeppatiopot (cryptographic hash functions) eivou et-
JLK1) KaTnyopiot cLVAPTHCEWY KATAUKEPHUATIGHOD GXESLOGHEVES YLAL XPT|OT) OTNV KPULILTOYPAPLL.
Amote oV poOnpatikég cUVAPTHOELS TTOL dEXOVTAL WG £lc0do dedopéva Tuyxaiov peyéBoug ko

enmloTpEPovy oLpPoAroceLpég oTabepo prjoug.

Tuxaio péyebog Y1aBepd pnKkog
Mnvupa Hash
) RS > |7 77936685a948517d
............................ d8bA2904F85933ea

............................ eB0198b1

Mn avtioTpéyiyn diadikaocia

Zynpa 2.1: Aeitovpyla ovvapTnONG KATAKEPUATIONUOU

OL TY€C TTOV EMLOTPEYPEL T) CUVAPTNOT) KOTOKEPUATIOHOD OVORALOVTOL TULES KATOKE PHATIOHOV
(hash values, digests 1} atAd hashes). Mio 1ldavikr) kpuTTTOYPAPLKT] CUVAPTNOT) KATOUKEPUATIGHOD

éxeL TIg €€Ng Paoikéc dLOTNTEG:
« Eivou vreteppuviotikn, dniadn 1 idia eloodog mapdayetl mavta tnv idwa €€0do.

« Eival pn avtiotpéyipn, dnladn eivor Tpaktikd avéQLkto v bitoAoylotel 1) elcodog dedo-

pévNg pog e€6d0v.

 Eivouw apgpovoorpoavn (1-1), Sniadn oe d00 SixpopeTikéc eL0OSOVE AVTLIETOLYOVV TAVTOL

dvo evredwg dragpopetikég ¢Eodot.
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+ Eivou amodotikr), dSnAadr) o vtoloyiopog tov hash onolacdnmote elcddov eival ypriyopog.

......... > > 4789 trc4 89a4 9045 "bcl2

AOUAEIG 0OU EfVal 1oy nave
0d74 59af cc35 0aeb ~6ab8

AOUAEIG Gou gival ou ‘nave
VO KPUBEIG TA TPWTA TWV
KaBIEpWHUEVWV.

........ > > 9846 1dd9 3d75 30fd  eabd
bfae 5d4b 2e29 160c deba

ADOUXEIG GoU Eival HouU  Iave 6507 96ds b81o 1876  beb
I ] > | SHA1 ) o 2| 1ea0 1354 6108 o8ta acds
KAQIEPWHUEVWV-

Zynua 2.2: Hapaderyua Aeitovpyiag cuvapTnons KATAKEPUATIOUOU

Mio amod Tig SNUOPIAEGTEPES OLKOYEVELEG KPUTITOYPAPLK®OV OAYOPIOp®V KOTOKEPHATIONOD &i-
vou owtr] twv Secure Hash Algorithms (SHA), n omoia tepihapféver tovg SHA-0, SHA-1, SHA-2
ko SHA-3.

2.2 Aocbppetpn kpuntoypapia

H aotppetpn kpuntoypapio (asymmetric cryptography) rj kpumroypagio Snpodciov kAetdov
(public-key cryptography) amoteAel kpumtoypagikd cvotnpa tov Paciletal atn xprion evog Lev-
youg kAediiv (key pair), tov dnuéotov (public key) ko tov idiwtikot (private key). Avté to kAetdud

elvor padnpoatikd ovvdedepéva wg e€ng:
+ To WiwTid kAeldi de prmopel v TpokOYel yvwpilovtag To dNHoOcLd Tov
« 0,11 xpumttoypagnBei ad to éva prtopei va ook puntoypogndei povo ard to GAAo

H dnpovpyia evog {ebyoug kAeldiov emitvyyavetol pécw pog yevvizpiag kAeididv (key gen-
eration function), 1 omoia ypnoomnotei edikovg alyopibpovg (m.x. RSA), dexodpevn wg eicodo
évay Tuyalo aplBpod. Amo ta mapoyOévta kAedid, To dnpodoto yvwotonoleital oe TPITOUS, VK TO

LOLWTIKO TTAPOPEVEL HUGTLKO.
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T g >

/? ) Anpéoio KAEIBT
N ’ Angoocionofnon
>~ o€ TpiTou
[58834D85E734F8 | oo > Q‘ - erovs
MeydAog Tuxafog apiOuédg ‘ | N T

Fevvhmﬁld)v 2= > ﬁ‘ﬂ

131wTIKO KAEIST

Xyripa 2.3: Hapaywyr actppetpov {evyovs kAeidiv

O xpriotng propet va ypnotpomotnoet Ta kAetdid yia dvo factkods okomoig:

a) T va amokpuTTOYypaPrioeL PNVOHATH AAADV XPNOTOV, Ol OTTOLOL TO KPULITTOYPAPNCALV
XPNOLHOTOLOVTOG TO dNPOcLo kAewdi Tov. Me arvtdv Tov Tpomo eEacpalileTal 1) eumioTeVTI-

kornta (confidentiality).

B) T v vitoypdafer Ymerakd évo privopa, Kpurtoypa@ovtoag to hash twv dedopévwv tou pe

70 WLTkd Tov kAewdi. Etol, o mapadnimtng Tov pnvopatog propet péow tg Anebeicag

yneiaxrg vroypaers (digital signature):

i. NoemaAnBedoeL tnv TovTOTNTH TOL ATOGTOAEN, ATTOKPUILTOYPOPDOVTOG ETLTUXDG TNV
ynorokn voypoagr] pe to dnpocto kAewdi Tov tedevtaiov. EEacpalileton étol ) mi-

oromoinon (authenticity) tng mpoédevong twv dedopévwv.

ii. No emPefordoet 6TL 10 pfvopa éptace avarlloiwto, epocov To hash twv dedopévwv
ovpmintel pe to hash evtog g Ynerakng vroypagng. Me avtdv tov tpomo eEacpa-

Aletan 1 axeparotnre (integrity) Tov dedopévwv.

Me tov cLVSVAGHO TV TAPATTAV®, Aépe OTL SVO XPNOTEG HITOPODV VAL ETTLKOLVOVOVV HeTAED

TOVG [e kpumToypdgnon ar’ akpn o akpn (end to end encryption).
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O

> Hash Kpuntoypdpnon
@ ............. o > ......... > | 482F607ga'

Function
AnocoToAéaqg Hash

HE IB10TIKO KAEIST Wnoiakn \/
AeSopéva AnocToAéa unoypa®n

Kpuntoypdenon \

\/ pe Anpéoio KAeIdf Wnoelaka
MapaAidntn Ynoyeypappéva

O _7 Aedopéva

MapaAnntng a
Anokpuntoypdenon

Kpuntoypagnuéva
Aedopéva 4 [482F607sa' ......... ﬁ> 16576078

. Unoaxi pe Anpéolo KAeIdi Hash
Anokpuntoypagnon unoypaen AnocToAéa .

UE 1810TIKO KAEIDS @ """ > Vv
MapaAintn Wnolaka Hash ?
Ynoyeypaupéva | = | e o > =
Aedopéva .
Aedopéva @

EEaopdAion
niotonofnong Kai
akepaidTNTag

Zxnpa 2.4: Kpvrroypapnon an’ dkpn o akpn

Mia TpoGEyyLoT GTNV KPLUTTOYPoPio SNHOCLOVL KAELDLOV elval 1) KPLTLTOYpAPLlaL EAAELTTTIKNAG
kopVoAng (Elliptic-Curve Cryptography 1) ECC). H ECC Paciletar otnv alyefpik dopn twv
EAMAEUTTIKOV KAPTVAGV o¢ menepacpéva media ko vrepéxel tng non-EC kpuntoypagiog, ko-
B¢ emuTpémer Tn dnpuovpyic pkpdTEP®VY KAEWLOV pe toodvvapn acedeia. Eva artd ta mpwtod-
KoAA& tng eivoun o Elliptic Curve Digital Signature Algorithm (ECDSA), o omtoiog xpnoipomoteiton
yloe TNV Ymeroakn vroypopr) dedopévav kat amotelel To EC-avaroyo tov DSA (Digital Signature
Algorithm).[4]

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1} hash tree) eivou pict devdpikr] dopry dedopévwv, n omoia
anaptiletan od OAAa (leaf nodes) mov mepiéxovv hashes amd blocks dedopévev ko amd dA-
Aoug koppoug (non-leaf nodes) mov mepiéyovv ta hashes twv Buyatpikodv tovg. XTnv Kopvyr Tov
8¢v8pov Ppicketar o pLlikdc kOpPog pe To Aeyopevo root hash.[5]

H mo cuvnBiopévn viomoinon eivon o dvadikd (binary) $évdpo Merkle, to omoio mephop-
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Baver dvo Buyartpucovg kopPoug (child nodes) kdtw and k&be yovikd (non-leaf) kopfo, ko eivorn

oLTO TTOL AVOADETOL GTT) GUVEXELOL.

Root Hash
Hash'A
hash( %
Hash' B
/N A
Hash A Hash B
Hash A1 Hash B1
hash/( Pt ) hash( #
Hash A2 Hash’B2
A A A A
Hash A1 Hash A2 Hash B1 Hash B2
hash(DY) hash(D2) hash(D3) hash(D%)
A\ A\ /A A\
D1 D2 D3 D4
Data blocks

Zynipa 2.5: Hapdderyua Svadikov dévdpov Merkle

To Merkle trees emitpémouv v amodoTikT Kol AoPUAT] ETAANOEVOT TV TEPLEXOHEVOV TTOV
aviikovv oe oeT dedopévwv peyarov peyéboug. H Paoikn dtotnta eivan 6Tt yio k&Be oet dedopé-
VoV LTapyel akpLlPag éva mBavo 8¢vdpo, To omoio de yivetar va Tpomomon el xwpig va adAdEet
TawTOYpova Kot To root hash.

Etol, péow twv Aeyopevov Merkle proofs, prropotye:

« No amogavBoipe edv ko dedopéva avrikovv oo §évdpo, vroroyilovtag (yuo To ekd-
otorte leaf node) hashes mAn0ovg avéloyov Tov AoyopiBpov Tov cuvorotkod aptBpod TV

QOAAWV.

« No aodei€ovpe GLVORTIKE TNV EYKLPOTNTA EVOS THNHATOG KAITTOLOV GET dESOUEVWV, XWPLG

va ypelaotel v arodnkeboovpe 0AOKANPO TO0 cUVOAO dedopévwv.
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« Noa dtxcparicovpe Tnv eykvpoOTNTA VOGS GLYKEKPLUEVOL GLVOAOL SedOpEVOV EVTOG EVOG
peyalbtepov GOVOAOV, Xwpig va xpelactel va amokalv@Oel To mepLeyOpevo omolovdnmote

ek TV 000.[6]

2.4 Aiktva Opotipwv Koppov

To dixtvo opoTIHWV KOPPwV 1) Peer-to-Peer (P2P) networks amoteAobv pio katavepnpévn ap-
XLTEKTOVIKY dIKTOWV, oL cLppeTéXovTeg (KOpPoL) TnG omolag popalovTal Vo TUHH TWV TOPWV
TOUG, e GTOXO TNV TaPOoXT Kamolag vrnpeciag (m.x. Tov Stapolpacpod meptexopévov). Ev avtife-
o€l pe oLYKeVTpw TG SikTua TOmov client/server, ot kK6pPot (nodes) éxouvv amevbeiog tpodcPoacm
0TOVG TOPOLGS, XWPIg TN dtapesordPnon evdidpeswv ovtotnTwv. Ot GLpPETEXOVTES EVOG TETOLOV
diktoov eivar, dnAadr), TavTOXpOVA, TOGO TAPOYOL, OGO KL AUTOVVTEG TWV TOPWV KOAL TNG TTOPE-
XOpevng vanpeciog.[7]

To P2P networks propodv va xwpiotodv oe d0o katnyopleg:

« Zta «KaBapda» (Pure) P2P networks, ota omola .oy et 0TL 1) apaipeon evog tuyaiov kOpfou

artd To diktvo dev Tpokadel kdmolo TPOPANpa oe VTO.

o Zta «YPpdika» (Hybrid) P2P networks, ota omola GUppeTEXOLY EMUTALOV KOl KEVTPLKEG

OVTOTNTEC, TAPEXOVTAG QITAPALTNTA THNHATO TWV TTPOCPEPOPEVOV VI PECLOV.

A6 edw ko oo €Eng, edv dev avagépetar pnTd 1 katnyopio kémwowov P2P network, o ev-

voeital OTL aViKeL GTNV TPAOT.

2.5 Blockchain

To blockchain amroteAei pio Srarvepunpévn dnpocia celpd dedopévwv, ov Sratnpel Evay ope-
TaPANTO WG TPOG TO LoTOPLKS TOL Katdhoyo (immutable ledger) Yngrakov cuvarhaydv (digital
transactions) evog ayabot (asset), m.x. evog vopiopatog (currency 1y token). Ilepiypaonke yuo
TPAOTN Yop& o 2008 amd éva atopo (1] pice opador avBpdTwv) Yvwotd g Satoshi Nakamoto,
amoteAwvTag tn Paon Tov kpumtovopicpatog (cryptocurrency) Bitcoin.[8]

Aopk6 otoryeio tov blockchain eivon o prhok (block), To omoio mepiéyet pio opddo Eyxvpwv
OUVOAAXY®DV TTOV £XOUV KoTokepPaTIoTEL kKot KwdikomotnBel oe éva 8évdpo Merkle, to hash tov
TPONYOVUHEVOL MITAOK Kot pepkd akOpa petadedopéva (m.y. nonce, timestamp). Etol, k&Oe véo
prtAok «delyvel» 6To mTPONYoLHEVO ToL pésw tov hash, emPePfardvovtag Tnv akepotdtnTd TOU,
pe ta dradeyopeva pAok va oxnEotifovv TeAkd pio aAvoida, péXPL TO ap)XLKO HITAOK, TO OTTOL0

elval Yvwoto wg to prhok yéveong (genesis block).[9]
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Block b

Header

Version

Genesis
block Block b -1 Diffioulty Block b +1
N Previous block N
Header XX - Header Header hash P Header XX
A A A
Transactions Transactions Transactions

Transactions

Tx #1

Tx #n

Zynpe 2.6: Blockchain wg advoida aro block

Qc mpog Ty kuptdTNTA et awtod, to blockchain cvviwcl Sev eAéyxetan amd kdmoa ke-
VTpLKT] ovTOTNTA, 0AAG Sratnpeiton otd éva dnpooto P2P diktvo. O kopPol (nodes) Tov Siktdov
OUHHOPPOVOVTOL CLALOYLKA HE €va TPWTOKOAAO GuVaivVEST|G (Consensus) yuor TNV €TLKOLV@VIo
KoL TNV emkOpwon véwv priok. No mtapadetypa, oto Bitcoin, To consensus emituyydvetol HEGK
evog Proof of Work (PoW) adyopiBpov, 6mov ot kopfol (miners) avtoyoviCovtot o évog tov G-
Aov yux To otog Ba Abvoel Tpidtog éva aOvOeTo ahyoptBpLcd TpoPfAnpa mov cvoyetileton pe To
ekdotote block. Autdg mov Ba T katapépet emiPpaPedeton yio Tnv ene€epynoTiki toxd oL da-
Tavnoe pe éva tocod otd bitcoin. Exelva eivat ev pépet véax vopiopata tov kofovtal 1) «e€opvcco-
vtow» ekeivn ) otiypr (6wg opileton amd o TPWTOKOANO), ALK koL oo TéAT (fees) katéPakay
oL KOHPOL Yo VAL TTPAYHATOTTOLGOLV TG GUVOAAOYES TOL PrtAok. A&ilel v onpelwdel mwg dev ei-
vo avarykaio va StaBétel kaveig oAokAnpo to blockchain (to omoio eivon Wiaitepa oykddeg) -
dnAodn) évav AN PN KOPPO - Yo va eTLKOLVWVHOEL Pe TO OLKTLO, AAAG APKEL VO X PT|OLILOTTOLOEL
évav light node mov amAé v avapetadidet tig embopntég cuvaldayéc.

H dtevBuvoiodotnon oe éva blockchain emituyyaveton alomoldvrag tnv kpumtoypopio dn-
pootov kAediov. To mpwtokoAlo tov ekdotote blockchain opilel évav adyopiBpo yia tnv mo-
paywyn Cevydv kAewduodv (m.x. ECDSA oo Bitcoin). To dnpodoio amd avtd opilet tn dievbuvon,
EVO TO LOLOTIKO TXPOAPEVEL LUGTLKO, VIO TNV KOTOXT) TOVL XPNoTh. Me autd TOV TPpOTO TPOKLITTEL
éva TpakTikd aveEdvtinto mAR0og mbavodv éykupwv dnpdciwv Sievboveewy (. 2% yix to
Bitcoin), oTig omoieg oL xproTeg ptopoV var GTEAVOLVY KaL va Aop&vouy Too& Tov eKACTOTE

KpLITOVOpiopaToG. T TV atos oA} evog mocov, dniwvouy to fee mov embupovv va korta-

SYmépyouvy kot ké&uroleg vAomotyoelg WiwTikodv blockchain mov, dpwe, de Oa pog amacyoAjcouy.
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BaAovv kot vtoypapouvv v emBopunth cuvadiayr pe to WwTtikd Tovg kAewdi. H cuvadiayn
avopetadidetal 6To dikTLOo KO Tapopével oTo transaction pool péxplg 6Tov va yivel ammodexth
Kol va oupepiAn@Oet oto emodpevo block.

Amo texvikr) oxomud, to blockchain propet va Bewpnbel wg pio pnyavn katactdcewv Paot-
opévn oe cuvallayég (transaction-based state machine). AnAadn, Eexivael amd pio apyikn xa-
thdotaon (genesis state), n omoio Tporomoteitan otadiakd pe k&Be block, ko mepthopPver oavi

Ao OTLYRN TLG dtevBOVOELS e T TOGA TV VOULGHATWY TTOV TLG OVTLGTOLYOUV.

World World World
State Block b State Block b+1 State
008 s > ...... transactions ) > ...... transactions > ......... cee
S 8, Siey

Zynpa 2.7: Blockchain w¢ pnyavi karaotdoewv

Topgova pe TV avélvon g evotntag [L.4, o blockchain eivan apyitekToviKé kot ToALTIKG
QTTOKEVTPWTLKO, KOOGS Oe Srobétel Sopikd KATOLO KEVTPLKO OMHUELD ATTOTUYING, 0UTE EAEYXETOL
amd kamolov. Q6TO00, eVl AOYLKX GUYKEVTPMOTLKO, oupol LITAPYEL Hia KOWVA oTodeKTH KOTA-

OTOOT] KOL TO CUGTNHO GUHTTEPLPEPETAL HOKPOGKOTILKA OG £VOG EVIALOG DTTOAOYLOTNG.

2.6 Ethereum

>

4

Zytiua 2.8: Ethereum logo

To Ethereum eivou éva dnpodcio blockchain avorytod kddika pe eyyevég KpLTTOVOPLGHA TO
Ether (ETH). Ilapéyel pia TpoypoppaTIoTIKT) TAARTOOPHA He eVoHaTopévn pio Turing-complete
YAOOG TPOYPAUHATIGHOD, TTOL propel va xpnotpomotnfel yio Tn dnplovpyiot amoKevTpwLé-
vov epappoyov (Decentralized Applications 1) DApps) pécw tng xpnong «¢Eumvwv cupfolainv»

(smart contracts).[[10]

2.6.1 Aoyoaplxopoti

>to Ethereum blockchain o1 Aoyapiacpoi amotedAodv ovtotnTeg oL 0Moleg pmopolv var dé-
xovtat, va kpatovv kot va otédvouv ETH ko tokens, kaBdg xar v adAnAemidpovv pe smart
contracts.[11] Xwpilovtar e d00 kaTnyopieg: 6TOLG Aoyoplacpovg eEwmTepikng katoyrg (exter-

nally owned accounts 1} EOAs) ko otovg Aoyapracpots oupforainy (contract accounts).
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Ot hoyaproopol eEnTeplkng KAToXNg dnpovpyodvTal Xwplg KOOTOG Kol EAEYXOVTOL HECW
WOLOTIKOV KAEWSLOV. MTTOpOLVY VOl TPaYHATOTTOLOVY povo cuvardayég petagpopag ETH i kdrolov
token.

Amo v GAAN, oL Aoyaplacpol cupfoArainy aatody Kamolo k66Tog Snpovpyiag, Kabog
XPNOHOoTOLO0V artodnkevTikd Xwpo enti Tov blockchain, eve eAéyyovtor amokAeloTiK® atd TOV
KOdLKE Tovg. Ol GUVOAAYEC TTOL TTPAYHATOTOLOVV TTPOG AAAOVG Aoyaplacpolg elval povo ooy
avtidpaon oe pio eloepyopevn cuvalloym, 6twG opiletl o kOddkag Tov smart contract Toug.

ITio avadvtikd, Ta medio wov Sabétovv ol Aoyaplacpoi oto Ethereum eivor tar e€ng:

« To nonce: évag peTpntrg oL LITOdeLKVEL TOV APLOPO TWV ATECTAAPUEVOY CLVAAAAYOV TOV
Aoyaplacpo. Avto dc@aAilel OTL 0L GUVOAAXYEG SLeKTTEPALOVOVTAL HOVO pio YopdL. e
évav Aoyoplacpd cuppolaiov, avtodg o aplBpog avtitpocwevel Tov aplbpd twv cupPo-

Aaiwv mov dnpovpyndnkav ortd exeivov.

« To balance: To moc6 oe ETH mov Siabétet o Aoyaplacpdg, petpnuévo oe wei (1 ETH = 108

wei).

+ To codeHash: éva hash mov avagépetar otov k®dika Tov Aoyaplacpov (contract code).
Elval yapaktnpiotikd towv Aoyoplacpodv cupforainv (6tovg Aoyoplacpoig eEnTeplkng
katoxng eivor hash piog keviig ovpforocerpdc) ko, oe avtiBeon pe ta dAla media, apdTOL

oploTel Topapével apetdfAnTo.

« To storageRoot: o root hash Tov d¢vdpov Merkle twv amobnkevpévov dedopévwv tov smart

contract, epocov TpOKeLTAL Y £vav Aoyaplacpo cupfolraiov (8e ypnotpomoteital oe Ao-

YOPLXOHOUG EEWTEPLKTG KATOXNG).

H Snpovpylia twv Aoyaplaopody emttuoyyavetol HEG® NG Tapoywyng evog Lebyoug kKAeWSLOV,
aflomoidvrag tov ECDSA (BA. evotnra R.3). Etol, to Siwtikd kAedi ypnoiponoteital yio va
LITOYPAPOVTAL YNPLOKA Ol GUVOAAXYEG, eV TO dNpocio opilel Tn dnuocia dievOuvven tov Ao-
yoploopoo (eival tng popeng «0x + ta 20 teAevtaia bytes Tov Keccak-2568 hash tov dnpooov
KAELOLOV»).

Katda x0plo Adyo, oL xprjoteg mapdyovv kot dtayelpilovtot Ta Ol Tk KAEWSLX TV Aoyoplo-
op®V e€wTteplkng katoxng péow evog moptopoAtot (wallet). Ta wallets aotedoOv epappoyég, o
omoleg delyvouv to balance Tov Aoyaplacpod ko TapéXovy TN SLVATOTNTA AWTOGTOANG/ AYNG
ETH o tokens and/ oe avtov. Oplopéva TpoToPOALR TPOGPEPOLY TTEPALTEP® AELTOVLPYLES, OT)-
HOVTLKOTEPT) €K TWV OTOLWV elvat 1) dloeoDVIEST) TOL AOYUPLATHOD HE ATTOKEVTPWHEVES EQPAPHOYEG,.

Enti tov mapdvtog, o mio Stadedopévo mopTo@OAL TETOLOL TOTTOL elva TO MetaMask,

60 Keccak-256 oustoteAel Tov kKpunTOypa@ikd cAydpiBpo kxatakeppatiopol mov xpnoiponostital oto Ethereum.
IIpoxetton yio tov adyopibpo SHA3-256 mpwv tnv Ttumomnoinot) tov ot to NIST.
"https://metamask. o/
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2.6.2 Smart Contracts

Me Aiyo Aoyla, to smart contracts amoteAobv aLTOVORX KOPHATIO KOOKa, Ta omoio eivor
amoBnkevpéva oto blockchain kot evepyomolodvtan pécw cuvarlayov. KAnpovopotv 1d10tnteg
tov blockchain, 6ntwg tn dapdvera (transparency), tnv emaAnBevoipodtnta (verifiability) ko tnv
apetafAntotnta (immutability).

Eva mapadeypa tng kobnpepivotntag mov propel va mapopolacbel Aettovpyikd pe smart
contract eivor o avtdpatog twAntig.[12] Evag avtdpatog twAnthg opiletor wg éve avtdvopo
pnxovnpa ov dtavépetl oyabd 1 Topéxel vINPecieg, OTav elooyOel oe ALTOV KATTOLO XPTHATLKO
10006 Kot emdexOel éva drabéoipo mpoidv. OL avTOpATOL TOANTEG Elval TPOYPUHPATIGHEVOL VOL
eKTEAODV OLYKEKPLHEVOLG KOVOVECS, TTOL B prtopooay va oplotolv oe éva cupfoAiato. Me 6polo
TpOTo, oe éva smart contract prropovv va kwdikomonBovv avbaipeteg cuvaptrioelg petafoong,
EMLTPETOVTAG T SMpLovpyia piag TANOOPAG ATOKEVIPWHEVWVY EYAPHOYDV.

Onwg mpoavapépbnke TNV LITOEVOTHTOL , to smart contracts evtdocovtal oe contract
accounts koL atattovy TNV KataBoAr) TeAdV yio T dnpovpyio Toug, apod xpetdleTon vo eyypa-
Youv emi Tov blockchain tov k®dika ko tar apyLkd dedopéva Tovg.

EmurAéov, o kodLkdg Toug evepyoroleital povaya 6tov dexBovv pio €ykvpn cvvadiayr otd
Koutolov GAlov hoyoproopd (eite eEwtepikng katoyng, eite ovpfoAraiov). H cuvailayn avth
EPTTEPLEYEL, TTEPX OTTO TO AUTaLTOVEVO fee, Evar GUVODELTLKO PNVUXL HE TTANPOPOPLES TYETLKEG JLE
TN cuvaptnon mov npénel v ekteleotel. H de ovvaptnomn pmopel vor mpoypotomolel molkideg
JLOUPOPETLKES EVEPYELEG, OTIWG TNV AVAYVWOGOT) KL TNV £YYPAPT] OTNV E0WTEPLKN amrodnkevoT, TNV
TPAYHATOTOLNGT] VEOV GUVOAAXYDV, 1), AKOHX, TN Snptovpyla VEwV cLpPoAaiwy.

H otvto€n twv smart contracts yivetou kot Béomn oe yAoooeg vmAot enumédou kat, cuyke-
Kpéva, otig Solidity, Vyper ko Fefl, IIpwv v eyypaen tovg oto blockchain, petayAwtriCovron

oe gunvevoipo atd tnv EVM bytecode, 1 omoia eivo vtevBuvn yia tnv ammoBrikevon kol tnv exté-

Aeot) Tov (PA. viroevoTnTa R.6.9).

2.6.3 DApps

Ou DApps oo owkoctotnpa tov Ethereum eivan epappoyég ot ooleg cuvdvalovv smart con-
tracts xou frontend Uls. Eivan vreteppiviotikéc, Turing-complete kot exteAobvTon amopovwpévo
otnv EVM.[11]

¢ po amtd ta BeTied yapaktnpiotikd tov DApps mov avalbdnkay otnv evornta [.4 (avoxn
o€ cQAApaTA, avToXN o€ eMBETELS, TOLOLX VALYKNG EKXDPTIONG EPTTLOTOGVVNG, AVTIGTOOT) O
ovpmaryvieg), ta Ethereum DApps diaxBétovv emumAéov 6Aa ta mAeovektipata Twv blockchain
Kot TV smart contract, 0wg pndevikd downtime, TANpn akepatdTNTA dedopévdv Kot emtaAnBev-
OLLT) CUUTEPLPOPA.

Qo1600, Yapaktnpilovtol kot od pio oelpd afloonHel®TOV HELOVEKTNHATWV, OTTWG TO TTa-

POKAT®:

8h’ctps://soliditylanq.orq/, https://github.com/vyperlang/vyper kot https://fe-lang.orqg/

22


https://soliditylang.org/
https://github.com/vyperlang/vyper
https://fe-lang.org/

Avcokolio cuvtripnong: Zvvtnpodvtal SUGKOAOTEPX ATTO TIG CUYKEVIPWTIKES EPAPHOYEG,

eEatiag NG apeTaPANTOTNTAG TOL KWK Kot Twv dedopévwv entt Tov blockchain.

Empapuvon anddoong: Yndapyel tepaotia emiPapuven anddoong (performance overhead)
Kot 1) KApdkwon (scaling) eivan woAd dvokoAn, kabdg amarteiton 6oL ou kOpPot va ekte-

AoVV kot va arofnkedovy OAeG TIG GUVOAAALYEC.

Sopeopnon ductvou: Entil tov mapdvTog, o diktuo propet va ene€epyaotel povo mepinouv 10-
15 cuvadayég ava devteporento. Eav ol cuvalAayég amootéAAovtat pe taybtepo pubpod
artd avtdv, Ba avEavovton TapdAAnAa kot oL pun emiPePatwpéve GUVAAAAYES TTOV AVOLE-

VOUV VO EKTEAEGTOOV.

Kaxkn epmepio xpnotn: Exti tov mapodvrtog, eivar S06KoA0 yla Tov péco TeALKO XproTr v
alAnAemidpaoet pe to blockchain pe evkodia ko ac@dieia, KaBOC aTaLTodVTOL EVEPYELEG
OTMG 1] EYKATACTACT) ELOKOV epYOAei®V Yia TN dtaeovvdeoT) pe avto, 1) dnpovpyio wallet, 1)

drapOAaEn tov WLwTkoL ToL kAeWdLov kot 1) tposOnkn ETH yia tnv e€d0@Anon twv teAwv.

PO L T 1 TAUOTO, TO OTTOL tpralovTal pe T 1p0 péow o : i-
IHop’ OAa T HELOVEKTAHATO, T OTTOLX HETPLALOVTOL HE TOV KOLPO HEGW cLVEY®OV avoad

CEWV TNG TAATPOPUAGS, VITAPYEL NN EVa VPV PACHA EYAPHOYDV TTOL PITOPOLV Vo LAoTToLHovV

oto Ethereum, aflomoiovtag ta toyvpd tov mAeovektpato. Ol eQUPUOYES AVTEG PITOPOVV VL

dwakplBovv e Tpelg kKatnyopieg:

@)

OLKOVOLKEG EPUPHOYES, OL OTTOLEG TTAPEXOLY GTOVG X PHOTEG LEXLPOVS TPOTOLS Sty elpLONG
KoL GOVOYNG CUUPAGEWV X PNCHOTOLOVTOG TA XPHHATR TOVG. ALTO TEPAXUPAVEL LTTOVOL-
OHOTA, X PIHATOOLKOVOULKA Topiywya, cLpPAcels avTiotdBpiong kivddvov, mTopTtopoAia
amoTopievong, Stabrkeg Kot aKOpO KoL OPLOPEVES KATNYOpleg oLUPacewV epyaciog TA-

poug KAipokag.

Hp-oucovopikég e@oppoyég, Oov epmAékovTon Xprpata, aAAX 1 AeLTovpyiot TOVG epTte-
piéxel mopoAANAa kan pio a€roonpeiwtn pn vopuopatikn tAevpd. Eva tétolo mapdderypo

elvat oL LTOPOTEG TTANPOHESG Yot AVOELS oe LIToAOYLo Tk TTpofAfpata (BA. Gitcoin).

Mn OLKOVOHLKEG EQPAPHOYEG, OTIWG 1) ATTOKEVTPWHEVT) atobrjkevon dedopévmV, CLGTHHATO
tavtotntag (identity) kot eripng (reputation), Sadiktvakéc Ymngopopieg KoL ATOKEVTP®-
pévn dwakvPépvnon. O teAevTaieg ELGAYOLV KoL TNV EVVOLX TV ATTOKEVTPOHEVOY AVTO-
vopwv Opyavooewv (Decentralized Autonomous Organizations 1§ DAOs), ovtotrjt®wv mov
EVEPYOUV ALTOVOQ, XWPIG TNV avaykn StopecoAdPnong K&molag ocvykevTpwTikng (cen-

tralized) apynic.[10]

2.6.4 Tokens

H AéEn «token» mpoépyeton amod tn AEn «tacen» twv oadaiodv AyyAkodv kot onpaivel on-

padt 1 ovpPolro. XTnv KoBnpepvOTNTA, 0 OPOG XPNCLHOTOLELTAL, KXTX KUPLO AOYO, Yio TNV TTepL-

YPOLPT) AVTIKELLEVOV ELOLKOD GKOTTOD, Ta OTTOLO HOLALOLVY e KEPHOT KoL £€XOVV OLGTIHAVT) EYYEVT)
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akio (.. pépxeg moyvididv). Zovnwg, 1 xprnon twv tokens meplopiletal o GLYKEKPLUEVES ETTL-
XELPNOELS, OpYAVIGHOVG 1) TomtoBeaieg, Tpdypa To omoio onpaivel 6TL dev avtaAldcoovTal ev-
KOAQt KorL TUTTLKG €xoLV povo pia Aettovpyio[[13]

Qo1600, 6to Ethereum blockchain n évvoia twv tokens emexteivetar kou emavampocdiopile-
tat. [TAéov dev vTapy oLV TepLOpLoROL XPIoNG Kal LOLOKTNGLAG, VG 1) a&lor TOLG TToLKiAeL, avaAoyo
HE TO TL AVTUTPOCKWITEDOLY (TL.Y. VOPIopHATA, TEPLOLOLOKA oToLXEla, 1) dikatdpata Tpdofacng).
Mmopoiv, 8¢, va avtodlayBoov oe maykdopio eninedo, yio dAAa tokens 1} yiow GAAa vopioparto.

To tokens mov opilovtan oe Ethereum smart contracts prropo0v va éxouv pia 1) TeplocoTepeg

artd TIG TAPAKAT® XPTOELS:
« Nopopa (currency)
« II6pocg (resource), m.yx. yix to dwoporpacpd CPU 1 storage evtog evog Stktoov

« Ilepovolokd otoryeio (asset), eyyevoig 1 e€wyevoig, LALKOD 1} &vAov (T.X. XpLeOG, TeTPE-

Ao, eVEpPYeLaL, aKivnTO)
« IIp6oPoaon (access), Yokt 1) guoikt (m.x. forum, dwpdtio Eevodoyeiov)

« Metoxiko xepdahato (equity) evog Ynglakod opyoavicpot (m.x. piag DAO) i plog vopkng

ovtoTnTog (.Y, piog eTonpeiog)
« ¥neogopia (voting), mopéxovtag SIKALOPATX PPOL Ge VL YNPLOKO 1) VOULKO GOG TN
+ ZuAAexTiko (collectible), Yngrakod 1 puoiko
« Tavtotnrta (identity), YneLakng 1 vopkng @voewg
« IIiotomoinon (attestation), .. ttuyio, moTOTONTIKO YEVVNONG
« Xpnowortntoa (utility), yix tpdécfoacn 1) tAnpwpr piog vnpeciog

Eva onpovtikd kpitrplo katnyoplomoinong towv tokens eivo ) evedaypotnta (fungibility)
tovc. Eva token eivan evalld€ylo dtav omoradnmote povada Tov prmopel vo avtikotactobdel e
pioe GAAN ywplic kapia dtopopd oty aia 1) T Aettovpyio Tov. Ao TNV GAAN TAeLpA, éva non-
fungible token (NFT) avtutpoowmnetel éva povadikd vALKO 1) VA0 GTOLYELO KoL, ETOHEVMC, elvo
11 EVOAAGELHO.

Télog, T tokens cuyvd akolovBovv kamola kabopiopéva standards otnv vAomoinot Toug.
To Snpogiiécstepa omd avtd eivan to ERC-20 ko ERC-777 (yux fungible tokens), to ERC-721 (yia
NFTs) ko to ERC-1155 (yix semi-fungible tokens 1) SFTs).
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2.6.5 EVM

To smart contracts (kat, kot enéktoct, ot DApps) ekTeA0OVTOL QIO TNV ELKOVLKT) U)X OVT) TOV
Ethereum (Ethereum Virtual Machine ) EVM). H EVM asotelel pia quasiE—Turing—complete un-
X0V KaTAoTAGEWV apyLtekTovikng Paotopévng oe otoiPa (stack-based architecture). e vynAo
emiedo, N EVM propel v Bewpndel wg évoag maykOoHIOG atokeVTPpwHEVOS DITOAOYLOTHG OV
TEPLEYEL EKOTOPPUPLA EKTEAECIHA OvTLKELpEVA, TO Kabéva pe TN Sikr] Tov povipn atofrkn dedo-
HEVWV.

H EVM amoOnkevel 0Aeg Tig TYEG TNG HVARNG o€ pia otoifa ko Aettovpyel pe péyeBog AEENG
256 bit, kuplwg yLow T1) SLEVKOAUVGT) TV EYYEVOV AELTOVPYLOV KATAKEPHATIGHOD KoL EAAELTTTIKTG

KOpTTOANG. AtoBétel éva sOVvoAo dlevBuvelodotioipwy oTotyeiwy dedopévmv:

« 'Evav opetdPAnto kddika mpoypdppatog o€ etkovikt] pvipn ROM, poptwpévo pe tov byte-

code Tov smart contract pog extéAeoT).
« Mia Tk (volatile) pvrjpn, pe k&Be Béon pnté apycomotnpévn oto undév.

« Evag xdpog poviung aobrjkevong, mov eivon pépog tov Ethereum state, emiong apyik&

pndevicpévog.

Ymapyel, entiong, éva cvvolo petafAnTodv meptPdAlovtog kot dedopévwy, Ta omola eivor dio-

Oéoa kot TV extéleon.[[13]

2.7 IPFS

Zyrpa 2.9: IPFS logo

To IPFS (InterPlanetary File System) eivou éva P2P npwtékoldo vreppéowy, oyediaoiévo yia va
diatnpricel ko va avétoer ) yvaon tmg avBpwrotntag kavovtag to Siadiktvo avaefabuiciyo, ovle-
KTik6 kot mo avoiyto.[14] Ipaktikd TpoKeLToL yia Evar KOTaVERNHEVO oVOTNH Yo otoBrikevon
Ko TpocPact) oe apyeia, LoTOTOTOVS, epappoyég kot dedopéva. To meplexopevo eivor TpooPa-
OO HEGW® €VOG SIKTOOL OHOTIHWV KOUPwV mov Ppickovtol 0movdnmoTe GTOV KOGHO, OL 0ToioL
evdéxeton va var atoBnkevouv TAnpogopia, va tn petapépouv (relay nodes) 1) ko o §00.[[15]

O tpomog Aettovpyiag tov IPFS Bacileton ota e€ng:

?«Quasi» («oxeddv») emeidr| 6Aeg oL Sadikacieg extédeong meplopilovral oe va menepacpévo apldpd vitolo-
YIOTIKOV P&ty and Tnv TocoTnTo gas wov eival dtobéoyn yio ooladnmote ektéAeon evog smart contract.
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Movadik tavtonoinon péocw drevbuvorodotnong mepiexopévou (content addressing).
To mepreyopevo dev mpoodiopileton amd tnv tomobesia tov (m.y. https://...), aAA& otd TO
TL tepthapPavel. Kabe koppdartt mepiexopévou éxet éva povadikd avayvoplotiko (Content
ID 1} CID), o omolo eivar to hash tov oe popery multihash (https://multiformats.io/
multihash/).

Y0vdeon mePLEXOUEVOL PECW KATEVOVVOPEVDV OKUKAWV Yp&ewV (Directed Acyclic
Graphs 1} DAGs). To IPFS a€iomoiei DAGs (kat ovykekpipéva Merkle DAGs), piog dopng
dedopévwv tng omolag k&be kOpPog €xel wG povadikd avayvwplotikd to hash Tov mepieyo-

’
pévou tov (to CID).
baf...8
{ foldername: pics
Child1: baf...6
Child2: baf...7 }
baf...6 baf...7
{gongemne: tioh J——
N Childl: baf...4
Child2: baf...2 Childas baf.. 5 3
Child3: baf...3 } :
baf...1 baf...2 baf...3 baf...4 /\ baf...5

1 filename: freshwater.png i filename: tropical.png i filename: blowfish.png { filename: tabby.png { filename: black.png
content: @} content: (¥ content: @p} content: §5} content: ¥}

Zxtipa 2.10: Merkle DAG|14]

>to mapamave Merkle DAG ta baf...i amotedotv ta CID twv apyeiowv kat twv gakélwv. To
dévdpo dnpovpyeiton omd KATw TPOG T TAVw, LItoAoyilovtog K&be Yopd Tor KATAAANAQ
hashes/CIDs. X¢ mepintwor mov To meplexOpevo evog kOpPov aAldEel, Tote alldlel 1060

10 CID 1oV, 660 Kat ta CIDs 6AwVv TV Tpoyovwv Tov.

AvakdAvPn TEPLEXOUEVOU PHECE® KATAVEUNHEVOV TIIVAK®V Katakeppatiopot (Dis-
tributed Hash Tables  DHTs). O DHT eivou évat katavepnpévo cOGTNHA YL THY OVTL-
otolyton kAewdwv oe Tipég. Xto IPFS amotelel to OepeAlddeg cvoTaTIKO TOL GLOTHHATOG
dpopoArdynong meplexopévou kot Aettovpyetl wg dtoTadpwor HeTaED KaTaAdyou KoL Gu-
oThpatog mAonynone. Ilpaktikd Tpokeltal yia éva ivoko tov arrodnkedel ToLog €xel ol
dedopéva ka, HEcw TOL 0TTOlOL, 0 XPNOTNG PpioKel TOV peer oL €xel ATOONKEVHEVO TO ETTL-

BupunTto mepiLexOpevo.

Kati tov Ba pémel va onpetwbet eivor mwg, oav mtpoemihoyn, ot IPFS kopPor avtipetwmilovv

o amoBnkevpéva dedopéva wg Tpocwpivr) pviun (cache), mpdypa mov onpaiver 6t dev vLap-

XeL kapia eyybnomn 0Tt ekeiva B cvveyioovv va opopévouvy amobnkevpéva e avtovg. I Tnv

aro@uyn g draypaerg tovg atd tov garbage collector, ta dedopéva B mpémer va onpavBodv

WG ONUAVTIKG, HECW® TOL «KAPPLToOHAToS» (pinning). Etot, yia tnv opod) Aettovpyia .. piog
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DApp mov Pacileton oto IPFS, Oa mpémel to meprexopevo g va eivor pinned ad apketols peers
Ko/M va yiveton xprion kasmolov pinning service, ©ote v eEac@atiletol Stabecipotnta tov.
Baowko mAeovéktnpa tov IPFS eivon 0TL 0 ammokevTpwTikdg Tov Yopoaktnpag divel tn duvarto-
TNTO VO TTOPEYETAL TO TEPLEYXOPEVO atd TOAAOUG KOPPoug, oL omoiot Bpickovtal oe dtopopeTikég
tomoBecieg ka dev LITAYOVTOL GE KATTOLAL GUYKEKPLHEVT] KEVIPLKT] apxT]. Me avutdv tov Tpdmo, Ta
dedopéva eivar o avBekTikd 1060 otd oy Sabeoipotntog (av évag kopPog amoouvdebet,
Bo vTapyeL kKaTolog GANOC), 660 Kot atd Groyn avtoxng ot Aoyokpioio. Mmopel, emiong, vo
AVOKTOVTOL YPNYOPOTEPQ, £QOCOV Tar dLBETOLV K&TToloL KOVTLVOL peers, Tpaypa Wiaitepa mo-
AOTIHO Ylol KOLVOTNTEG TTOL elvarl KAAG SIKTUWHEVEG TOTILKA AN dev €xouv KaAr) cUVEDT e TO

eupLTEPO dLadiKTvO.
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Kepaiato 3
Y XEOLOOT) EPOUPHOYNG

3.1 XOAANYN NG 8€ag

H c0AANYn g 18é0g yio T Snpovpyia TG eQappoyng tng mopovoog SUTAOHATIKNG epya-
olog elye ©C eQaATpLO TNV avayvaplotn evog didldeTatov TpofAnpatog.

H npo1n Sidotaom eatidlel 6TOV YOPO TV HECWV KOLVwVIKNG dikTOwonG. Exel mapatnpeiton
adLOPPLE BTN TN ETKPATNOT) TAATPOPUIDV ETLKOLVOVING GLYKEVTPWTLKAG poppnig (1t.x. Facebook,
Twitter, Instagram), eve mpoomdBeleg dnpiovpyiag avTiGTOLX®WV ATTOKEVIPWTIKOV EPAPHOYDV
Bpiokovton oe Tpoda otddia, T060 avdtTuEng, 660 kol vobétnong atd to evpv Kowd. Onwg
avaAvdnke ko oty evotnTa 1.3, n Tpéxovoa avth kathotacn Bétel afloonpeinTa TpoPAHpIaT
TEXVIKAG PUOEWG (EAAeLYM aopaelag ko SLabecIpoTNTOG) KoL, KUPLws, TOALTIKAG (EAAeLyn) eprmi-
oToGhVNG, £YYUNOoNG NG avBevTikdTnTAG TV dedopévmv kat Tng ehevbepiag Tov Adyov).

H Sedtepn dudotaon eatidlel otov xwpo g Ynerakng dnpokpartiag (digital democracy). Xv-
YKEKPLHEVL, TTapaTnpeital EANELYT EPYAAEIDV, LKAVOV VO TTXPEXOLV TN dLVATOTNTA SlevEpyelag
aLBevTiK®V dNpoKpaTIK®OV dtadikactdv. ¥ngogopieg kot ocvtodioyeiplon eviog GLGTNUATOV Ke-
VTPOTOLNUEVNG AOYLKTG XSUVATOVV, Yla OPYLTEKTOVIKOVG AOYOLS, Vo o paiiocovy Tig atapari-
tnteg Oepedidderg 1810tNTeg TéTOowV SLadikaciov, dNAadn TG avwvupiog kot tng emaAndevot-
HOTNTOG.

Baoel tov mapandve, yevvniOnke n wéa dnpiovpylag plog eappoync, 1 omola, pécw evog
TPOTELVOUEVOL GUVOVAGHOD QUTOKEVTPWOTLKOV TEXVOAOYLOV, Va 0pioeL évay Ynetokd Xdpo tov Bo
épOeL avTpéTmog pe Ta mopontave. Etol, kevrplkdg otdyog tng mAotikng epappoyng Concordia,
elval va arotedéoel pia UTOVOUN KOLVWVLKT TAATPOPHA, TTOL B0t KATOYVPOVEL GTOVG XPHOTEG
g ehevBepia Tov Adyou Ko TA P KupLoTnTa emtl TV dedopévwv touvg. EmutAéov, B mapéyel
duvatotnTa Stevépyelag avBeVTIKOV, VOVUHOV YN@PopopLedv, K&TL tov Ba tnv kabiotd éva afLo-

TLGTO SMpoKpatTikd Pripa yior T AQYn amo@acewy evtog TV avTodLo X eLpL{OHEV®VY KOLVOTHTMOV

™mgG.
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3.2

TexvoAoyikn otoifo

EeKvavtag T oxedloon NG TAATPOPHAC, TPAYHATOTOLONKE Epevva YLt TNV ETLAOYT) TNG

teyxvoroyikng tng otoifag (technology stack). Avtr amopaciotnke va akolovbrioel pio Tpocap-

HOOHEVT Ylo T SeSOPEVAL HOPPT] TPLUEPOVG SL('xrocEr]g@ KoL vor YwpLloTel oe Tpla Aoyikd emimedo

(tiers):

@)

f)

Presentation tier: AmoteAei tn diemapn Tov xprotn (user interface 1} Ul), péow tng omolag
0 TehevTalog aAAnAemidpd pe TNV epappoyn. i v ekTANpwon TV Tpodioypapnv, To
HOVOOLKO QTOPALTITO XOPAKTNPLOTIKO CUTOV TOL TUNHATOS VOl Vo LITopel vor ekTeAeiTor
aLTOVOLO QTTO TN GLUGKELT] TOVL TEALKOL XpraTn, dnAadn vo pnv astoteitan 1 Orapén Ké-
7oLoL e€LTNPETNTN Yl TN Agttovpyia Tov. Aapfavovtog, emutposBéTwg, VITOYLY TIG VA~
YKEG KOl TOUG TTEPLOPLOHOVS TOV AOYLOULKOV TOV AAAWVY §V0 emTédwV, TO TapOV KOUHATL

armopoacioTtnke va oxedaotel wg pio client-side web application e HTML/CSS/JavaScript.

Application tier: IIpoxeiton yio to emimedo mov mpaypartonotel Tnv eneEepyacio (process-
ing) g epappoyng. Edo emiéxOnkav to blockchain ko to smart contracts, kaBobg To
TAEOVEKTHHATE TOVC, OTKC QLT TEpLyphenkay 610 kepdhato B, appdlovv amdlvta pe
TIG LOLAULTEPES QUTTAULTNOELS TNG EPAPHOYNG. ZUYKEKPLUEVE, eMAEXONKE 1) TAXTPOPHA TOV
Ethereum, xaB®g amotelel Tov mpwtomdpo oto Ydpo, dixbétovtog Tnv LoyvpdTeEpP KOoL-

VOTNTA KL TNV SUVATOTNTA dNILOVPYING TATPWG AELTOVPYLKOV EPAPHOYDOV.

Data tier: To Tpurpa ovtd eivon vitevBuvo yio v amoBrikeven Tov KOPLoL dykov Twv dedo-
pévav (storage). I'a Tnv emtitevEn TANPOLG APYLTEKTOVIKNG ATOKEVTPWOOTNG TWV dESOHEVWV
emAéxOnke To IPFS (BA. evotnra R.7), To omoio Siavéper To meplexOpevo Tne eQpappoync
OTOUG peers oL GUHHETEXOVV GE aUTHV, XWPIG va amoutel k&utoto kevrpikd onpeio. Etot,
k&Be xpnotng Ba éxel TANPN KLPLOTNTA €T TV SEJOPEVOV TOV, EV®, ETTLITAEOV, B GUpjLE-

TéxeL oTNV TAATPOppa dropotpdlovtag T dedopEVa AAAWV XPNOTOV.

Tehk, pe N Steotvdeot) TV TPoavaPepOEVTOV TEXVOLOYLOV, TPOKVITTEL GYXTHATIKA 1) OKO-

AovOn Suataln:

1OH tpipeprig Siétakn (three-tier architecture) Siowpilel pio epappoy oe tpio aveEéptnTa Aertovpytid enineSa
Ko aotedel TNV Kuplopyn emAoyn yio SLATAEELS TOPASOCLOKOV EPUPROYDV TEAXTN-eELTITPETNTH.
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]

E E Presentation tier
JS

HTML/CSS/JavaScript

]

‘ Application tier

Ethereum

Data tier

IPFS

Zynjua 3.1: EmAeyuévn teyvoloyiky oroifa

3.3 MeBodoroyia oxediaong

YTov xpo NG texvoroyiog AoyLopikol viapyovy diapopes pebodoloyieg oxedioong oL omoieg
gyovv petakd Toug kowvd atotyeia. Avtd kabiotd d0oKoAo TOV TPosSLoplopd piag povo pebodo-
Aoylog n omola akolovBeiton motd oe k&Be €pyo. ZuvrBwg, oL opddeg oL AVATTOGGOLY TO
AOYLopLKO okoAovBolv pia pi€n amd dikgopa epyadela, 6mov avtd kpivovtar foAlkd yia Tovg
oTOYOLG TNG OHADAG.

Katda tnv oxediaon kot tnv vAomoinon tov kddika akoAovdndnkav Sidpopeg TeXVIKEG Kol
potipoa avamrvéng. Katd Paon xpnowomroOnkav Agile pébodot 6mwg to Kanban ko Scrum xau,
apyotepa otny avantugn, To DevOps povtédo yix Stopkn evowpdtwon (Continuous Integration)
kot Sropkr) eykataotoct (Continuous Deployment).

T v tapovoa epyacio, mpoypatomotiOnike avaAvor kot oxeSLOGHOG TOV ETLUEPOVG HO-
vadwv epyaoiag (tasks) pwv v évapén tng diadikaciog avamtuéng Tov kodika. Ta tasks mwov
podlaypaenkay fTay cuvibwg epics@ TO OTTOlaL PYOTEPO XWPLOTNKAV G EMPEPOVG, HIKPOTEPQ
tasks. Opiotnkav eriong opdonpa (milestones) ta omoia fonOnoav Wdiaitepa TNV LEpEPYNOT Ko
TTPOTEPALOTTOLNOT) TwV tasks.

To Kanban eivou pio pé@odog opydvweng €pymv Kot 0TIKOTOINGNG TV HOVASWOV EPYRGLOG
(tasks) wov autotovvTon i TV oAokArpwot] Tovg. Xto Kanban opilovtot ta facikd otddia tng
por|g evog task kol XpnoLHOTOLOVVTOL OTTTIKK HECK DGTE VO YLVEL LYVAXTNGT) TOGO THG GUVOALKNG
KOTROTOGTG TOV EPYOV, OGO KOl GUYKEKPLHEVOV-PEPOVOIEVWYV tasks kaBDG avtd Tpoodebovv. I
K&Oe oTAd10 oAokAnpwaong opiletal pia Eexwploth ovpd epyaoiodV (GTHAN), Yo ToPASELYHO «OE
VOOV », «oe eEEMLEN», «OAOKANPWHEVO». XPNOLHOTOLOVVTOL OTTTIKA GLVIAAQ (XpOHaTa, tags

KoL GAAQ) YOt TOV SLOYWPLOHO KOl TNV YPHYOPT) KATAVONGT) TWV GNHAVTIKOTEP®OV YVWOPLOUATOV

UTq epics eivou peydeg povadeg epyaciog ol omoteg apopovv kdurolo Bacikd yapaktnplotikd. O Sloywplopdg
TOUG o€ eMPéPOUG tasks avafdAieton pe okomd TNV KAADTEPT) KATOVONOT) TWV AVALYKOV TOUG.
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twv tasks, yla mapddetypa Eexwploto tag yix kdbe vmnpecio otnv omoia avagépeton to task.
Emniong, opifovtat opix otov aptBpod twv tasks wov propotv va eivor tavtdypova oe eEEAED.

Mia &AAn Agile péBodog eivar to Scrum. To Scrum ypnowomotet kau emekteivel To Kanban.
H Baoikég dwapopég tov pe to Kanban eivor 611 610 Scrum vndpyovv mo avotnpég dradika-
oleg. Opilovtou mpoypoappatioTikoi KOKAOL (sprints) oL 07oiol €X0UV GLYKEKPLUEVES TJHEPOUNVIEG
EvapEng ko ANENG KoL GLYKEKPLLEVOLG GTOXOUVG OL OTTOLOL AVTIKATOTTPIlOVTaL 68 GTOYXOVS OAO-
KA pwong optopévwv tasks. Ot podot eivar capéotepot, pe kdbe péAog tng opddag vo ccvahapPé-
vel dtapopeTiikég evfiveg otV opyavwon kot ektédeon. o tnv Swadikacio avémtvéng, venpée
TOAD XPHOLUN 1) XP1OT) TOL Scrum o€ ePLOSOVS OTTOL TV OVAYKALX 1) TOXVTOT AVOITTUEN Kotl-
PLOV HEPOV TOV CLOTNHATOS. AGY® TNG AVGTNPOTNTAG OV eMPAAAETAL ATTO AVTO, ELOLKA OE O,TL
apopd Tig Tpobecpieg oAokANpwong Twv empépoug tasks aAAd ko Tov GLVOALKOD sprint.

KaBog 1 avamtv€iokn Swadikacio wppadet kot 1 mAat@oppo amoteAel éva Pudoipo mpo-
i0v, elvo xpnon n OmepEn evog GCLUGTHHATOG TTOL Vo JLEVKOADVEL TNV GecT) dnptovpyio ko
dnpocievon twv vedtepwy exddoewv. Mepikég eEopetiicég péBodol yiar Tnv amrpoOGKOTITTN KoL oev-
TOHOTOTTOLUEVT) €TITEVEN TOL GTOYOL arvToL opilovtar amd to DevOps. Me tov 6po DevOps
(development operations) ava@épetat pia kKovATOUpa oxedlaong Kol avATTUENG AOYLOHLKOD TTO
opilel Tovg poAovg, TiG dradikaoieg kaL TeEXVOAOYLES TNG e oKOTO TNV cuvexn dnpovpyia afiog
yto Tovg xprioteg. To DevOps éxel moA0 otevi) oxéon pe To Agile kot aroteAel Tnv cuvéxion tng
VOOTPOTLOG QVTNG GTOV XWPO.

Mia o6 Tig Lo Y prioipeg tTuxEg Tov DevOps, 1) omoia xpnotpomotiOnke otnv duTAwpatik,
etvon To CI/CD 1o omoio meprypdgel Tig dladLkacieg RUTOHATOTOLNONG TV EPYACLOV EVOWHUAT®-
ong (integration), eAéyyouv (testing), mapdadoong (delivery) kou eyxatdotaong (deployment) tov
TPOLOVTOC. MéGw TV SLASLKACLOV QLTOV agatpeital 1) avaykn avlpomivng alinienidpaong
ylot TNV OAOKANPOGT] TOV GTASIWV AUTOV, VO EMLTUYYAVETAL 1) SLOPKAG Kol artpOGKOTTTN SLd-
Oeon tng tedevtaieg éxdoong tng TAATPOpHAG 6TOVG Xpnotes. Opilovton emiong diadikacieg
dnuovpyiog mepifdArovrog edéyyou (staging deploys) to omoio amotelel onpovtikd Poribnpo

OTOV £YKOLPO EVTOTLOPO AaBdV TOL KOSIKA.

3.4 Katnyopieg xpnotwv

O xpnoteg (actors) Tng mTAATPOppHAG XwpllovTal o€ TPWTEVOVTES 1) EVEPYOLG Kol deuTepeD-
ovteg 1) mabntikovs. Ilpwrtedovteg xproTeg eivat ekelvol TOL eKKLVOUV Slepyacieg 6TO GUGTNHA.
AevTepebovTeg elval oL YPriOTEG He TOLG omoilovg aAAnAemdpd to cvaTNHa, dAAd oL idlot dev

eKKLVOUV dlepyacieg oe aLTO. ZUVOALKK OL XPTOTEG TTOL GUUHETEXOVY GTO GUOTNHA elvat oL:

+ Emoxénteg

« Eyyeypappéva péhn

« JvpPoloia KowvoTTOV
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3.4.1 Evepyoi xpnoteg

Ot evepyol xprioTeg 6TO GOGTNHA VAL OL ETLOKETTEG KOL T EYYEYPOHHEVOL HEAT).

OMot oL xprioTeg 6T0 GOOTNH eivor apyLtkd emlokéntec. Ol eOKENTES £XOLV TN SLVATOTN T
vo PAETTOUV TO TTEPLEXOHEVO TNG KOLVOTNTOG, OAAG OE PITOPODV VO GUUHETEXOLY SNHLOVPYDVTOG
véo meplexopevo (dnpoctevovtag véa Bépata 1§ unvopata). Eniong, 8e propotdv va cuppetéyouvv
OTIS Yn@oopleg NG KOvOTNTOG 1] var Yneicouvv to pnvopata.

Otav évag emokénTng eyypaeeton 6To cVGTNHA, OITOKTA évav povadikd, avovta aplOpd
XPNOTN KoL awotelel TAEOV eYYEYPOUHEVO pHENOG TNG KowvoTnTag. Tor eyyeypoppéva péAn éxoovv
TOL SLKOULOHOT TV EMLOKETTOV KAL LITOPOVV EMLTAEOV Vot TPOGBEGOLV TTEPLEXOEVO TNV TTAAT-
QOppHa PET® TNG dNpovpylag VEwV Bepdtwv, TnG dNpocievong HNVUHATOY KoL TNG YOLoNG OTLG

Yngpoyopieg oTIC 0TOleG £XOUV SIKOULWHA.

3.4.2 TlaOntucol xproteg

[MoOnTikoi yprioteg Tovg cLoTHHATOG eivar Tar GLPPOALX TwV KowvoThTwV. Tae cupPoiata
avtd dev ekKLVoOV dlepyocieg 6To ocOGTNHA KaL dev aAAnAemidpolv pe awtd dpeca. Amotelovv
ALTOVOEG eEMTEPLKEG OVTOTNTEG, OL 0TTOLEG OPLLOLV TOVG XPTOTES KOLVOTNTWV PEG® TNG ddBeong
aAvVOyVopLoTIKOV token ota péAN TOLG. ZUYKEKPLHEV, PEGW TOL dlapolpacpol Twv token, kabo-
pilovv Mmoot xprioteg TNG TAATPOPHAG £XOLV Stkaiwpa YPov 6T YNneopopieg oL aPopovV

TNV KowoTnTaL.
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3.4.3 X0voyn xpnotov

SUPTEPAGHATIKA TTPOKVITTOLV SO SLOKPLTEG KATNYOPLEG EVEPYDV XPNOTOV e EexwploTd Si-

KOLOHOXTO OTTWG PALVETAL GTO TAPAKATW GYTHOL:

Arkouopoto
=N
3
S
. N & S S 5
Katnyopia - = 3 = 8 ;\ 3 = S35 F § & 3
XprioTn S 58§ 58358 53 8§88 5§58 88 &8¢
I8 9 9§85 %Y 8§88 % §85 8 5%
s o ¢ s 3§ I F T & & F
SFFEFEFESTFTFTE FELELE
S £ S g & g = = g

Emokénteg vV v v v
Eyyeypoppéva v v v v v v v v v
HEAT)

Mobvo oTIg KOLVOTNTEG OTIG OTToieg KaTéXeL TO avTioTolyo token kot oe avTEG oL omoieg dev €xouv opilopévo token.

Hivaxag 3.1: Aikaucddpara yprions ava karnyopia ypjotn

3.5 Amaitnoeig Aoylopiko0

SV mapovoa evotnTa mepLypagpovtal oL factikég amontroelg Aoyilopikos ( software require-
ments) TG EQAPHOYNG.

H npodn vatnyopio eivat awtr) twv Aettovpyitkov Amaitrioewv (AA), 1) omola avapépeTon
0TI GUUITEPLPOPA TOL GLGTHHATOC, dNAadT) oTOV TPOTO TTOL Bt AVTLOPK KoL 6TLG eE6SOLG TTOL Bt

TOPAYEL ALVAAOYQ JLE TLG ELGOSOVG,.

<AA-1> O yprotng mpémnel va propel va eyypopet otnv epoppoyn pe tov Ethereum Aoyapioopo

TOUV.

ITeprypaen: O xprotng mpémel v propel vo eyypagel 6Tnv eQoppoym, TATOVTAG TO KOL-
prti «Sign Up» kot cupmAnpovovtag ta aopaitnta nedio cOpgava pe tig odnyieg. To me-
dio «Username» eivo LITOXPEWTIKO vor CUUTANPwOel pe To emBupunTtd username, To omoio
opiletan pe povadikd tpomo. Xe mepintwaon mov o xprotng etodyet pn dixbéopo Username,
T0 oVoTNH Oo TPETEL Var PNV EMTPETEL GTOV XPNOTH V& GLVEXICEL KO Vo TPOPaAeL avTi-
otolyo pnvupa AdBovg. EmmAéov, vapyovv ta mpoarpetikd medio «Profile picture URL» ko
«Location», ota omoiot 0 XproTng popet va elodyel pia elkova TpoPil ko tnv tomobecia

TOL QVTioTOLY .
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User Priority (5/5): H antaitnon eivo OYlotng mpotepotdtnTog yior Toug emtokEnTes, Kabog
HOVO HEC® TNG EYYPAPNG HITOPODV VAL XPTCLHOTOLGOLY TA LITOAOLTA XOPAKTNPLOTIKE TNG

eQapoYHC (61Twe @aiveton oo mivako B.1)).

Technical Priority (5/5): H araitnon eivat 0{iotng onpaciog yia to 0oy, emeldr) ennpe-

aleL TN AELTOVPYLKOTNTA TOV.

<AA-2> O xprjoTNG TTPETEL VO WITOPEL GUVOEETAUL GTNV EPAPHOYT], EPOCOV ELVOL EYYEYPOHUUEVOC.

ITeprypaen: To cootnpa Tpémel va Stamotodvel avtopata edv To Tpéxov Ethereum address
EXEL AOYOPLOGHO OTNV EQUPHOYT] KOL €AV VOL, VO GUVOEEL VOL TOV XPTOTI), VAKTOVTOG TO

Username tov asntd to blockchain kot mpofariovtag to oto pevoo.

User Priority (5/5): Avtn n amaitnon eivo OYLoTng TPOTEPALOTNTAS YL TOVG XPHOTES, KO-
B0 péow NG oVVOESTC EVEPYOTTOLOVVTOL TO XAPAKTNPLOTIKA TNG SMpovpyiag Oepdtov kot

dnpocievong PNVUHATWVY.

Technical Priority (5/5): H araitnon eivat 0{iotng onpaciog yia to 0o, emetdr) ennpe-

QgL TN AELTOVPYLKOTNTA TOV.

<AA-3> To cVotnpa tpémel v dnpovpyet Tig amapaitnteg Pooelg dedopévmv kal va T GLYYpo-

vilel pe to dikTvO.

Ieprypaen: To cvotnpa mpémet va dnpovpyei Tig anapaitnteg OrbitDB Paoelg dedopévwv,
ebv awtég dev vtdpyovv 1O Tomkd. Otav o xpriotng Eekieddver tov Ethereum Aoyopro-
OO TOL, TO cUOTNHA Bo TPETEL VO TOV TTPOTPETTEL VO LITOYPAPeL pe TO LOLWTIKO TOL KAeLdL TN
ovvallayn dnpovpyiag tng OrbitDB Identity tov. Avtr) O e€acparilel T yvnolotnTa TV
Baoewdv Tov ko TV dedopévev mou ekeiveg B mepLéyovv. EmumAéov, Tomkég Paoelg dedo-

pévev Ba mpémel va cuyypovilovta pe Tig Paoelg dAlwv IPFS kopfov kot va Statnpoidvron
EVIHEPWIEVEG.
User Priority (5/5): H anaitnon avtr eivon OYiotng onpaciog yio tovg xprioteg, kabmg n

mAeloyneia Tov dedopévav g ePoppoyng Statnpovvtol o8 ALTES TIG PAOELS.
Technical Priority (5/5): H mapotoa anaitnon eivat O Yiiotng onpoaciog yio 1o OGN, Ko-
00¢ oL TeplocOTepeg BepeAdlddelg Aettovpyieg Tng epappoyng tpovmobéTovy Tnv atobrkevon

dedopévwv oe OrbitDB Paoelc.

<AA-4> O eyyeypoppévog Xprotng mpémel va popet va dnpovpyet Oépata (topics).

Ieprypaen: O eyyeypappévog xpnoTng mpémel va propet va dnpovpyei véa Bépata. Avtod
TO emLTLYYAVEL TATOVTHG TO KOLpTi «New Topic», CUPTANPOVOVTAS T LTTOYPEWTLKA Tedin
g @oppoag («Topic subject» ko «First post content»), mtatwvtag To kovpni «Create Topic»

ko emiPeforcdvovtag tn cvvariayr oto Ethereum.
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User Priority (5/5): Avtr) nj antaitnon eivar vynAng onpaciog kabdg emtelel évav amd Toug

Bookovg 6TOY0VG TG TAATOOPHAGS.

Technical Priority (5/5): H antaitnon eivon vPning onpaciog yia tov idto Adyo.

<AA-5> O xpriotng mpémel va propet va mepinyeiton ot Oépata piog KowvoTnTog.

Ileprypaen: To cOotnpa mpémel va propel va wpoPdidel Ta Snpovpynpéva Bépato piog
KowotnTag atnv apyikn 00ovn te. O xprotng mpémel vo Pitopel vor epLnyeital 6e avtd
TOTOVTOG TAV® TOVG KaL, ETELTA, XPNOIHOTOLOVTAS T PEAN TAONYNOoNG, va tepinynBel oto

LOTOPLKO TWV PNVUHATWV TOL Dépatoc.

User Priority (5/5): H anaitnon avtr eivar vmAng onpaciog, a@ob emitpénel 6Toug enLoké-
TTEG VoL £XOLV TTPOGPaaT) 6TO dNUOGLEVHEVO VALKO TNG TAATPOPHOG.

Technical Priority (5/5): IIpoketia yio awaitnon vynAng onpaciog, eneldn) amotedel faciikd

XOPOKTNPLOTIKO YOt T1) XPTOTIKOTNTA TNG TAATPOPHAS.

<AA-6> O eyyeypoppévog xprotng mpémel vo prropel va dnpiovpyel pnvoporta (posts).

Ieprypaen: O eyyeypoppévog xpriotng pémel va propel vo dnpovpyel pnvopata oto Opa
7oL eTLOvpEL. AUTO ETMLTUYYAVETAL GUPTANPOVOVTOG TO TTedL0 VEOL PNvOpaTOg aTnv 006vn Tov

Bépartog, matwvrag to kovpni «Post» ko emiPefordvovtag tn cvvaliayr oto Ethereum.

User Priority (5/5): Avth n) antaitnon eivor OYLotng onpaciog ylo toug xprioteg, emeldr asto-
Tehel Evor oo Ta POCIKOTEPX YOPAKTNPLOTIKA TNG TAATPOPUAG.

Technical Priority (5/5): H amaitnon avth eivor 0{iotng onpaciog yio To cbotnpe, kabng
amtotelel Oepeltddeg KOpPATL Yoo TV emitevén Tov PacikdTEpOL GTOXOL TNG, dNAAdT TNG

dnpovpyiog draxddyou.

<AA-7> O xprjoTNG TTPETEL VO PITOPEL VO TPOTTOTTOLEL TAL U VOHATA TOV.

ITeprypoaen: O yprotng mpémel v propel va TpomrooLel T HvOHOTE ToL. AUTO TO ETLTUY Y-
VEL eTAEYOVTOG TO KOVUTTL emeepyaciog 6TO EKAGTOTE HIVUHOL, TTPOYHATOTOLOVTOS TLG ETTL-
OupUNTEG TPOTOTOLNOELS KO TTATOVTOG TO KOUUTL emiPefaiwong. 2t cuvéxeln, To GUGTNHA
TPOTOTOLEL TO TTEPLEXOUEVO TOV UNVORATOG 6Tn PAon dedopévev Tov XproTn. Ze TepinTwon
7OV 0 XPNoTNG aAAa&Eel yvoun katd tn didpketa tng dadikaciog tng eneepyaoiog, propet

VO TTOTHOEL TO KOUUITL AKDPWOTG KO VO AVXLPEGEL TIG QAAAYEG TTOV TTPALYHATOTTOLNOE.

User Priority (4/5): H amaitnon auvtr amotelel onpovtikd yapoktnplotiko, kabog mapéyet
OTOVG XPNOTEG Apeco ENeYYO el TV dedOHEVWV TOVG.

Technical Priority (3/5): Avtr n amaitnon eivar pETPLAG GNUHAVTIKOTNTOS YO TO GUGTHHA,
emeldn) autod Oa prropovoe va elval AELTOLPYLKO XWPLS TO XOUPAKTNPLOTIKO TNG eneEepyaciog

HNVUHATOV.
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<AA-8> O eyyeypoppévog Xpnotng mpémel va popet v Yneilel oe pnvopato GAAOV XproTov.

ITeprypoaen: O eyyeypoappévog xpriotng mpémel va prropel v vepymeidel 1 vo katoyneilet
HNVOHOTO GAAGV XPNOTOV. AUTO TO ETLTUYYAVEL TATOVTOG TO TTAPAKEHEVO KOVUTTLA «+» T
«-» avtioTtowya ko eniePordyvovtag tn cvvariayr oto Ethereum (o1 Yrjpor aoBnkedovron
ekel). H Siadicaoio toyxdel kot yio tnv tpomomoinon 1 v agaipeon piog Yneov omd tov
Xpno.

User Priority (3/5): H ntapotoa anaitnon eivar pétplag onpoaciog yioe Tovg xpriotes, kabmg

amoTeEAEL VOl YPHOLHO AANG 0L OTTOPALTTO XOPAKTIPLOTLKO.

Technical Priority (2/5): H amaitnon eivan yopnAng onpaciog yio T AELTOUPYLKOTNTA TOL
ovoTNpatog. QoT1d00, Ta dnplovpynpéva dedopéva prmopel var elval XprjoLo o€ HeAAOVTIKT

EMEKTAOT) TNG EQPUPUOYNG (TT.X. YLt TOV DTTOAOYLORO TNG EPTLGTOCVVIG TWV XPTGTAOV).

<AA-9> O eyyeypoppévog xprjotng mpémel va propei va Snpovpyet Yymepogopieg (polls).

ITeprypaen: O eyyeypoppévog xprotng mpémel va popel va dnpovpyei Yymeogopieg oTig
KOLVOTITEG TTOV TOV TO EMLTPETOLV. AUTO TO emituy)xavel Tatwvtag «Add Poll» otnv 006vn

dnpovpyio BEHATOG KOl GUUTANPOVOVTOG TO atapaitnTa Tedia.

User Priority (5/5): H amaitnon eivon OYotng onpaciog yia touvg xpnotes, kabog ot dnpo-

KPoTLKéG dLadikacieg amoTe AoV pict artd TIG KUpLeG XPHOELS TNG TAXATPOPHOGS.

Technical Priority (5/5): H astaitnon eivor OYiotng onpaciag yio To 60T, enetdn osto-

telel Paoikn Tpodioypapny Tov.

<AA-10> O eyyeypoppévog xpnotng mpémel va propet v Yneilel oe Yngogopiec.

ITeprypaen: O eyyeypoappévog xprotng mpémel vo popel va Yneilel oe Yngogopieg, GO-
POV L€ TOVG EKAOTOTE KAVOVEG TNG. Xe KOLVOTITEG TTOL TO AITALTOVV, 0 XpNotng o mpémel

va dtabétel To avtiotolyo voting token yia va éxel To Sikadwpo Yrigov.

User Priority (5/5): H amaitnon eivon OYotng onpaciag yia tovg xpnoteg, kabog ot dnpo-

KpoTLKéG dLadikaoieg amoTe AoV pict ard TIG KUpLeG XPHOELS TNG TAXTPOPHOGS.

Technical Priority (5/5): H anaitnon eivou 0Y1otng onpaciog yia to cOotnue, eneldr] amo-
telel Paoikn Tpodiaypa@r] Tov.
<AA-11> O yprjotng mpémel vo HTopel vou dLarypaupel T TOTTLKG dedopévar.

Ieprypaen: O xpriotng mpémet va propei va draypaupet T Tomikd dedopéva. AvTo TO eMLTLY-
xéver tatovtag oto kovpri «Clear databases» tov pevot ko emiPeforwvovtag tn Sroypoagn

HEG® eVOG pop-up Staldyou.
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User Priority (2/5): H antaitnon autr eivon YopnAng onpacio yio Toug xprioteg, didtL amote-

Ael amrAd pio dtevkdAvveon Yo T Staypor) Twv dedopEVWY TOL €xouV atobnke\oEL TOTLKA.

Technical Priority (2/5): H amaitnon auth elvon xoapnAng onpociog yio To 6OGTHA.

<AA-12> O ypriotng mpémel va propel va Snpovpyet KovoTnTeG.

ITeprypaen: O yxpnong mpémel v popel va Snpovpyel KOLVOTNTESG, TATOVTOG TO KOV
«Create community» Kot GUPITANpOVOVTRG T atopaitnTo edia.

User Priority (4/5): H anaitnon eivar peydAng onpaciog yix Toug xprotes, kabmg mopéyet
Vv eveM€ia TG dnpLoLPYLOG KOLVOTHT®V.

Technical Priority (4/5): IIpokeitan yioe amaitnon peydAng onpociog yia v tAaT@oppa,
emeldn £TOL YEVIKEDVEL TN XPTOT) TNG O TEPLOCOTEPESG KOLVOTNTEG, TPOTEAKVDOVTAG PeYADTEPO

oplOpod XpNoTOV.

<AA-13> Kota tn dnpovpyior KowvoTnTag, 0 XproTng TPEMEL va £XEL TN dLVATOTN T Vo Oploel

éva contract mov Oa Tapéxel mpocappocpéva tokens yio ovtnv.

ITeprypoaen: Kata t dnpovpyio kotvotnTag, o xprotng mpémel va £xel Tr SuvVaTOTNTA Vo
oploet éva contract mov Ba mapéyel mpocappocpéva tokens yior avtriv. Ta tokens avta Ba
draporpalovton pe Tov Tpomo o emibupet 1 kowotnto kot Oa elva exeiva ta omoia Bow ko-
Bopilovv Toug éykupoug Yneowodpoug TnG.

User Priority (4/5): Avtr) n) amtaitnon eivou peyéAng onpociog, kabodg mopéyel 6TIg KovoTn-
Teg TN SuvaToTNTA dlevEPYeLng eMLPEPALOCIHOY AVOVUHOV YNPOoPopLOV.

Technical Priority (4/5): H anaitnon eivai peydAng onpoaciog yio To 0GTNpe, SLOTL Tapéxet
OTLG KOLVOTNTEG TNV QUTALTOVHEVT] CCUTOVOULOt GTOV OPLOHO TWV SMHOKPATIKGOV SLadIKACLOV

TOUG.

H dedtepn katnyopia eivor avtr) tov Mn Asttovpyikadv Aroautnoewv (MAA). IlepihapPaver
QUITOULTHCELG OPXLTEKTOVIKAG ONHaciog, oL omoieg kabopilovv kpLtipla 1} TEPLOPLGHOVS TOL TPO-
TTOL AELTOLPYING TOL GLOTHHATOG KO OYETILOVTAL HE XOPAKTNPLOTIKA OTTWG 1) AIT0dOTIKOTNTA, 1)

aflomioTior kKot 1) evYPNOTiC TOL.
<MAA-1> H mAat@oppa mpémel va elval Katd To SuvaTtoOv opyLTEKTOVIKA OITTOKEVTPWHEVT).

ITeprypaen: O texvoloyieg oTig omoieg Baoileton ) TAATPOpHa Tpémel WOavike vor pn dn-
HlovpYyoUV KevTplkd onpeio. EmumAéov, o kaddukag kot 1) dnpocia diddeom tov mpémel va yivo-

VTOUL e ATTOKEVTPWHEVO TPOTTO.

User Priority (5/5): H apyttextovikr amokévipwon tng TAAT@OppaG arotelel amaitnon Oi-
OTNG TTPOTEPALOTNTOG YLOL TOV XPNOTH, KABOG SLac@aAilel TNV TOALTIKT] AITOKEVTPWOT) KO,

£TGL, TOLG KUPLOVG GTOYOVG TTOL £XOVV OPLOTEL.
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Technical Priority (5/5): H apyitektoviky) amokévipwon g TAATPOpHaG atotedel, orai-
on LYLoTng onpaciog yio to cvotnpa, kabog kabiotd To idlo aocparég o emibécelg kot

Ta dedopéva povipa Stabécipa oTovg XproTeS.

<MAA-2> Ta fees yio i) xprion tov Ethereum blockchain mpémel va eAayiotomolodvad.

Ieprypoen: Ta TéAn cuvallaydv wov pémel va katafarlovtol yio tn xprion tov Ethereum
blockchain e€aptdvtan dpeca 1660 otd Tov OyKo TV dedopévwvy mpog amobrkevot), 060 Ko
oo Toug KUKAOLG eme€epyaciog Twv smart contracts tng epoppoyng. Qg mpog T dedopéva,
Ol TTPOYPOUHPATIOTEG O TPémel var PePLUVOLY OGTE 0 KUPLOG OYKOG TOVLS Vo aroBnkedeTor
ernti tov IPFS, evd emnti tov blockchain va amoBnkedovron povo dca mpaypatikd ypeidlovrot.
Qg mpog TNV oA TOVHEVT eeEePYATTIKT] LoYD, TPEMEL Vo PEATIOTOTOLEITAL O KOIIKAG TWV
smart contracts, £ToL ©OTE 0L SLAPOPEG AELTOLPYLEG TOVG VAL EKTEAOVVTOL e TOVG ALYOTEPOLG
dvvarovg enekepyaaticovs KUKAOUG.

User Priority (4/5): H anaitnon avtr eivot peydAng onpoaciog yio tovg xproteg kabmg vo
pev dev elval amapaitnTn yuoe T Xpromn g oAl eivat Wlaitepa GNHAVTIKT Yo TV évTagn
XPNOTAOV e XOUNAOTEPEG OLKOVOULKES SLVATOTNTEG.

Technical Priority (5/5): H amaitnon avtr eivow peydAng onpaciog yioe To c0GTnpo STt
QITOTEAEL GHAVTIKO TAPAYOVTOL TTOV €MLEPA GTNV TPOGEAKLOT] KOL TN SLATHPTOT) EVEPYDV

XPNOTAOV.

<MAA-3> Ta contracts tng epoappoyng mpémel va eivorn avaPobpicya.

ITeprypaen: Ta contracts tng epappoyng mpémel pmopovv v avaPabpiotody, €161 OOTE Vo
Hropovv va mpootifevtot Aettovpyieg ko va drtopBwvovton opdipata. H avaPabicipotnta
toug Oa Tpémel vau emituyxAveTon pe HeBOSOVG TTOL VoL PNV VITOVOREDOLVY TI] AELTOVPYLKOTN T

TWV TTPONYOUHEVOV £KSOGEWV.

User Priority (2/5): H anaitnon avt eivow xapnAnig onpoaciog ywa toug xproteg, kabog
QPOPA TNV AVAITTLEN KoL OXL TN XProT TNG.

Technical Priority (5/5): H anaitnon avth eivon vymAng onpaciog yia to cvotnpe, enetdn
TPOGPEPEL T SLVATOTNTA WTOGPAAPATWOTG TOV, KBDG KAl TNV LAOTTOINGT) VEWV XOLpoKTh)-

PLOTIKQV.

3.6 Xevaplia xpnong

Baoko pépog tng oxedloong tng TAATPOPHAS TOV 1) KATAYPAPT] TOV ATULTHCEWV 1] 0Ol
éywe oy mponyodpevn evotnta (B.5) kabdg kou 1 oxediooT kot avamTuEn Tov cevapioy Xp-
ong. Ta oevapia xpriong avtiotoryilovy TOAVEG EVEPYELES TV XPNOTOV HE ATTOKPLOELS TOV GL-

OTNHUTOG. MEGW TNG AVTIOTOLYLONG QUTNG TOPOLGLATETAL 1) AELTOVPYLKOTNTA TOV CUGTHHOTOG
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KOl TTEPLYPAPOVTAL TOGO OL AELTOVPYLKEG OGO KOL OL [T AELTOVPYLKEG QTTAULTHGELG TOV GUOTHHA-
TOG,.
[MoapatiBevtal edod Toe GEVAPLE XPTIOTG TTOL dLVOLV TIG ATTAPALTNTES TTANPOPOPLES YLoL TNV KO-

TAVON O TNG AELTOVPYLAS TOV GUGTHHATOG.

3.6.1 Xevapro xpnong 1: Eyypaen xpnon

To oevapio xpnong 1, <XX-1>, mepLypaget Tig SLadoyLKéG eVEPYELEG TTOV EKTEAODVTL YLO TNV
eYYpPagy evoc xpriotn 6to cbotnpa. Ltovg mivakeg B.9 kou B.3 maparti®evran ot facikég mAnpo-

popieg Tov <XX-1> Ko oL evépyeleg TG Pacikic porc avtiotorya, evéd oo oxfpa B.4 paiveron

T0 drdypoppo NG Pactkng pong.

Eyypagopon 6to cbotnpa

Y0vtoun mepLypagn 216X0G TOL CeEVApPLOL YXPTOTNG Elval O EMOKENTNG Vo PTopel
Vo eyypagel 6To GUGTNHA WG XPNOTNG.

Avagopd AA KAA-15{ KAA-35]

Avagpopd MAA MAA-2

[Tvpodotnon dpactnplotntag O EMOKENTNG TATAEL TO KOVUTTL £YYPAPT.

[Ipotmo6Oeon O emiokénTng mpémel va £xeL avoikel TNV ceAda TG epoppo-
Yne.

Hivaxag 3.2: Zevapio ypriong 1, eyypaptj xproty oto cUoTHUA.
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O ypriotng matder to kovpni eyypoer. To cbotnpa eppoavifel tnv @oppa “Ey-

ypapr) Xprotn”.
2 O xpnotng cvpnAnpaovel ta tedioc kat - To cOOTNHA eLloAyEL VEO XPTOTH GTO
notéer To kovpmi “YroBoAn”. blockchain.
3 - To cvoTnpa dnpovpyei TIg TpocwrL-
kéc Paoelg faoelg dedopévwv OrbitDb
TOL YPNOTH).

4 - To ocVotnua eppoviler v @oOpHa
“TIAnpogopieg Xprotn™.

5 O xprotng cupmAnpavel TIg Tpocw- To cOoTNHA elodyeL TIG TANPOPOpieg
TLKEG TOL TTANPOPOPLEG KL TTATAEL TO  XPHOTH OTNV TPOCWTLKY Tov Pdom
xouprti “YmoPoAr”. OrbitDb.

Meténertae To oVotnua petaPaivel oty apyLkn ceAlda Tng eQappoyng.

KATAOTOON:

Hivaxag 3.3: Zevapio ypriong 1 - Baoixtj potj
Actor :Concordia :Ethereum :OrbitDb

Sign up

Sign up form

Personal information form

New user ID

Create user

Create databases

Submit

Home page

Zyripa 3.2: Xevdpio ypriong 1 - Aidypaupa facikic potc

To <EX-1> mepieyel emiong TPelg eVAAAOKTIKEG poEg oV propel va mtpokvyovv Pacel Twv

EMAOYGV TOL XpHiGTH Kat 0L 0moieg eprypapovTal oToug mivakec B.4, B.5 ko B.6.
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Evollaktikn pon 1: Ta otouyeio xpriotn eivor AavOacpéva.

Egocov o xpnotng otn ypappr 2 8ev cUUTANPOGEL TO TESL0 OVOUATOG XPTOTH 1) GUMTANPOGCEL
EVOL OVOHLX X PT|OTT) TO 07010 lvort 1181 € XP1IOT) GTO GUO TN, TO GOC TN TTPETEL VAL ETLOTPEPEL
OXETLKO HIVUHA CYAAHATOG.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog
1 - To cvotnpa eppaviler pvopo cOAApR-
TOG,.

To cbotnpa emtotpéel otn ypoppur 1 tng faciknig pors.

Hivaxag 3.4: Zevapio ypriong 1 - Evaldaktixy poyj 1

EvaAlaktikni pon 2: O xpriotng matdel To kovpri “Akvpo”.

Epdoov o xpnotng otn ypoppn 2 tng Baoikrig Porjg emhé€el “Axvpo” 1o chotnpa emotpépel
oTNV apyLKy ceAlda TNG EPappHOYTG.

Fpappn  Evépyeia xpnotn cvotiuotog Ané&vinon Zvotnpatog
1 O xpno1ng matdet To Kovpi “Axvpo” To cVGTNHA ETLOTPEPEL OTNV APYLKT| OE-
Ada NG epappoyng.

To cevaplo ypriong teppartiletat.

ivakag 3.5: Xevapro yprions 1 - Evaddaktixij porj 2

EvaAlaktikn pon 3: O xpriotng mtatder to kovpri “TlapdAnin’.

Epdoov o xpriotng otn ypapur 5 tng Baoikrg Porjg emdé€er “TlapdAnym” to cbotnpo emt-
OTPEPEL TNV OPYLKT] AL TNG EPAPHOYTC.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpuotog
1 O ypnotng matdel to kovpmi ‘Tapd- To cOOTNHA eMOTPEPEL GTHV APXLKT] OE-
Anym” Aida NG eappoyrg.

To cevaplo ypriong teppatiletot.

Mivakag 3.6: Xevapuo yprions 1 - EvaAdaxtiki porj 3
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3.6.2 Xevaplo xpriong 2: Zovdeon xpnon

To cevaplo xpnong 2, <XX-2>, meplypa@et TG SLodoyLKEG EVEPYELEG TTOV EKTEAODVTAL YLO TNV
c0VSesT) EVOC XPHoTN 6TO GhGTHpA. XTovg mtivakec B.7 ko B.§ mapati®evran o1 facikég TAnpo-
popiec Tov <XX-2> KoL oL evépyeleg NG Pactkiic poric avtioTorya, evéd oto oxfpa B.3 gaivera

T0 Sidypappa tng Pacikrg porg.

Yuvdéopat 6to choTNHA

S0OvTopn mepLypogn 2TdX0G TOL oevaplov Xprong elval o XPHOTNG va cUVOEETaL
QUTOHATA GTO CUCTNHAL.

Avagopa AA AA-2

Avagopd MAA -

[Tupodotnon dpactnpiotntag -
[IpodmoOeon O xpriotng mpémel va éxeL avol&el TNV ceAldo TNG EQUPUOYTG.

Hivaxag 3.7: Xevapio ypriong 2, cvvdeon yptiotn oto cvoThuc.

Baowkn pon

Tpappn Evépyerx xpnotn cuostnpotog Ané&vinon Zvotnpotog

1 - To cVOTNHA AVAKTA TIG TTANPOPOPLES
Tov xpnotn amnod to blockchain.

2 - To obotnpa dnpovpyel TIG TPOGWITL-
kég Paoelg facelg dedopévwv OrbitDb
TOL XpNOTH).

Meténerta  To cOotnpa mapapével oty apyLkn ceAldo Tng ePapproymns.
KOTAOTHON:

Hivaxag 3.8: Xevapio ypriong 2 - Baoikij porj

42



Actor :Concordia :Ethereum :0OrbitDb

Fetch page

Get user

User information

Zynpe 3.3: Xevapio ypriong 2 - Aidypappa faoikic potig

3.6.3 Xevaplo xpnong 3: Anpovpyic véov Oépatog

To cevaplo xpriong 3, <XX-3>, mepLypa@el TIG SLASOYLKES EVEPYELES TTOL EKTEAOVVTAL YL TNV
Snpovpyia evog Béparoc. Stovg mivakeg B.9 ko nopotifevral o Paoikéc TAnpopopieg Tov

<3X-3> KoL oL evépyeleg TG PAGLKHG PorC avTicToLya, evéd oo oyfpa B.4 gaiverar To Stérypogipa

g Pacikrig porc.

Anpovpym véo Oépa
S0OVTopn TEpLypopn 21dX0G TOL cevapilov Xprong elval o XpNoTNnG va Propel va
dnpovpynoet véo BEpaL.
Avagopd AA KAA-45], kKAA-9>]
Avagpopd MAA MAA-2

[Tvpodotnon dpactnpiotntag O xprjoTng matdel To Kovpsi dnpovpyiag véouv Bépatog.

[Ipotm6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kot va PpiokeTon
otV apyLkn oeAido.

Iivakag 3.9: Xevapio ypriong 3, Snpuovpyia véov Oéuarog.
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog
1 O xpriotng matdel to kovpsti dnpovp-  To cbotnpa epeavilel tnv oppa “An-
ylog véov Bépatog. Hlovpyia O¢patoc’.
2 O xpnotng cvpnAnpovel ta tedic kat  To obotnpa ewoayer véo Bépa oto
notéer To kovpmi “YroBoAn”. blockchain.
3 - To cOotnua ewcdyel TIg TANpOPOpieg
tov Bépatog otnv mpoowriky Pdon
OrbitDb tov ypriotn.
Meténertae To oVotnua petaPaivel oty cedida Tov véou Bépartoc.
KQTAOTOON:
Hivaxag 3.10: Zevapio ypriong 3 - Baoiky porj
Actor :Concordia :Ethereum :OrbitDb
[] Create topic
Topic creation form 'J]
P
Submit
Create topic
New topic page ||
N L

Zynipa 3.4: Xevapio ypriong 3 - Aidypauue facikis potg

To <XX-3> mepiLéyel emiong d00 eVAAAAKTIKEG POEG TTOV ptopel vo TpokDYouv PAoeL Twv emL-
AOY®V TOU XPYOTH KoL OL OTTOLEG TTEPLYPAPOVTL GTOVGS TLVOKEG o B.14. H evolaetik por

1 paivetou emtiong oo oyfpa B.5 6mov Tapovstéletar To Stérypoypa porig TG,
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EvoAlaktkn pon 1: O xpriotng dnpovpyet Yyngogopia.

Epdoov o xpriotng otn ypoppr 2 tng Baowrg Porjg emAé€el “TIpocOrjkn ¥neogopiag” to ov-
oTnpa avavedvel TNV oedida tpoobétovtag ta emumAéov media tng oppog “Anpiovpyio ¥n-
popoping”.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpotog

1 O xpnotng, agod ovpnAnpacer tn  To cbotnpa avavemvel T celida pe To
eoppo “Anpovpyioe Oépartog”, matder  media tng @oppag “Anpovpyio ¥ngogo-
10 kovprti “TIpocOrikn Yymeopopiog” piog”.

2 O xpnotng cvpunAnpovel ta medio kot To cboTnua elodyel To véo Bépa kKabwg
natdeL To kovpsti ‘Yoo, KoL TN véa Ymgpogopia oto blockchain.

3 - To cOoTnpa eLoGyeL TIG TANPOPOPLES TOV

Oépatog xat tng Yneogopiag oTig mPO-
owmnikég Paoelg OrbitDb tov xprot.

To cbvotnua petaPaivel otnv celida Tov véov Bépartoc.

Hivaxoag 3.11: Xevapio yprions 3 - Evaddaxnikij potj 1

Actor :Concordia ‘ :Ethereum :0rbitDb

Create topic

Topic creation form T]
D
Add poll
. Pollcreation form |
Submit

Create topic

New topic ID

New topic-poll page

Zyripa 3.5: Xevapio ypriong 3 - Aidypappe evaddlaktikis porjg 1
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EvaAlaktikn pon 2: O xpriotng motdel To kovpri “Axvpo”.

Egocov o ypriotng otn ypappr 2 tng Baowkng Porg 1 oty ypoppn 2 tng Evaiiaktikng Porg 1
emAé€el “AkUPO” TO GUOTNUX ETLGTPEPEL GTHV APYLKT] GEAISX TNG EQAPHOYTIG.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon ZuoTnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cboTnpa e TPEPEL BTNV OPYLKT OE-
Ada NG epappoyng.

To cevdiplo xpriong teppatiletat.

IMivakag 3.12: Xevdpio ypriong 3 - Evaddaktikij porj 2

3.6.4 Xevapro xpnong 4: Avaxtnon 0épartog

To oevaplo xprong 4, <XX-4>, mepLypa@et Tig SLadoyLkég eVEPYELEG TTOL EKTEAODVTAL YLO TNV
QVAKTNOT evOg BEPATOG. STOVG TIVaKEG Kort nmopatiBevton oL Bacikég TANpoPopieg TOL
<3 X-4> Ko o1 evEpyeLeg TNG PAGIKTC poriC avTioTorya, evé 6To oxipa B.6 paivetar To Sibypoypa

™G Paoikrg poric.

Avakto éva Oépo

YOvtoun mepLypagn 21OX0G TOL oeEVaPLOL YPT|ONG ELVOL O ETLOKETTNG 1) O XPTOTNG
Vo PItopel vor avakTrioel éva Bépa.

Avagopd AA AA-5

Avagopd MAA -

[Tvpodotnon dpactnpotnrag O emokENTNG 1} XP1IOTNG TATAEL OE Eva ard Tar Bépatar.

[Ipotmo60eon O emokénTng 1 XPNOTNG TPEMEL var £xeL avoi&el TNV ceAido
NG EPAPHOYTIC.

IMivakoag 3.13: Xevapio yprions 4, avaktnon Oguarog.
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O yprotng matael oe éva amtd toe Bé-  To cVOTNHA AVAKTE TIS TTANPOPOpPLEG
poto NG Alotog. Tov Bépartog a6 to blockchain.

2 - To cbotnpa avaKTd Ta pnvOpaT TOVL

DépaTOG AVTLY PAPOVTAG TIG TTPOCKTTL-
kég Paoerg OrbitDb twv cuvyypagéwv.

Meténertae  To cvotnua petofaivel otnv oerido Tov Bépatoc.
KATAOTOON:

Hivakag 3.14: Xevdpio ypriong 4 - Baouwxij porj

Actor :Concordia :Ethereum :OrbitDb

Fetch topic

Get topic

Get post

L>-21 Posts

Retrieve posts information loop

Retrieve post information

=221 Posts information

Xyripa 3.6: Xevdpio ypriong 4 - Aidypauua faoikrc potic
To <X X-4> mepiéyel emiong pio evallok Tkt por} oL propel va tpok el PAoeL TV ETLAOY®OV

TOL XPHOTI KaL 1) omoia eptypdgetal 6Tov mivaka B.15. H evaddakTiky porj 1 gaivetan emiong

670 oxfpa B.7 émov mapovoi&leTan To Sibypoypax poric TNG.
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Evoldaktikn pon 1: To O¢pa mepiéxel Ymeogpopia.

Egocov 1o Bépa mov avaktiOnie otn ypoppn 1 tng Baowkng Porjg mepiéxel Ynpopopio avor-
KTOVTOL OL TANPOPOpPLeG TNG.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon ZuoTnpuotog

1 - To clOoTnpa avakTd TOr PNVOpATH TOU
OépaTOG AVTLYPAPOVTAG TIG TTPOCKOTTLKEG
Baoeig OrbitDb twv cuyypapéwv.

2 - To cOoTpa avakTd TV Ymneogopia amd
to blockchain.

3 - To clotnpa avoktd TIG TANpOoPOpieg
™G Yneogopiag ovriyp&poviog Tnv
npocwrikn B&on OrbitDb tov cvyypo-
QéaL.

4 - To cbotnua emPeParmdvel TIG TANpOYO-

pieg g Yneogopiag pe Paorn to hash
mov €xel avaktnOei amd to blockchain.

To cevaplo ypriong teppatiletot.

Mivakag 3.15: Xevdpio ypriong 4 - Evaddaknikij porj 1
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Actor :Concordia :Ethereum :0OrbitDb

Fetch topic
e Get topic
Topic
~ Getpoll
,,,,,,, pol |
Get topic post IDs
___Postis ]
Get posts loop
< Get post
,,,,,,, Post ||
L --" Posts
Retrieve topic information
~ Retrieve poll information
~Validate poll information
Retrieve posts information loop
< Retrieve post information
_ -2 Posts information
Topic

Dynpe 3.7: Xevapio yprions 4 - Aidypappa evaldaktikns porg 1

3.6.5 Xevaplo xpnong 5: Anprovpyia vEouv HnvopoTog

To cevaplo xpriong 5, <XX-5>, mepLypa@el TIG SLdOYLKEG EVEPYELES TTOL EKTEAOVDVTAL YL TNV

dnpovpyio evOg PNVOHATOG. 2TOVG TTIVOKES Ko nopatiBevton ol Paoikég TANpoopieg
oL <XX-5> Kait oL evépyeleg TG PAGIKHG Porc avTioTolya, evéd 6To oA B.§ paiveton to Sid-

Ypappa Tng Pactkig pore.
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Anpiovpym véo pipvopa

YOvtoun mepLypagn 216X0G TOL GeEVapilov XPNoNG elval o XPMOTNG Vo Propel va
dnpovpynoEL VEO PIVUHCL.

Avagopd AA AA-6
Avagopd MAA MAA-2

[Tvpodotnon dpactnpiotntag O xproTNG TATAEL TO KOV SNHLovPYioG VEOL UNVOHATOG.

[IpodmoOeon O xpriotng va éxel ouvdebel otV epappoyn kot vo Ppioketo
otnv ceAida evog Bépatoc.

ITivakag 3.16: Xevdpio ypriong 5, dnutovpyia véov unviuarog.

Boaowkn pon

Tpappn Evépyerx xpnotn cvostnpotog

Anévinon Zvotnpotog

1 O xpnotng matdel To KoLt dnpovp-

ylag véov unvopatog.

To obotnpo eppavilel Tnv oppa “An-

provpyioe Mnvoparog”.

2 O xp1oTng cLPTAN pOVEL T Tedio Ko

natdeL To kovpsti “YrofoAn”.

blockchain.

To clotnpo elodyel Vo PrVUHA GTO

3 - To cOotnpa elodyel TG TANPOPOPieg
TOU PNVOHATOG GTNV TPOCWILKT Pdom
OrbitDb tov ypriotn.
Meténerta To ovotnpa mapoapével otn oeAida Tov Oépatog eppavilovtag To VEo PIVUHCL.
KATAOTOON:
Hivakag 3.17: Xevdpio ypriong 5 - Baouxij porj
Actor :Concordia :Ethereum :0OrbitDb
[] Create post
. Post creation form ] |
Submit
Create post
New post ID 'J]
7777777 Save post information
Updated topic page ||

Zynpe 3.8: Xevapio yprions 5 - Aidypappa faoikic potig
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To <XX-5> mepiéyel emiong pio evaAlok TikT) por} oL propel va tpok el PAoEeL TV ETLAOY®OV

TOV XPHOTN KAt 1) OTTolar TEPLy pipetan 6Tov mivaka: 3.18.

EvaAlaktikni pon 1: O xpriotng matdel To kovpri “Akvpo”.

Epdoov o xpnotng otn ypoppn 2 tng Baoikrig Porjg emhé€el “Axvpo” 1o chotnpa emiotpépel
ot ceAida Tov Bépatog.

Fpappn  Evépyeia xpnotn cvotiuotog An&vinon ZuoTnpotog
1 O xpno1ng matdet to Kovpmi “Axvpo” To ocvotnpa emoTpéPel ot oeAida Tov
Oépatoc.

To cevaplo xpriong teppartiletat.

ITivakag 3.18: Xevapio ypriong 5 - Evaddlaktikij porj 1

3.6.6 Xevaplo xpnong 6: Tpomomoinon unvopatog

To cevapro xpnong 6, <EX-6>, Teplypa@el TIG SLdOYLKEG EVEPYELEG TTOL EKTEAOVVTOL YO TN
TPOTTOTTOLNGT) €VOG UNVOHATOC. 2TOVG TTLVAKEG Kol nopotifevtal o facikéc TAnpopo-
piec Tov <IX-6> ko oL evépyeleg TNG Pactknic porg avtioTorxa, eved oto oy B.9 paivetan o

Suéryporppar TG Pacikrig porig.

Tpomomow® éva pivopoe

S0OvTopn TepLypogn 2TdX0G TOL oevaplov XPNoNG elval 0 XPNOTNG Vo PITopel va
TPOTLOTOLN|CEL T PN VOUATA TOV.

Avagopd AA AA-7

Avagopd MAA -

[Tupodotnon dpactnprotntag O xproTng mTaTdeL TO KOV TPOTTOTOLNGNG TOV HIVOHATOC.

[IpodmoOeon O xpriong va éxel ouvdebel otV epappoyn kot va Ppioketo
otV oeAda Tov BEPATOG TOL TTEPLEYEL TO UIVUUA TOU.

Iivaxoag 3.19: Zevapio yprjons 6, Tpomomwoinon UnvopaTog.
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O xpnotng matdel to kovpsni Tpomo- To clotnpa epeavilel TNV EOPHA
7oiNoNG TOL UIVOHATOG. “Tpomornoinon Mnvoparog”™.

2 O xpnotng cvpnAnpaovel ta tedio kat  To cOOTNHA TPOTOTOLEL TIG TTANPOPO-
notéer To kovpmi “YroBoAn”. pleg TOL PUNVOHATOG GTNV TPOCWITLKT

Béomn OrbitDb tov xprioTn.

Meténerta  To oVotnpa mopapével otn oeAido Tov BEpatog epeavilovtag To TPOTOTOLNHEVO
KQTAOTOON: U VUHC.

Hivakag 3.20: Zevdpio ypriong 6 - Baouxij porj

Actor :Concordia :Ethereum :0OrbitDb
] Modify post
___Post modification form | |
Submit

Save modified post information

Updated topic page

Zynpe 3.9: Xevapio ypriongs 6 - Aidypappa facikic potjc

To <XX-6> mepiLéxel emiong pia evaAAaKTIKT) por] TOL Prtopel va TpokOYeL PACEL TwV ETLAOYOV

TOU YPOTN Kol 1) OTola TEPLYpA@eTaL oTov mivake .21

EvaAlaktikn pon 1: O xpriotng totdel To kovpri “Axvpo”.

Epdocov o xpiotng otn ypoppn 2 tng Baoikrg Porjg emdé€el “Axvpo” 1o cOoTnpa emioTpépel
ot oeAida Tov Bépartog.

Fpappn  Evépyeia xpnotn cuotipotog Anévinon Zvotnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cOotnua emoTpéPel 6T GeAda Tov
Oépartog.

To cevéplo xpriong teppatiletot.

Mivakag 3.21: Xevdpio ypriong 6 - Evadlaktikij porj 1
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3.6.7 Xevapro xpriong 7: ¥Yneion oe Ppneogopic

To cevapilo xpnong 7, <XX-7>, meplypa@et Tig SLadoyLKEG EVEPYELEG TTOV EKTEAODVTAL YLO TNV
ynoeon oe pia Yyneogopic. Xtovg mivakeg Ko nopatifevtal oL facikéc TAnpopopieg
Tov <XX-7> Ko oL evépyeleg TNG PACIKNG PONG AVTIGTOLY L, EVED OTO CYTHA aivetol To d1d-
YPoppax TG Pacikrig porg.

Yneilo oe Ppneogpopio

ZbvTopn mepLypagn >to)0G TOL CGEVAPLOL XPNONG Elval 0 XPHOTNG VA PITOPEL v
ynoioel oe pia Yneogopia.

Avagopa AA

Avagopd MAA MAA-2

IMupodotnon dpactnprotntag O xproTng matdel To KOLKUTL Yneopopiog.

[Ipodm6Oeon O xpriong va éxel ouvdebel otV epappoyn kot va Ppioketo
otV oeAida evog Bépatog to omolo mepthapfavel Yneopopio.

IMivakag 3.22: Xevdpio ypriong 7, Yrgion o€ ynpopopic.

Baowkn pon
IFpappn Evépyera xpniotn cvotnpotog Antévinon Zvotnpuotog
1 O ypnotng matdel To Kovpmni tng emt- To oclotnua elocdyel véa Yneo oTo

Aoyng mov emBupel va Yneicer ko  blockchain.
matdeL To Koupsti “YrofoAn”.

Meténerta  To cOOTNHA avave®VEL TIG TTANPOPOPLES TNG YNPOPOPLaG.
KOTAOTHON:

Hivakag 3.23: Xevdpio ypriong 7 - Baouxij porj

Actor :Concordia :Ethereum

Submit poll vote

A 4

Add poll vote

Updated topic page

Zxripa 3.10: Xevapio ypriong 7 - Awkypoppe facikig porig
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3.6.8 Xevapro xpnong 8: ¥Yneion unvopatog

To cevaplo xpnong 8, <XX-8>, mepLypapel Tig SLadOYLKEG EVEPYELEG TTOV EKTEAODVTAL YLO TNV
YneLon oe éva PVOPN. LTOVG TVOKEG Kol nopotifevtan oL Pactiég TANpo@opieg TOL
<¥X-8> kau ot evépyeleg TG Paotkng porg avtioTolya, eV 6TO GXNHX paivetor To Sid-
YPoppax TG Pacikrig porg.

Yneilw oe pnvopa

S0OvTopn mepLypogn 2TdX0G TOL oevaplov XproNg elval o XPNoTNG Vo PITopel va
vrepymnoeicel 1) KataPneioet évor Pivopc.

Avagopa AA AA-8

Avagopd MAA MAA-2

[Mupodotnon dpactnpiotntag O eMCKENTNG TOTAEL TO KOVMUTL LITEPYNPLONG 1) KOTOYT|PL-
onge.

[Ipotmo6Oeon O xpnotng va éxeL cuvdebel otnv epappoyn kat va PpickeTon

otnv ceAida evog Bépatog to omoio mepthopPdvel TovAdyL-
oTOV éva VU TO omtoio dev €xel dnpovpyroet o idLog.

Hivakag 3.24: Xevapio ypriong 8, Yrigion pnviuarog.

Baowkn pon
ITpappn Evépyera xpniotn cvotnpotog An&vinon ZuoTnpotog
1 O xpnotng matdel 6to Kovpmi vep- To cVoTnua elcdyel véa Yneo pnvo-
yneiong pnvOopaTog. poatog oto blockchain.

Meténerta To cOotnpa aovave®vel TIG Yrpouvg Tov PnvOHaTod.
KOTAOTOON:

Hivaxag 3.25: Xevapio ypriong 8 - Baoikt porj

Actor :Concordia :Ethereum

Submit post vote

A 4

Add post vote

Updated topic page

Xy 3.11: Xevdpio yprions 8 - Aidkypappie facikic porig
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3.6.9 Xevaplo xpnong 9: Avxypaen tomik®v dedopévmv

To cevapro xpnong 9, <EX-9>, meplypa@el TIG SLdOYLKEG EVEPYELEG TTOL EKTEAOVVTOL YL TN
dlotypapr] TV TOTLKOV SeSOUEVOV. 2TOVG TLVOKEG Ko nopotiBevral ol Pactikég TANpo-
popieg Tov <XX-9> kat oL evépyeleg TG PACIKNG PONG AVTIGTOLY L, EVEM GTO GXNHX Qaivetol
T0 Sidypappa tng Pacikrg porg.

Arorypapon to tomkd dedopéva

S0OvTopn mepLypogn 2TOX0G TOL GeVAPLOL YPHOTG VAL O ETTLOKETTNG VoL PItopel va
draypael T Ttomikd dedopéva ov arobnkevovtal oto GU-
OTNHA TOL atO TNV EQUPHOYT.

Avagopd AA

Avagopd MAA -

[Tvpodotnon dpactnpotntag O EMCKENTNG TATAEL TO KOVHTTL SLaypoprg TwV TOTLK®OV de-
dopévwv.

[Ipotm6Oeon O emiokéntng mpémet va €xeL avoikel Tnv oeAida g epoppo-
Yne.

Hivakag 3.26: Xevipio ypriong 9, Sieypaer tomikdv Sedouévav.

Baowkn pon
ITpappn Evépyera xpniotn cvotnpotog An&vinon ZuoTnpotog
1 O emokéntng matdel to Kovpni dwe- To oclotnpo epeaviler TNV QOpHA
YPOUPHG TOV TOTLKOV SeSOUEVOV. “EmiPefaioon Awaypagrg Tomkodv
Aedopévov”.
2 O emokéntng ovpmAnpovel to medio  To cvoTnuo Sraypagpel OAeg TIG TO-
Ko TatéeL To kovpsti “YroPoAn”. mikég Paoelg OrbitDb mov ypnoipo-

TOLOVVTOL OTTO TNV EPAPHOYT.

Meténertaa  To oOGTNHA TOXPAPEVEL TPAYHATOTOLEL AVAVEWDOT) TNG GEALDNG.
KATAOTOON:

Hivaxag 3.27: Xevapio yprjong 9 - Baoiky porj
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Actor :Concordia :Ethereum :OrbitDb

Delete local data

Delete confirmation form

Delete local DBs

Zynpe 3.12: Xevapio ypriong 9 - Aidypoypia faoixig porc

3.6.10 Xevapiro xpnong 10: Anprovpyia KOvOTNTAG

To oevapio xpriong 10, <XX-10>, meprypa@el Tig dLodoxLKEG EVEPYELEG TTOV EKTEAOVVTAL YL TNV
Snpovpyia piag KowvoTnTAC. XTOVG TTivokeg Ko nopatiBevton oL facticég TANpoPopieg
Tov <XX-10> kot ot evépyeleg NG Pacikng pong avticTolya, Ve GTO CYNHHX poivetal To
duiypappa Tng Pactkig pore.

Anpovpym véa KowvoTnTa

S0OVTopn TEpLypopn 21dX0G TOL cevapilov Xprong elval o XpNoTNnG va Propel va
dnpovpynoet véa KovoTnta.

Avagopd AA kAA-125], kAA-135]

Avagpopd MAA MAA-2

[Tupodotnon dpactnpiotnTag O xproTng matdel To KOLPITL SnpLovpyiag VEAS KOLVOTNTOG.

[IpotmoOec O xpnotng va éxeL cuvdebel otnv epappoyn kot va PpiokeTon
p n Xpnome va ex NV EQaPHOYT)
otV apyLkn oeAido.

ITivakag 3.28: Xevapio ypriong 10, Snuiovpyia véag koivotnrag.
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Baowkn pon

IF'pappn Evépyera xpniotn cvetnpotog Anavinon ZuoTnpotog

1 O xpriotng matdel to kovpsti dnpovp-  To cbotnpa epeavilel tnv oppa “An-
ylog véag KowvoTnTag. povpyia Kowvotnrag™

2 O xpnotng ocvpmAnpaovel ta tedio kot To cOoTNHA dNLOLPYEL VEX KOLVOT T
notéer To kovpmi “YroBoAn”. oto blockchain.

Meténerta  To cvotnpa petaPaivel otnv cedido Tng véag KOLVOTNTOG.
KOTAOTHON:

Hivaxag 3.29: Xevapio yprjons 10 - Baoikrj porj

Actor :Concordia :Ethereum :0rbitDb

Create community

Submit

».
P

Created community page

Zynpa 3.13: Xevapio ypriong 10 - Awkypapua pacikic porg

To <¥X-10> mepiéyel emiong 00 evaAlakTikéG poég mov propel va TpokOyovy Paoel Twv
ETMAOY®DV TOL XPHOTH KOL Ol OTOLEG TTEPLYPAPOVTAL GTOVG TLVOKEG ko B.31. H evol otk
pon 1 paivetal emiong oto oynpo OOV TTAPOLGLALETOL TO JLALYPOUHO POTIG TNG.
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Evollaktikn pon 1: O xprjotng opilel eEwtepikod contract yix tnv kowotnto.

Epdoov o ypriotng otn ypapun 2 tng Baoikrg Porjg emAé€el “TIpoadnkn SvpPoraiov” to ov-
oTNHA avavedvel TNy oelida pocBétovtog ta emmAéov media tng poppag “Xovdeon Tupfo-

Aatov”.

Fpappn  Evépyeia xpnotn cuotipotog

Anévinon Zvotnpotog

1 O xpnotng, o@od GCULUTANPKOCEL TN
eoppo “Anpovpyia Kowotnrog”, mo-
téeL to xovprti “TIpoobrikn Yngogopiag”

Aoiov”.

To clotnpa avavewver tn celido pe
T medio g eoppag “Lovdeon ZvpPo-

2 O xpnotng cvumAnpovel to medior ko

natdeL To kovpsti ‘Yoo,

To obotnpo dnpovpyel TV véa KoLvo-

tta 670 blockchain ko tnv cuvdéer pe

T0 e€wTepLko contract.

To cvotnpa petaPaivel oTnv cerida NG véag KOLVOTNTOG.

Hivakag 3.30: Zevapio ypriong 10 - EvaAlaxtikij porj 1

:Concordia

:Ethereum

:OrbitDb

Create community

Add external contract

External contract form D
Submit

Create community

New community ID ?]

Created community page

Xyriua 3.14: Xevapio yprions 3 - Aidypappio evaAdaktikic porjg 1
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EvaAlaktikn pon 2: O xpriotng motdel To kovpri “Axvpo”.

Egocov o ypriotng otn ypappr 2 tng Baowkng Porg 1 oty ypoppn 2 tng Evaiiaktikng Porg 1
e é€el “Axvpo” TO GVOTNHA EMLOTPEPEL OTNV APYLKT] OEALdQL TNG EQAPHOYTIG.

Fpappn  Evépyeia xpnotn cuotipotog Antévinon ZuoTnpuotog
1 O xpriotng matdel To kovpni “Akvpo” To cboTnpa e TPEPEL BTNV OPYLKT OE-
Ada NG epappoyng.

To cevdiplo xpriong teppatiletat.

IMivakag 3.31: Xevdpio ypriong 10 - EvaAdaxtikyj porj 2

3.7 Apyitektovikn oxedioon

370 KEQAAOLO UTO TTEPLYPAPETOAL 1) ALPXLTEKTOVLKT] TOV GUOTHHATOG, OTTWG TPOEKLYE aTd TNV
emAeypEVT) TeExVoloyLkn oToifa ko TIg TpoavapepBeiceg amaltroelg Tov. Oa TPEMEL VA GTHEL®-
Oel 0TL ) TapovLAlOPEV) CLPXLTEKTOVLKT] Elvol TTPOLUN Kol dev aroTedel TNV TeALKT]) LAOTTOINGT)
NG TAXTYOPHAG, 1) OTTOlKL TTEPLYP&PeTaL 6T kKe@dhao d.

SUVOTTIKA, 1) APYLTEKTOVLKY TOU CUGTHHATOG TOTVITOVETAL GTO TOXPOKATM SLAYpOpaL:

é

Frontend

v
Ethereum
b
e te
orea Concordia contracts

MetaMask transactions

Community

7:\7:\

{  Communities |

____________________

9\ T .

User
Interface

|
8 |PFS§§§, PALN 0

1 IPES
: node
1

External Community Contracts

Community A

Zynpe 3.15: Apyitektoviktj Tov ovothuarog (otadio oyediaong)

AEileL va onpetwboiv ta e€ng:

+ O xddikag Tov frontend extedeiton ATOKAELGTIKA GTO GUG TN TOL XPNOTH, XWPLIG VO XIToLL-
teitan kaurotog eEumnpetntng. AnAadi, o xprioTng apkel amAd va €xeL Tov kKodka arrodn-

KEVUEVO OTOV LITOAOYLOTH) TOU.
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« O xpnotng aAAniemidpa dpeca pe to Ul ko to MetaMask. To MetaMask atoteAet browser
add-on, to omolo Siayelpileton Tor W Tk KAeWdid Ethereum tov ypriotn kot mpaypato-
TOLEL TIG CUVOAAQLYEG TOU TeAevTalov pe Tow smart contracts. XTnV TPOKEWEVT TEPITTOOT),
mepLéxel o KAWL Tov oxetilovtot aupevog pe tn dievBuvvon pe Tnv ool 0 XproTNG EY-
YPO@YETAL TNV TAATPOPHL, XPETEPOL He TIG dlevBvvaelg Tov mepiéyovv T NFTs twv kot-

VOTNTWV OTLG OTOLEC otVIKeL KoL €XeL SLKoLOpTa Yrjgov.

+ 2to frontend exteleitou 6To Tapacknvio évag kOpPog yia o IPFS. Autog cvvdéetan pe
aAlovg KatdAAnAovg kopPoug, dropotpdlovtag Tov KUPLo OYKO TV deSOUEVOV TNG EQUp-

HOYNG (TT.X. TOV TEPLEXOUEVOL TWV HIVUHATWOV).

« Télog, oto Ethereum blockchain vrtdpyouvv Td6c0 Tar contracts tng epappoyng, 660 Kot Ta
eEwTepLcd contracts ov mapéxovv ta tokens Twv kowotnTwV. Ta pev Aettovpyodv wg to
OTHELO AVOPOPAS TNG EPUPHOYTG, ETTL TOL OTOLOL EKTEAOVVTOL OL EVEPYELES Karl arrodTnieD-
ovTol oL HETUPANTEG TTOL elvor TOADTMOC oTapaiTnTEG YLot TH) AELTOVPYLiX TNG TAXATPOPHAG
(1.X. eyYEYPOHHEVOL X pOTES, ONpLovpynpéveg KowvoTnTeg). Ta de, dnpiovpyodvrot amd e€w-
TEPLKEG OVTOTNTEG, OL 0TTOleG 0pilovv KaT& 1 POOANGT TOVG TOV aKpLPT) TPOTTO SNLOLPYLNG

KoL SLGOLPAGHOD TV tokens TOLG GTOVG XPT)OTEG.

3.8 IIpodiaypagn peddodov vAomoinong KoL XpPOvVoOmPOypPoi-
HOTIOPOG

Katd tov ypovompoypoppatiopd akorovdndnkav ot taktikég mov opilel to Scrum. To cvu-
VOALKO TPOYPOHHATIOTLKO €pY0 XWwPLloTnke o€ eMPEPOUS, dLarkpLTovg 6TOXOVG Ko K&be 6TOY0G
avtiotolynOnke oe éva Sprint. Ta Sprints crotelobvton artd empépoug SLoXwPLOHO TNG EPYRTLOG
oe epic tasks. Ze avTO TO GTASLO XPOVOTPOYPAUHATIGHOD SV £YLVE AVOAVTIKOTEPT) TTEPLYPAPT)
Twv empépoug tasks, kabe epic ywpiotnke oe tasks katd To apyLkd oTAdL0 TG LAOTOINGNG TOV.

Qg onpavTKOTEPOG 6TOXOG TNG avartTLEng opiletar 1 dnpovpyic evog eAdyloTov PLOdGIHOU
npoidvtog (Minumum Viable Product - MVP). Xe avtd Tov 6to)0 TepthoptfGrvovTal TLo GTOLYELD-
delg Aettovpyleg pioG TAATPOPHAS ETLKOLVOVIOG OL OTTOLES TNV KAVOLV XPNOLUN, 1] duvaToOTNn T
eYYPOYNG, dnpiovpylog BepAToY Kol PHNVURATOV KoL (VALY VWGTG TOVL VITAPXOVTOG TTEPLEXOPEVOU.
Emewdn) o 0to)0G atuTdG mMEpLEXEL OTTO HOVOG TOV GTHAVTLKT TTEPLITAOKOTN T Kot SuokoAio kpibnke
avorykoiog o mepotTépw SLaywpLopog Tov o€ Tpia Sprints.

>to mpwTo Sprint opiotnke 0 6TdX0G TNG dnplovpyiag piag Paong kwdwka (codebase), tng
eEOLKELWOTNG JLE T TTPOYPOUHATIOTIKE EPYUAELQ TOV OLKOGLGTHHATOG TV DAppS koL Tng emLtu-
X1G dnpovpyiag Tov TpwToL contract. Xto devTepo Sprint 0 6TOXOG OpioTNke WG 1 dpovpyic
TWV TEXVIKOV XOPOKTNPLOTIKOV TTOVL 0LPOPOVY TOLG XPOTEG TNG TAATPOPHAGS KAl TTOL oL idtot (oL
xprioteg) £xovv ovvnbicel va TEPPEVOLV aITd pial TETOLX TAATPOPHA. 2TO Tpito Sprint cupmept-

ANPONKOY T TEYVIKA XOPUKTNPLOTIKA TTOL ITOPEVOLY OGTE va dnptovpynOei to MVP.
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To emdpeva Tpia Sprints ytilovv dtadox Lk TAV® GTNV LITAPYOLG X SOVAELA Kot LITOSOT). 2TO
TETAPTO PEPOG EPYACLOG WG GTOXOG OPLOTNKE 1) TPOSHNKN TOV XAPAKTNPLOTIKOV Yn@opopiag
TOVE oTo PNvopata kot dnptovpyiog Yneopopidv Bepdrtwv (polls). To emdpevo Sprint mepiioy-
Bavel epyaoieg Snpovpylag LITOSOUAG KoL TNV TPOTH NIL-ONUOCLX EYKATACTOCT) TNG EPAPHOYNG
oe meptpariov dokipng. To teAevtaio Sprint amotedel To TeAkd mTPoidv ko mepiéyel tasks oxeTikd
pe v dnpovpyic Koot TV Kot TNV beta eykatdoToon g epappoyng.

Emontikd, 1 Siadikacio Tng vAomoinong mepLypagetal 6To Tapakdte oxfpa (oxhpa B.16).

Sprint 1 Serint & Serint 3
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| I I
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: Create User - Imple_w\ent User ) : IP:; i:ifn :

| Contract (. Profile UL o > J I

A [ [ Interactions |

| [ [ I
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| Re_gis‘tro\‘tion ()4 :
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Implemen‘t IPFS
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Contract
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Zynipa 3.16: Aoywplopdg oe sprints
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KepaAoio 4
YAomoinon epappoyng

4.1 MebBodoAroyia vAomoinong

T T emitevén Twv GTOXWV TOL OPIGTNKOAY KL TNV OPYAVOGT] TNG EPYXCLOS TTOL OTTXLTELTOL
oe dlayelplopa pépm, xpnoomofnkoy didpopa epyodeia ko pébodot avamtvéng Aoylopikoo,
OmwG T0 choTnpa eAéyyou exdodoewv (version control system) Git, n pébodog opydvwong Scrum
kot ot Sradikacieg avamtuEng DevOps. Ta epyadeio avtd eivor Sokpacpéva kot £xouvv edpotwbet
ot oVYXPOVH avAItTLEN AOYLGHLKOD.

Méoo amd tnv Xprion TOV TAPATAVE® EPYOAELOV ETLTUYYXAVETAL 1] OLAAT) CLVEPYAOCLX OTNV
avarnttu€n tov Aoytopikot. Kabe pédog g opddag dvvatot va epyoctel aveExptnTo Kot Xwpig
TNV avaykn Slapkovg emkoveoviog pe to vtoAoa PéAN. O oTOXOL Elval OpLoPEVOL, GOPELG Ko
XWPLOoPEVOL o€ Srayelpiopa pépr Ta ool dev katofdrlovv ta péAT. Tavtdxpova, Exoviag wg
edpar kablepwPEVH TPOTLTTA AVATTTUENC, TToPEXETOL POPUUALGHOG Kot Tolpeg péBodot emidvong
TPOPANHATWOV, YEYOVOG IOV AetTovpyel KATAALTIKA Kkat fond& 6TV amo@uyT) TEAHATOV KATA TN
oLYYPOUPT TOL KOOLKOL.

To Git eivor Swpedv AOYLOHIKO avOoLYTOD KOOLKA TO OTTOLO ETLTPETEL KAl ETLKOVPEL TNV ATTPO-
OKOTITN aVATTTUEN AOYLGHIKOD atd TTOAAXITTAG PEAT pioG OpAdag, TLTOYPOVAL KoL SLOLVEUTHEVA.
Avto emituyyavetol Topéxovtag éva Thaiolo and epyaleio T omoior fonbovv tnv dwayeipion
KL EVOOUATOOT) TV SLOPOPETIKOV £KOOGEWV TOL KOILKA TIG oToleg avamtiooel kabe pélog
™G opadag Eexwplotd. Ymapyxovv didpopa povtéda xprong tov Git kot o GUYKEKPLHEVA TNG
dvvatotntag mov Sivel yia dnprovpyia, avamtuén kot éveon (merge) kAadiwv (branches).

' Tovg 6K0TTOVG TG T PO Lo SUTAWHATIKAG X prjoipomotOnke To povtédo GitHub flow.[17]
To povtého avtd opilel OTL kGbe TpoypappaTIoTHG avolyet éva véo branch yia T avamtugn evog
XOPOKTNPLOTIKOV TG EPappoyng 1) Tn StdpBwor) evog pépoug Tov kmduka. Emetta, dtav 1) SovAeid
éxeL oAokANpwBel, dnpovpyeitan éva aitnpa évwong (pull request) pe to Paoikd kAadi avértu-
Eng (develop) tng epappoyng. H dovdeid vmokeitan oe afloldynon omd tnv vdAoinn opddo
(review) ko 0tav kplBel OTL LkorvoToLel TIG aVAYKeS TOL €pyou, To branch yiveton merge pe to

develop. Otav to develop ¢ptdoel o¢ tkavod onpeio otabepdtnTog kKot aAAoYdV, YiveTon merge e
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to branch mapaywyng (master). Ao to master dnprovpyovvtoat oL TeALKEG ekOGELS TNG EQPOPHO-
YNG ot omolieg Sravépovtol yix xprion otnv mopaywyn (production versions), eved oo to develop
dnpovpyovvTaL oL doKIHACTIKEG €KOOCELG AULYUNG TNG EPAPHOYNG OL OTOLES XPNOLLOTOLOVVTOL
Koté Tov éleyyo (staging versions).

To Scrum eivou pioe péBodog opydvwong otnv omoia o emypeAnTrg Tov Scrum (Scrum master)
Sroywpilel o aveEdptnra pépn epyaciog (tasks) mov mpémel va vAomonBolv yia TV 0AOKAR-
pwoT Twv otdXwV evog project. Ta pépn avtd mepLypd@ovton avalvtikd poll Pe TIG OTOUTHOELG
Toug Ko katatiBevtan oe pio AMiota epyaciov (backlog). Enetta, péca amd cvokéyelg (meetings),
emAéyeTan évag aplBpog amo tasks o omoiot 0pilouv TO ETOHEVO TPOYPOHHATIOTLKO KUKAO (Sprint).
KaBe task avartifetan oe koo pédog yia vAomoino). o to Sprint opileton pic xpovikr Sidp-
KL, 0TOXOG TNG omolag elva 1 mepdtwon OAwv twv tasks mpwv ™ ANEn tng. Eto télog tng
npoBecpiog mov opiotnke yioe To Sprint tar péAT TNG OPADNG ATTOTYHODV T ATTOTEAECHATO KO
opilouv to emopevo Sprint. H Siadikacio emavoalopfavetal éwg 0Tov To £€pyo oAokAnpwbet.

AOYw oL TOAD pikpo? peyéBoug tng opddog, To Scrum akoAovdnOnke eAaoTikd. ZvyKeKpL-
pEVa, OV OploTNKe VG CUYKEKPLUEVOGS eTIEANTHG TOVL board aAA& k&Be pérog tng opddog @po-
VTL(E YO TOV OPLOPO KO TNV TTEPLYPOYPT) £VOG PépoLS TV tasks. Ta sprints dev Tav cuveyopeva
Ko Oev elyav wavto tov idto xpovo ekTéleong dAAG TPOCAPUOLOVTAY AVAAOYX HE TIG EKACTOTE
aVAyKeG KoL TOV Xpovo Twv pedav. Katda faon, xpnotpomoOnke n pébodog Kanban (mov xpnot-
pomoteiton amd to dlo To Scrum), yia tnv omtikonoinon Twv tasks. Ta tasks ywpiotnkov katd

KUpLO AOYO OTIG ToPaKAT® AloTEG:

+ «Avopovrg» (backlog), n omoia epiéyel tasks Ta omoia Sev éxovv akopa elcoyBel oe k&moLo

sprint

+ «Evepyot sprint» (sprint/todo), mov mepihapPavel tasks ta omola GUPPETEXOLVY GTO EVEPYO

(Tpéyov) sprint

+ «Extéleong» (in progress/doing), 1 omoic mepthopfével tasks yia T omoiar éxel Eexivrioet

1 avamtTLEn otd K&rolo PéEAOG TNG opadog

« «EAéyyov ko a€loAoynong» (testing/code review), n omoia mepiéyet tasks twv omoiwv 1
avartuEn éxel ohokAnpwbel ko Pplokovtal oto otddio eléyyou (testing) 1) avapovig oe

pull request

+ «OhokAnpwong» (done), wov mepthapPavet tasks ta omoia £xovv Tedewdoel, SnAadn Twv

omoiwv 1 avamtugn €xel oAhokAnpwOet ko To pull request éxel yiver merge

Télog, oplotnkav 6TIC AloTeg oL péylotor aptbpol otd tasks mov pmopoidv ta vdpyovv ce
k&Oe ypovikn otiypn. o mapaderypo, péxpl téooepa tasks otnv Alota ektéleong. Avto éyive
yloe evBappuvon tng oAokAnpwaong Tewv tasks amwd ta péAn, oe avtiBeon pe tnv eykataAenyn Touvg

0€ NULTEAT] KATAOTOOT) TNG OVAITTUENG YL TNV ovdAnm koo véou task.
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Zynipa 4.1: Zriypotomo 00ovng s Siadiktvaxtis vanpeciog Trello wov ypnowomouiBnke yia v vAoroinon tov Scrum

Katd v dwadikacio tng avamtugng Tou KOdKa, EQaPROCTNKAV ETLOTG OL TAKTLKEG TTOV Opi-
Covton amtd 1o DevOps oe 0,11 apopd To deployment twv vrnpeoiodv. To DevOps opilel Sigpopa
ePYQAELD TTOL ATTOGKOTTOVY GTNV ATTPOGKOIITT), CCUTOHALTOTOLNHEVT) KOIL YPHYOPX EVEWOHATWOT) TOV
KOSLKOX at0 TO GTADLO TNG CLYYPOAPNG HEXPL TNV OAOKAT pwoT) kat eykatdotooT. Ta epyodeia wov

xpnowomofnkov edw elvau:

Sovexng éleyyog (continuous testing)

Yvvexng olokAnpwon (continuous integration)

« Zvvexng mapadoon (continuous delivery)

Svvexng eykatdotoon (continuous deployment)

T'oe TV LAOTTOINGT TOV TAKTIKOV QUTOV eMAEXONKE HETR ATTO EKTEVT] EPELVAL 1) TAATPOPHLOL
Jenking. To Jenkins cuvSuvdotnke pe TNV TAATEOPHA ELKOVOTOINGTC WOTE VO KOAOV-
OnOovv ou tedevtaieg evdedetypéveg mpaktikég Tng Propnyaviag. Eywe cvyypaer tov apyeiov
Jenkinsfile To omoio meprypapet pe kodika v pon} epyacidv (pipeline) mov mpémel v aekoAov-
OnOel petd amo kabe adlayn otov kadika. H extédeon tov pipeline mpaypatomoteital avtopata

o6 to Jenkins.

To pipeline amotedeitan ad otédia ko fripata T omoia paivovrar ato oyrpa f.2:

a) Apxikd exteleiton o Pripa «Version», To 070lo GUAAEYEL GTOLYELX GYXETIKA HE TNV EKTENEDT)
Tov pipeline 6mwg To KAASL TOL KWSLKA TOL TLPOSOTNCE TN POT) KOL TOLX ATO TOL TAKET

Aoylopikot ov mepthapfdvovtal oto git repository mepiéxovv aldoyEg.

B) Emeita exteleiton to otddio «TEST» to omoio mepiéxel dvo Pripata mov ektelobvTon ma-

PAAANAC KOl TTPOLYHATOTTOLOOV EAEYYO TOU KOSLKX TWV TAKETWV.
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v) Av 1o kAadi mupodotnong eivon éva feature branch n pon otapatd €80, eved av mtpokel-
ToL yuo évee amo ta Paoikd kAadu (master 1 develop) tote 1) por) cuveyilel pe To 6TASLO
«BUILD» o710 omoio ekteAovvtal mapdAinia ta Prjpata ov ytilovv ta docker images

TOV TAKETWV EKELVWV TA OTTOLAL TTEPLEXOLY XAAALYEC.

0) Xtootadio «PUBLISH», av to kAadi mupodotnong eivar to kOpro kAadi mapaywyng (master),
TOTE ekTEAOLVTOUL TTapdAANAa Pripata Ta omoio dnpootedovy T docker images mov &n-

povpynOnkav oto amobetripro Dockerhub.

€) Télog, exteleiton to otddio «DEPLOY», karté TO 0710L0 TPAYHATOTOLELTAL 1] EYKATAGTOOT)
TV LINPECLOV 6TO avaAoyo meptPailov, staging yia to kAadi develop kot production yio

7o kAadi master.
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Zynjua 4.2: Aicypoppa porjg epyacicyv Jenkins

Me 10 xpnion tov Jenkins aLTOPXTOTOLEITOL [le HEYOAT EVKOAL VO GTHAVTIKO HEPOG TWV
dradikaomdv avartuéng kot dnpocisvong tov kodika. Me tn xprjon Tov cuykekpipévou pipeline
ylvetou olyovpo 0,TL o€ k&Be adAoyn), o XETOS TOL KAXSLOD aVATITUENG 0 KOJLKOG EAEYYETAL KOL
Ta moTeEAEGHOTO TV tests eivar amoBnkevpéva ko StaxBéoipa yioe avadvon. Akopa, yio To kKAodt
develop, avtopatomoleital 1 OAOKAPWOT TOV TAKETWV KAL 1] EYKATAGTACT) TOUG G€ TePLBAAAOV

Soxiung (staging), yeyovog mouv StevkoAbvel onpavTikd TG cLANOYLKES SOKLHEG ard TNV Opddo
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oe drpopetikd mepPailova ypriong (browsers). Télog, yia To kAadl master, ccvtopTomoLei-
tan 1 dwedikacia dnpocisvong twv docker images, pndevilovtag €Tl TOV XPOVO OV TPETEL VO

KotafaAovy Ta pHEAN TNG opadag o€ aTo.

4.2 Teyxvoloyieg vAomoinong

H mapovoa evotnta amoptileton ord LITOEVOTNTES, OTLG OTOLES SLATLTTOVOVTAL Ol GTUAVTL-
KOTEPEG TEXVOLOYiEG TTOV XprioLpomotiBnkav yia v vAomoinomn tng epappoyrg. Oleg ol Texvo-

Aoyleg amoteAobV dwpedv AOYLOHLIKO avoLYTOD KOILKCL.

4.2.1 Texvoloyieg oxetikég pe to development

Y& QUTAV TNV LITOEVOTNTA TTEPLYPAPOVTOL OpLopéva OepeAtddn) epyodeior kot frameworks mov

ovvetélecav otV avVATTUEN TNG EQAPHOYTIG.

Node.js

nede
©
Zxnjpe 4.3: Node.js logo

To Node.js@ elva éva epLpdddov xpovov extédeong JavaScript TOAAATAGV TAXATYOPUOV,
TO omolo ekTeAeital oTn pnxovn \ER mopéxeL T duvatotnTa ektédeong kddika JavaScript
eKTOG TEPNYNTAOV LoTOV. EMITpémnel 6TOVG TPOYPAPHATIOTEG VO XprjoLpomolovy JavaScript yio
TN oVvTadn epyodeiwV YPOpUNG EVTOA®V kot TN SNHLOLPYLL KALAKOTOV SLUdIKTLUOKOV e@ap-
poyov (kvping yia e€umnpetntéc). Exer apyitextovikn Paciopévn oe ovpPdvra (event-driven
architecture), pe dvvatotnta acvyyxpovng etcd6dov/eE6dov (asynchronous I/0).[18]

Eva atd ta onpovtikdtepo Yopaktnplotik® tov Node.js eival 0 evoopatopévog dayetpl-
OTNG TAKETWV TOV, 0 0TT0l0G ovopdletar npm. Me Tov npm YivVeTL €QLKTT 1 EYKATAOTOOT) TTOUké-
TV (BPA0ONKOV) atd To pnTp®o npm (npm registryE), KoBmg kot 1 opyavweon kot 1) Stexeipion
TOVG 6T TAALOLA TNG AVATTUENG PG EPOPUOYNG TTOV eEXPTATOL OTTO VT

To Node.js éxet to amoBetripld tov oto GitHub (https://github.com/nodejs/node).

Zhttps://nodeis.orq/
Bhttps://v8.dev/
“https://www.npmis.com/
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Docker

&

Xynpe 4.4: Docker logo

To Docker amotelet pla mAatpoppo 1) omoia Topéxel AoyLopiko etkovortoinong (virtualization)
0TO eninedo TOL AELTOVPYLIKOL GLGTHHATOS KAOWG KOl OAOKAT PWHEVO GLGTHHATO SLOHOLPAGHOD
KOUL EKTEAECTIG TWOV TTOPOULYOHEVOV ELKOVOV.

AtverTnv duvatotnta 6OvOeon G eLKOVIKOV TTEPLPAAAOVTWV AELTOVPYLKOD GUOTHATOG TOL OTTOL
ovopalovton elkoveg (images). Méoa oTIG elkOVEG elval duvath) 1) EKTEAEGT) TTPOYPAUPATWV GE
QG PaAT], ATOpOVOHEVA Kot TTPoPAéYipa TeptBdAlovTa Ta omoia eyyvovvTal Tig idleg cuvOnKkeg
ektéleong mavtov. Etol, ol mpoypoppatiotéc dev ypetdletor vor avrouyovv yia 1o epBaAlov
eKTENEONG TOL KOJIKa kaL TNV pLBLoT TV Tapapétpwv ot kK&be Eexwploth eykatdotaot.

Tavtoypova, n mAat@oppa tov Docker mapéyel cuoTrpata kot Tumomolnpéveg pebodoug yio
TO TAKETAPLOUA TWV ELKOVWOV, TNV HETAPOPTWOT] KL TNV EKTEAECT) TOVG G€ OUTOHAKPUCHEVOL GL-
othpata. Me avtd Tov Tpdmo amotedel TOAVTIHO epyaieio To omoio éxel Yivel TO oTdvTap OTN
Bropnxavio Aoylopikol yio Tov SIAHOLpAGHO KAl TNV EYKATAGTACT) OLOKANPOHEVOV EPAPHOYDV
oe eptparrovta dokiprg (staging environments) ko Tapoywyng (production environment).

Télog, N SLVATOTNTA TOTLKNG EKTEAECTC TWV EIKOVOV GTO GUGTNHA AVATTUENG TOL KOLKX
diver tnv evkoupior eAéyyou (testing) ko amoo@oaipatwong (debug) tomikd oe éva meptpdAiov
1d10 pe avtod NG ekTéAeoNG. AuTO eivon e€opeTikd oNHAVTIKO emeLdN) amokAeiel TUXOV peToBoAég
OTNV TOPElO EKTEAEGTIG TOV TTPOYPAHIATOG TTOVL HITOPEL VO EPYOVTOY QTTO TNV EKTEAECT) GE £V

Srpopetikd meptBaAlov.

Jenkins

Zytiua 4.5: Jenkins logo

To Jenkins elvaut évog TARPOG TXPAUETPOTOLGULOG KOl ETEKTAC OGS SLUKOULGTHG CLUTOHOLTO-
noinong (automation server). O diokoploTng popel va avtopatomotoel TG Stadikooieg eAEY-
X0V, OAOKANPWOTNG, TAPAIOCTG KOl EYKATACTAOTG TOL KOOLKX, DAOTOLOVTAG £TOL Pacikég dtodL-
Kooteg mov opilet to DevOps, cuveyr) éleyyo (continuous testing), cuvexn oAokAnpwor (contin-

uous integration), cuvexrn mapadoon (continuous delivery) kot cvveyn eykatdotaon (continuous
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deployment). Ertiong, to Jenkins propel va mopapetpomonbel pécw twv pubpicewv mov Tpocpé-
peL koL TV enektdoewv (plugins) mov vdpyoLV OGTE Vo TTapéxeL TIG dLVATOTNTEG AVTES YL
omoLodNToTE TAATPOPHL, YAOOo KoL TepLPariov avamTuéng.

>to Jenkins eivat Suvatdg o oplopdg pe xpron kaddika (oe Groovy kot 6to DSL tov mopéye-
Ta oo to Jenkins) ToAAXTAGV ypoppdV epyaciav (pipeline). Ot ypoppég epyaciav ouvtibevton
atd moAATTAGL Prjpota Ta omolal emLTEAOVY EeXWPLOTOVG GTOXOVS TTPOG TO TEALKO OUTOTEAECHO
™G ypoppns. To Pripocto prropodv va tpéxouvv oetplakd 1 mapdAinia. Evd divetal n duvatotnta
eKTENEOTIG G€ TTOAAATTAL, SLotVEUNHEVX CUGTHHATA KXOMOG Kol AAAEG TTPOYXWPTHEVEG AELTOVPYLKO-
TNTeEG.

To Jenkins cvvdvaleton amoteleopatikd pe Tnv mAat@oppa tov Docker mov mepiypaonke
TPONYOUREVKRG. MéGw ToL cLVSLAGHOD SiveTat 1) evKALPLA TNG AVTOHATOTOLNONG TOV peYaADTE-
pov pépoug tov DevOps o¢ éva amoAdTwg TpoPAéYyo meptPdAlov To omoio mapopével oTabepod
aTtd TNV aVATTLUEN TOL KOJLKA PEXPL TNV TEALKT) eykaTtdoTaot). Me avtr) tnv pébodo Peltidveton

ONHOVTIKE 1) ATTOTEAECHATIKOTTA TV OPHAOWV tVATTTUENG KOSLKAL.

4.2.2 Teyvoloyieg oxetikég pe to Ul

TNV Tapodoa LITOEVOTNTA TTEPLYPAPOVTAL OGES TeEXVOAOYieg oyeTilovTal pe T SLemagr] Tov

xpnotn (UI), dniadr) pe To Presentation tier.

React

X ytiua 4.6: React logo

H React™ arrotelet BipAoOrikn JavaScript, n ool ypnopomoLeital yioe TNV KATookeur] Stemo-
@wv xpnotn. Eivou dniwtikr (declarative) xou faciletar 6e components, ta omoia Staryetpilovron
TNV KatdoTaoT] Toug (state) ko cvvtiBevron yio va dnpovpyricouvv molvmAoka Siaedpaotikd Uls.

Eva onpoavtikd epyodeio yia tnv torxeio avamtuén web epappoydv oe React eivou to Create
React App@. Me 0 xprion piog ko povo evtoAng (npx create-react-app my-app), eykadictaton
avtopata évag development server oe epitpdAiov Node.js (wg pice povadikn BpAtodnkn). Avtog
epepiéxel plo TAnOdpa amd build tools (rt.x. Webpack, Babel, ESLint), Ta omoia tpoo@épouvv
LoxLpég duvatdtnteg, Omwg dpeca reloads kar tapaywyn Pertiotonmompévev bundles. Eto, 1
dradikaoion Tng vAoTOINONG CUTOKTA TToLKiAeg SlevkoADVOELS, Ywplg va artattel TV ekpddnon,

TNV XELPOKIVITN EYKATAGTUCT) KOL TNV TTPOTYHEVT) SLALOPPOOT) TWV TEXVOAOYLOV GTO ECWTEPLKO.

Bhttps://reactis.orq/
https://create-react-app.dev/
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H React éyet to ammoBetriptd tng oto GitHub (https://github.com/facebook/react/) kot Sia-

Tibeton pécw tov pntpdov npm (https://www.npmijs.com/package/react).

Redux

s

Zynpa 4.7: Redux logo

To Redux™ awotelet pior BLpAtoBkn JavaScript, n xprion tng omolag tpoceépel TNV epop-
poyn éva TAnpwg Swxetpicipo global state.

To dopikd otoryeia Tov Redux eivan ta e€ng:

+ Actions: Avtikeipeva T ool TEPLEXOLV VEQ TANPOPOPLX YLt TNV TPOTTOTOLNGT) TOV state

NG EQAPHOYTC.

« Reducers: Xvvaptroeig ol omoieg Aapfavovtag éva action ko Stofdlovrag To Tpéyov state,

epappolovv kamolo AoyLKT yla TNV Tapaywyn evog véou state.

« Store: To avtikeipevo oo omoio Ppicketal amoBnkevpévo to state tng epappoyng. H Po-
oK1 WOLOTNTA TOL state eivol OTL Tarparpével ape TAPANTO KaL, YLOL TNV AVOVEWGT] TOV, TTOPA-

yetTa mavta éva véo state object péow twv reducer.

« Middleware: ITpoatpeticd Koppdtior kddLkar Tov Aopfdvouvy actions TpLv eKelvol PTAGOLY
otoug reducers kai ekteAovV kdrolo side effect. Xvvr0wg xpnoyomolodvtal yiox evépyeteg

onwg logging ko error reporting 1 yix v eveoovv to Redux pe eEwtepikd APIs.

Av ko to 1810 To Redux eivat pikpockomikd oe péyebog, o TpOTOG LAOTOINGTC TOV €XEL EMLTPE-
PeL T dnpovpyic €vOG TEPAGTLOL OLKOGUOTHHATOS EPYAAEL®DV KOl EMEKTACEWV, TAL OTTOLX GLVOE-
ovton poli tov 1 Bacilovton oe awtd. T Tapddetypa, pio oad TIG KOPLEG XPTOELS TOL elval 1)
KOTAOKELT) SLEMapdV Xpriotn oe cuvdLacuo pe dAdeg BipAobnkeg, 6mwg pe Tnv React. Ze avtiv
TV mepintworn, cvvdéeton pall Tng pe To npm TOkETO react-redux kot 1 Aertovpylo TOv LTO

avamtuén Ul mpokimrel wg e€ng:

https://redux.is.orq/
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C("/\):) Sagas

Thunks Observables

W

Zyripa 4.8: Aeitovpyic Tov Redux oe cuvdvaopd pe React

To Redux éxet to amoBetnptd tov oto GitHub (https://github.com/reduxijs/redux) ko dio-

Tibetou pécw tov pntpdov npm (https://www.npmijs.com/package/redux).

71


https://github.com/reduxjs/redux
https://www.npmjs.com/package/redux

Redux-Saga

Zxnpa 4.9: Redux-Saga logo

To ReduX—Saga@ amotelel pia PpAoOnin JavaScript Tov otkocvotpatog tov Redux. IIpo-
kertal yia éva Redux middleware, to omoio xpnoyonoiei ESG generator functions® YLOL TNV EKTE-
Aeon kou dwxyeipion mowkidwv actyyxpovwy side effect. Avtég oL cuvaptrioelg (sagas) Tapéxovv
pioe TANBOpa eTAOYOV Yo TNV TopdAANAY ekTéLETT) KOOLKX TTOL ptopel vor oxetileton pe e€w-
tepik APIs, 0mwg pe éva blockchain 1) pio Béon dedopévwv. Me avtdv tov Tpdmo, Ta TeAevTaio
HIropovV va cupeptAneBovv oto kevipikd Redux store ko tn dioyeipion Tov cuvoAikov state
NG EPAPHOYTG.

To Redux-Saga éxeiL to amoBetrpLod Tov oto GitHub (https://github.com/redux-saga/redux-

saga) ko dwtifetan pécw Tov pnTpwov npm (https://www.npmis.com/package/redux-saga).

4.2.3 Texvoloyieg oxetikég pe to Ethereum

2NV TapovdO LITOEVOTNT TEPLYPAPOVTOL EKELVEG OL TeXVOAOYieg TTov oyetilovtal pe TO

Ethereum, dnAadn pe to Application tier Tng texvoloyikng otoifac.

Truffle

Zyriua 4.10: Truffle logo

To Truffle® e{vou évo o6 Tax dnpogpiréotepa Ethereum development frameworks kot cmoteAet
Tufipa g oovitag Truffle.

Méow tov Truffle mpaypatonoeiton n Srayeipion twv éEvnvwv oupforainwy. Avth meplhoy-
Baver tn dokyr, tn oOvdeot koL TN HETAYA®OTTION TOLG, Kab®g kKol TNV avamTuén Toug 6To
blockchain.

Emniong, to Truffle mepiéyer mpdobetar oyetikd epyaleio, 6mwg dtadpaotiky) KOVoOAQ yiow
apeon oAAnAemidpoon pe To contracts ko ektedeotng e€wtepikdv cevapiov (external script

runner).

Bhttps://redux.is.orq/
Phttps://developer.mozilla.orqg/en-US/docs/Web/JavaScript/Reference/Statements/functionx
WOhttps://trufflesuite.com/truffle/
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Exer to amoBetnptod Tov oto GitHub (https://github.com/trufflesuite/truffle) kot do-

tibeton pécw tov pntpov npm (https://www.npmis.com/package/truffle).

Ganache

Zxnpa 4.11: Ganache logo

To Ganache?! eivau éva Aoylopiko wov mapéxet éva fonOnticd mtposwmikd Ethereum blockchain
YLOL TOX €L LVATTTUET UTOKEVTPOHEVOV EQUPUOYDV KoL outoTeAel emtiong Turpe tng covitag Truffle.
AwxtiBeton T060 wg desktop epappoyn pe UL 660 kat wg CLI (command-line interface).

To Ganache mapéyel loxvpd epyadeio yio TNV oavamtugn é€vmvov cupfolainv, 0Tmg:

« Block explorer, péow tov omoiov propovv va e€etactody Aemtopepadg 0Aa ta blocks ko ot

oLVOAAOYEG TTOV APV YWpPO.
« E€pedvnon twv eocwtepkdv Twv contracts kat Twv mupodotnpévev event toug.

« Evdelexég apyeio kataypapng tg e€6dov tov blockchain, to omoio mepthapfaver onpo-

VTLKEG TIANPOYOPLES YL TOV EVTOTLOUO CPAAUATOV.

« AvvatotnTa Spopewong tov xpovov e£6puEng Twv block, étoL wote va appodlel pe Tig

eKQOTOTE avayKkeg (avtopatn e€6puEn 1 eEOPULEN o€ TPOCAPHOGHEVO XPOVIKO SLAGTNHCL).

' Ganache

ACCOUNTS

CURRENT BLOCK GAS PRICE GASLIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE S
2423 20000000000 6721975 MUIRGLACIER 5777 HTTP:/127.0.0.1:8545 AUTOMINING CONCORDIA

MNEMONIC HD PATH
aim palm aunt supreme bring net blood tool valve devote nasty visa m/44'/60"'/0"'/8/account_index

ADDRESS BALANCE TX COUNT INDEX &

O%3EDF5a6811E7A7e7c47141c20C5C2FF3E3e6472A  84.93 ETH 899 (]

ADDRESS BALANCE TX COUNT INDEX @f
0x13AbF61770D64350b36fde3Fcc60E6B680676A15 98.38 ETH 433 1

ADDRESS BALANCE TX COUNT INDEX
0xb4E111f97B527ddCcecC52eA88491a198fDC41A0  99.16 ETH 260 2 é?
ADDRESS BALANCE TX COUNT INDEX
0xd930ed4a536bD407d2dd3Cf186FC351e91685418 99.42 ETH 141 3 (?//J

ADDRESS BALANCE TX COUNT INDEX el

Zxnipa 4.12: Ganache (desktop epappoyr)

2lhttps://trufflesuite.com/ganache/
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To Ganache éyeL to amtoBetrpid tov oo GitHub (https://github.com/trufflesuite/ganache)

kot Swaetifeton pécw Tov puntpwov npm (https://www.npmis.com/package/qganache).

4.2.4 Texvoloyieg oxetikég pe to IPFS

Y& QUTHV TNV LITOEVOTNTA TTEPLYPaPOVTOL 00eg Texvoloyieg oxetilovtal pe To IPFS (BA. evo-

mra R.7), Snhadi pe To Data tier tng texvoloyikric oToifog Tne epappoyc.

js-ipfs

Xyrjua 4.13: js-ipfs logo

H vAomoinomn tov IPFS mov ypnoonoeitar otnv epappoyr Concordia eivor avtry oe JavaScript
Kot ovopaletan js-ipfs. Méow avtng g PipAobnkng, mapéyetar n Suvatotnta Snptovpylag evog
IPFS xoppov, toco oe évav Node.js server, 660 kot oe éva meplfaAlov browser.

To js-ipfs éxeL To amoBetripLd tov oto GitHub (https://github.com/ipfs/js-1ipfs) ko Sia-

tifeton péow tov pntpov npm (https://www.npmjs.com/package/ipfs).

OrbitDB

\

=

Zxripa 4.14: OrbitDB logo

H OrbitDB eivou pia P2P faon dedopévwv avorytot kddika. Xpnopomnotet to IPFS yuo tnv
anodnkevon tewv dedopévwv kot to IPFS Pubsub yia tov avtopato cuyypoviopd tov fhoewy Se-
dopévev peta€d Twv peers. Eival tedikd cuvenng (eventually consistent) ko xpnoyonoiei CRDTs
(Conflict-Free Replicated Data Types) yio cuyxwvevoelg Pdoewv dedopévwv xwplg cuYKpoLCELS,
npbypa wov tnv kabotd e€oupetikn emhoyn yioe DApps ko offline-first web applications.[[19]

Kamowa Bacikd yapoaktnpiotikd tng eivon ta e€ng:

« Stores: H OrbitDB mapéyel diipopoug tomovg Phoewv (stores) yia Stapopetikd povrédo

dedopévmV KoL TEPLTTOCELG XPHIOTG:
- log: éva apetédfAnTo (LOVO YLt TPOGAPTNGT)) NHEPOADYLO HE QLVLYVEDGLHO LOTOPLKO.

74


https://github.com/trufflesuite/ganache
https://www.npmjs.com/package/ganache
https://github.com/ipfs/js-ipfs
https://www.npmjs.com/package/ipfs

- feed: éva petafAnto apyelo katoypong pe avixveOoLHO LGTOPLKO, TOL OTTOLOL OL Ka-

T WPNOELG LITopoLV va Tpoctefovv Kot va apatpeBoiv.
— keyvalue: pia faon dedopévev KAELOLOV-TIHOV.

— docs: pia Paon dedopévev eyypopwv oty omoio propovv vo apyetofetnBolv €y-

ypopo JSON pe éva kaBopiopévo kAeldi.

— counter: pio B&or SedOpEVOV VIO KATOHETPNIOT) CUHPAVTOV.

Ol ta stores vAoTTOLOOVTOL TTAVW oTO ipfs-log, pioe apetdPAntn, operation-based CRDT
YL KOLTOLVERN LEVAL GUOTHHOTAL, EVE VITAPYEL KoL 1) SUVATOTNTA STHLOVPYLNS TTPOCAPHOCHE-

VwV stores avaAoyo pe TNV mePINTWOT).

+ Address: K&Oe Baon dedopévev Aapfaver katd tn dnpiovpyia tng pio dtevBuven g pop-
¢ng /orbitdb/CID/DATABASE_NAME, 6mtov CID eivou To IPFS multihash tov pavipéstou tng
Kot DATABASE_NAME to dvopa tng Paong.[20]To pavipéoto eivan éva IPES object mov me-
piéxel mAnpogopieg g Paong Omwg To OVOPX, TOV TOTO Kol évay SelkTn oTovV eAeYKTH

npocPaong (access controller).

« Identity: K&Be popd mov mpootifeton pio eyypapn otn Pdomn vroypagetal otd tov dn-
HLovpYo NG, 0 omoiog mpoodiopiletal amd pia tavtotnta (identity). To Identity object,
TEPA OITO TOV TTPOETLAEYHEVO TPOTO AELTOLPYLOG, PITOPEL VO TPOCAPHOCTEL ETGL WOTE VAL

ouvdéetal pe kdmolo e€wteplicd avayvoplotikd. H popen tov éxel wg sgﬁg@:

{
id: '<the ID of the external identity>',
// Auto-generated by OrbitDB
publicKey: '<signing key used to sign OrbitDB entries>',
signatures: {
//Allows the owner of id to prove they own the private key
associated with publicKey
id: '<signature of id signed using publicKey>"',
//This links the two ids
publicKey: '<signature of signatures.id + publicKey using id>'
}s
type: 'orbitdb'
}

Zyripa 4.15: OrbitDB Identity

+ Access Control: Kata tn dnpovpyia piog pdong propodv va opiotodv 6cot Ba éxouvv Si-

KOl EYYPaPnG o€ auTh), HECW eVOG eAeykTh TpocPaong (access controller). O eleyktig

22BX. ko https://qgithub.com/orbitdb/orbit-db-1identity-provider
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B tephopPaver ta public keys toug, T omoia prtopodv va avaktnBodv atd to identity tov
KkoBevog. Ao mpoemihoyn kot av dev opiletan doupopeTikd, divetor TpocPact eyypopng

povo atov dnpovpyod tng Paong.

H OrbitDB éxet to amoBetrpLo tng oto GitHub (https://github.com/orbitdb/orbit-db) ko

SratiBetat péow tov pnTpwov npm (https://www.npmis.com/package/orbit-dhb).

Libp2p

Zxtiua 4.16: Libp2p logo

H libp2p eivon éva apBpwtd oot TPpwToKOAA®Y, Tpodiaypapnv kot BLpAtodnkov mov
ETLTPETOVV TNV AVATTTUEN P2p ePappoydVv. ATtotelel To vitokeipevo entinedo Stktvov tov IPFS.[15]

Eva and to viomonpéva tpwtdokorla petopopds dedopévewv tng libp2p eivan to libp2p-
webrtc-star®. Amorelel TPWTOKOAAO HETOPOPAS dedopévwy TO oTolo vTooTnpileTan TOGO ATO
Node.js servers, 660 kot amd browsers. Ilepthopfavet, eiong, évav signalling server, mwov emitpé-
TTEL TN YPT)YOPT) avak&ALYT Kot o OVdesT) TwV peers.

To libp2p-webrtc-star éyeL to amoBetrpd Tov oto GitHub (https://github.com/1ibp2p/js-
Libp2p-webrtc-star) kot diatibeton pécw tov pnrpwov npm (https://www.npmis.com/package/

libp2p-webrtc-star).

4.3 ApYXLTEKTOVIKT] VAOTOLNGTG

To mepipdArov avamtuEng tng epappoyng vAomouOnke YPrOLHOTOLOVTAS TO HOVTEAO ap)XL-
TEKTOVIKNG TV HikpoiTnpectdv. To povtédo twv pikpoimnpeotodv Paciletal otnv otodopnor
TOVL GUGTHHATOG O HLKPEG HOVADES, OL OTTOleG TLVEPYALOVTUL MOTE VX TTPOCPEPOLY VX EVLALO
anoté eopo. H mpooéyyion autn éxel TOAX TAEOVEKTARATO GE GUYKPLOT) He TNV AVATTLEN Ho-
voABkov epappoy®v. O Pactkdg Adyog yior Tov omolo emAéyOnke 1 apLTEKTOVIKT] pikpodrtn-
PECLOV €lval 1) EVKOALX TTOL TTPOCPEPEL BTN YPNYOPT] OVATTTUEN KOLVOUPLOV XXPOKTPLOTIKOV,
TAVTOX POV IO SLAPOPETLKA PEAN LG OPAdOG, aGDYYpOVA KAl XWPLG TNV aVAYKN ouveXolg
ETMKOLVOVIXG Kot Lvevvonong petaEd tovg. Autd oupPaivel emeldr) kabe PEPOG TOL CLGTHRATOG
(umtnpeoio) elvor aLTOVOHO KOL 1) AVATTTUEN TOL elvat dLoYWPLGHEVT] ATtO TO LTTOAOLTTO GUCTNHA

pe to omoio eivor advvapa cvvdedepévo (loosely coupled).

Bhttps://qithub.com/1ibp2p/is-libp2p-webrtc-star

76


https://github.com/orbitdb/orbit-db
https://www.npmjs.com/package/orbit-db
https://github.com/libp2p/js-libp2p-webrtc-star
https://github.com/libp2p/js-libp2p-webrtc-star
https://www.npmjs.com/package/libp2p-webrtc-star
https://www.npmjs.com/package/libp2p-webrtc-star
https://github.com/libp2p/js-libp2p-webrtc-star

To obotnpa Tov meptPdAlovtog avantuEng cvvtifetar amd didpopeg pikpodnnpecieg, k-

TOLEG QO TIG OTTOleg avatTOXONKAY 6T TAXIGLAL AUTNG TG EPYATLOG, VK GAAEG amoTEAODV

dwpedv Aoylopiid avorytod koddika. Ot pkpoimnpecieg avTég cUVOYLLOVTOL GTOV TAPAKAT TTi-

VoKX

Miwkpoinnpeocio

Yovtopn mepLrypa@n - Avtikeipevo/XtoX0g

Concordia Application

Concordia Contracts Migrator

Concordia Pinner
Concordia Contracts Provider
Ganache

Rendezvous Server

Ynnpeoio pe tnv omoioe adAnAemidpolv ot xproteg

Ynnpeoia petapdéptwong twv ovpforainwv (contracts) oto

blockchain

Ynnpeoia kapPLto®patog Sedopévmv.
Ynnpeoio diapolpacpod Twv contract artifacts péow HTTP
Tomikd, Wiwtikd Ethereum blockchain

Ynnpeoio edpeong OpPOTIHOV XPNOTOV

Hivakag 4.1: Xovroun mepiypagrj twv VInPeciiv Tov mepipdrlovros avarntuéng

Yto mhaiowo Tng epyociog avartoxOnkayv eniong dikpopa apBpdpata (modules), kvpiwg pe

N popyn PipAodnkadv JavaScript. Ta apOpdpota xpnopomolodvTol amd TIG LINPECLES YL TNV

entitevEn Tov empépoug epyactodv. H avamtu€n tov Aoylopikod oe Eexwplotd apbpopota emt-

TPETTEL TNV EVKOAT) ETTAVALYPTOLHOTTOINGT) TOL KOILKA, KOOMOG KOl TOV SLorY WPLOHO TV AUTOVOUWY

THNHATOV KOdKa. Ta apOpodpata cuvoilovtal 6ToV ToUPaKAT® TivoKL:

ApBpopa

Yovtopn meprypo@n - Avtikeipevo/XT0x0g

ApBpwpa concordia-shared
ApBpwpa concordia-contracts

ApBpwpa eth-identity-provider
ApbBpwpa drizzle

ApbBpwpa breeze

Xprowo epyodeio kot otofepég GLOTHRATOC.
MetayAodtTion twv contracts kat SitxBeomn twv artifacts.

Anpovpyio povadikot avayvwplotikol xproth yix th Bdon
OrbitDB.

BeATiwpévn TPOYPOPHATIOTIKT] SLETOPT] ETTLKOLVOVIOG JLE TO
blockchain.

BeAtiwpévn mpoypoppatiotikr dtemapn xpriong g Paong
OrbitDB.

Hivaxag 4.2: X6vroun meprypopri apBpwudtwy cuoThuaTog.

To apBpopata kat oL vinpecieg Ba TepLypoov oe peyordbTEPT) OAVAALOT) T EMOUEVL KE-

POAOLO. XTO TTOPAKAT® GYXNHO QALVETOL 1] GUVOALKT] OPYLTEKTOVLKT] TOL GUGTHHATOG:
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React
Components

@ concordia-shared @ Deployed

Contracts

concordia-contracts

eth-identity-provider

drizzle e Service

© & © ©

breeze

e Service

Service .
e @ concordia-shared

@ concordia-shared @ concordia-contracts

@ eth-identity-provider

Zxnpa 4.17: Aigypopior apyITEKTOVIKHG CUOTHHATOG

43.1 Apbpopara

Y& oavTo TO Ke@AAaLo Ba mepLypopolv pe peyaditepn AemtTopépela Toe apbpopata Tov avo-

TOXOnKaw.

ApOpwpa concordia-shared

To apBpwpa concordia-shared amoteel pio BpAroOnKn xpricywy epyoreinv kot otabepav.
Ed mepiéxeton OA0 TO AOYLGHLKO TO 0TTolo TTPETteL 1) eivor eOVUNTO VoL GUUTTEPLPEPETAUL [E TOV
1810 TPOTO GLUVOALKA 6TO GUGTNHA, OTTWG Yo ToPAdeLypo pEBodoL TapapeTPOTOincNG TV LIN-

peotdv kot péBodot kataypaeng (logging). To dpbpwpa avtd xpnoonoteitor otd o dpbpwpa

concordia-contractg xa@og koL otd Tic vinpecieg Concordia Applicatior], Concordia Pinner kou
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Concordia Contracts Provider.

To apBpwpo avtd yivetan diabéoipo yio xprion pe tn poper) tomikng PpAtodning pe tn xpnon
g dvvartdtntag duayeipiong povadikot amobetnpiov k®dika (monorepo) yarn Workspaces@.

ApOpowpa concordia-contracts

To apBpwpa avtd emitelel dVo evépyeleg. ApyLkd, eivar To dpOpwpa 6To omoio avartvo-
covtal T contracts ov yprotpomroovvTot artd v epappoyt. To apbpwpa avtd avalapPavel
TN HETAYADTTION TV contracts amd kwdika yAdooog Solidity, otnv katdAANAn TeAikn popen

JSON. TTapéyovtal emtiong oevapila evepyelov (scripts) ®ote Ta contracts va petapoptwboiv oe

blockchain kaa¢ kot otV v pecio Concordia Contracts Provider. Amotelei emiong BifAodrxn

1 oTTolot HETA TN HETAYADTTLON KO PETOPOPTWOT) TwV contracts oe blockchain mapéyel T contract

artifacts. Xpnoupomoleitan amd Tig vmnpeoieg Concordia Application| ko Concordia Pinner.

To apBpwpo avTd yivetan Stabéoipo yia xpron pe tn poper) tomikng PpAtodning pe tn xpnon

g duvartotnTag yarn workspaces.

ApOpowpa eth-identity-provider

H Aewtovpyia tng Paong OrbitDB emitpémer tn xprjon mpocappocpévev orbit-db-identity-
provider, ot omoiot Oa dnpLovpyovv kat Ba eTKLPOVOLY TA HOVASLIKA VALY VWPLOTIKA TV XP1-
otV (OrbitDB Identity) Baoel tpocappocpévev eEnTeplkdv avayvwplotikov (external identifier),
OTwG TapovatéleTal 6To oyhpa .13,

Sv mepintwon g epappoyng Concordia eival xproLpo va Hropovdy v LITOAOYLGTOVV He
vteTeppvioTikd Tpomo ot OrbitDB Paoelg dedopévwv Tov k&be xprotr, yior Adyovg amAdTnTag
ko eEotkovopnong arodnkevtikot xdpov emnti Tov blockchain. Etot, apot k&Be xpriotng opileton
povadika péow tng dtevBvvong Ethereum pe tnv omolia eyypagpetot ko cuvdéetan, oavtr) Oo pémet
vo ootelel kKot To eEwTePLKO avaryveploTikd oto medio id tng OrbitDB Identity.

T cwTdV T0 AdYo vAoToiBnke To apBpwpa eth-identity-provider, to omoio:

« Iapayet éva OrbitDB Identity yio tov xprjotn, pe id Tov suvdvacpo tov Ethereum address
Tov ko Tou address Tov kevrpucoD contract TG epappoyHcE. Avtd emiTuyydveTOL pE TNV

vroypagn plag cvvalioayng pe to Ethereum private key tov xprjotn, péow tov MetaMask.

« Emucvpovel tig OrbitDB Identity mov amantotvtot, e€aopaiilovtag 6TL vITOypAPN KOV OTTd

ta Ethereum private key twv katdywv Toug.

o Atoparilel vreteppivioTikéc, vtoloyioyeg dtevBvvoelg OrbitDB Paoewv yia tov kdbe

XpnoTn.

2https://yarnpkg.com/features/workspaces
23To Sebdrepo elofxOn yio v amoeuyt] TpoPAnuétwy oe moAhamhéc avantidielg copforainy.
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To eth-identity-provider yivetow StaBéoipo yia xprion pe ™ popen PtpAodnkng péow tov pn-
Tpwov Aoyloptkob npm (https://www.npmis.com/package/@ecentrics/eth-identity-provider),
eveo To atoBetripLd tov Ppioketon oto GitLab (https://gitlab.com/ecentrics/eth-identity-

provider).

ApOpopa drizzle

To épOpwpa drizzle ov yproipomoleiton otnv vnpecia Concordia Application eivou pic Tpo-

momownpévn ékdoon tng JavaScript BtpAoOrkng Drizzle (ko cvykekpipéva Tov @drizzle/storeld),
1 omola Tpoopépetar amd T covita epyoreiwv Truffle. H tpomomompévn PipAtodnkn avosttod-
xOnke ota mhaiowx tng SUTAWHATIKAG pe 6TOXO TN dtevkdAvvon Tng xpriong tov Drizle kau tnv
emdLopBwaon mpoPAnpatikedv onpeiwv g TpwtotLng PipAtodnkng.

To apBpwpa drizzle vAomolel TIG TPOYPAPUATIOTIKEG OLETAUPEG PEGK TWV OTTOLOV TPOYHOL-
ToTmoleital 1 emkowvwvia g e@appoyng pe to blockchain. T tnv emitev€n ng emkolvwviag
avtng, 1 PPAodnKn xpnopomotel tn cvAroyn PipAoOnkov web3.js n omoix amotedel Tov o
dradedopévo tpomo diemagng pe to blockchain oe amoxevipwtikég epappoyéc. TeAkd, Topéxet
éva Redux store, To omolo cupmepthapfavetol 6To KeVTPLKO store TNG eQAPROYNIG.

To apBpwpa avtd yivetar Stabéopo yio xpron pe tn poper) PLpAtodnkng pécw tov pntpdov
Aoytopikob npm (https://www.npmis.com/package/@ecentrics/drizzle), eved to omofetr)pLd tov

Bpioketon oto GitLab (https://gitlab.com/ecentrics/drizzle).

ApOpopa breeze

To apBpopa avtd avartiyxdnke ota TAaicla TG SUTAWRATIKAG epyaciog kot amoTedel pio
BipALoOTKn TepiPAnpa (wrapper) Tng PipAtodrikng OrbitDB, n omoix mapéyel éva store.

Me 1 cvpmepiAnym tov apbpodpatog oto keviplkd Redux store tng epoppoyng, mapéyetol
N duvatoTnTa ekTéAEOTC TV AelTovpylov Twv OrbitDB Pacewv evtog Tov yevikotepov flow tov
frontend tng epappoyng. Etol, oL mpoypoppatiotikés diemapég mov tpoopépel 1) Orbit ypnoipo-
motovvton TAéov péoa outd actions, reducers ko middleware.

To apBpwpa avto yivetar diobéoipo yio xprion pe tn poper PLpAodrning péow Tov pnTp®ou
Aoyiopikov npm (https://www.npmis.com/package/@ecentrics/breeze), eved To amofetrplod Tov

Bpioketon oto GitLab (https://gitlab.com/ecentrics/breeze).

Zhttps://qithub.com/trufflesuite/drizzle/tree/develop/packages/store
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4.3.2 Concordia Application

ITeprypagn - Xto6x0L vINPECinG

Zxnjper 4.18: Concordia logo

H epappoyn Concordia (Concordia Application) ex0étel TIC ypopikég Semapéc péocw TV
omolwV aAANAETLOPOVVY OL XPHOTEG e TO CUOTNHX. ATTOoTEAEL TOV SLALAO ETLKOLVWVING TOL TEAL-

KoV xpnotn pe to blockchain kou pe T Béomn OrbitDB. H apyitektovikn tng vrnpeciog gpaiveton
610 oxfpa f.19. Méow g epappoyrc Concordia ot xpricTeg popoiv:

« Na mepinyoovtan kot va Stfalouvv to meplexOHeVo TNG TAXTYOPHAG
« Na dnpovpynocovv Aoyoplacpd xpriotn

« Noa dnpootebovy kot v TPOToTOLoOV TPOCWILKEG TOVS TANPOPOPLES, OTWG 1) Tomobecio

KOLL ] ELKOVA TTPOPLA
« Na dnpovpyovv Bépata (topics)
« Noa dnpovpyotv kot v Tpomomototv unvopata (posts)

« Noa dnpovpyotv yneogopieg (polls), kabawg kot v Yymeilovv oe avtég (epdcov éxovv To

dukaiwpa)
« Noa vtepymegilouvv (up-vote) 1§ va katon@ilovv (down-vote) punvopata GAAOV XpNoToOV

H vnnpecio amoteleital amd kdduka ypoppévo oe JavaScript, o omolog yiveton diabéoipog
o0TOVG TEALKOUG XPHOTEG He TN popen} epappoync Sadiktdov (web application) péow evog dia-
koptoth (server). [Tapodo mov 1 vINpecia TPOCPEPEL TN YPOPLKY SLEmaupr) XproTn HOVO 6TNnV
ayyAikn YAoooo, £xel Topoapetporonfel dote va eivar Suvath 1 0KOAN HETAYADTTION TNG XW-
plg TNV aVAYKT) TPAYHATOTOINGTNG HEYAAW®Y OAAXYDV GTOV KOOLKA.

Xpnowyomoteitar 1 BAtodnin Yl TNV 0pYAvewoT) kot avamTuEn TV GUVOETIKOV THT)-
patwv (components) Tov ypagikod meptBdAlovtog. Ta o ypagikd mepipaAilov yivetaor xpnon
tov framework tng Semantic U, Xpnowpomoteitot 1 BifAiodnkn yla tn Stoxetlplom Katd-
oTaoNG TNG eQappoyNG (state management), kabmg kot 1 BLpArodnKn yio T Socyei-
pLoT acVyXpoveV Tapamievpwy evepyelov (side-effects) oe éva cvoTnpa Paciopévo e cupPa-

vta (event-based). AAeg PLALoOnKeg xproyomotodvTaL yior Stdpopa pHép TG LINPEGLAC, EVKD

YThttps://semantic-uti.com/
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XPNOHOTOLOOVTOL TGS TA APOPOPATH TTOV TEPLYPAPKAV TTPOTYOUHEVMG YLOL TNV €TLTEVEN
drxpopetik®dv 6ToO)WV. O TARPNG KaTdAoyog TV BipAtodnkadv ko apbpwpdtwv propet vo Ppe-

Oel oTOV KOJLKA TNG LTINPECLNG GTO TAPAPTNHCL.

Cont_racts
Provider

concordia-shared

concordia-contracts

User
eth-identity-provider

®© © © ©

drizzle — ° Ethereum
@ breeze —_— ° OrbitDB

Zynipa 4.19: Apyitexrovikij venpeoiag Concordia Application

TN ) Aettovpyia g vanpecio Concordia Application eivon amapaitnta ta avikeipeva
(artifacts) tov TPOKVITTOLY ATTO TN HETAYADTTION TwV contracts Ko T peTapOpT®won/dnpocievor)
toug oo blockchain. 'l Tnv elcaywyn twv artifacts atnv vanpecio éxovv avamtuvyBet dvo pédo-
dot.

H mpddytn pébodog eivat 1 HeTAYADTTLON KO HETAPOPTWOT) TV contracts mpLv Tnv mapaywyn
TOU TTAKETOL AOYLOHLKOV TNG LI peciag yia TeAkn xprion (production build). Me avtdv tov tpomo
n vrnpecia Oa éxel mtpocPoon ota artifacts péow tng PLPAobrxng mov mapdyetat od o Ap-
Opwpa concordia-contracts. Avtr) 1) pé00dog éxel TO HELOVEKTNHA OTL TO TEALKO TTOKETO AOYLOHLKOD
(production build) «&éveta» pe d0mowar cuykekpipévn ékdoon Twv contracts eivor daBéoyn kortd
N Snpovpyla Tov TakETOL. AUTO ONpHAiveL OTL Ge evOeXOHEVT) EVIHEPWOT) TV contracts mpémel
ovaykaoTikd vo dnpovpynBet kat véa €xdoon Tov makéTov Aoyloptko? tng vinpeciag Concordia
Application.

I v amoguyn Tov TopaTdve TpoPfAnpatog avartoxOnke n devtepn pébodog TpookopL-
ong Twv contract artifacts, 1 ool eivor 1 Ayn tovg (download) outd pict GAAn tomobeoio 6To
dradiktvo. e awtr) TN péBodo, N epappoyn katd tnv ekkivnon g mpaypatomotel évoa HTTP ad-

tpa (HTTP request) oe SievBuvon 1 omoia Sivetan wg petafAntn mepidArovrog (environment
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variable). H amavtnon tov aitripatog avopéveton va mepiéxel ta artifacts wote n epappoyr va

TO XPT)CYLOTTOLOEL.

Awavopun

H vnnpecio Concordia Application moxetdpetar pali pe Tov diokoploty nginx ko yiveton
SrBéon yia xprion wg etkdva docker (docker image) péow tov amoBetnpiov etkdvwv dockerhub.
Katd tnv ektélecn tng elkoOvag oL XprjoTeg HTopovy pécw petaPAntodv mepipdiilovtog va opi-
OOLV TTOPAPETPOLG TNG eKTEAESTG OTTwG 1) dtevBuven tov e€vmnpetnty (host location) tng epap-

Hoyng kot oL TooBecieg Twv vinpecsiodv Rendezvous Server ko Contracts Provider.

4.3.3 Concordia Contracts Migrator
IMeprypoagn - XtoOX0L LN PECIOG

H vrnpecio autn amotedeiton amd éva ekTeAEGLIHO TPOYPOAUHO YPOUHTNG EVTOADV PAGLIOHEVO
670 GpBpwpa concordia-contracts ov avalbOnKe o poryopevn viroevotnta (4.3.1). To mpod-
YPOHHO, KOT& TNV eKTEAECST] TOV, HeTAYAWTTICEL Ta contracts Kol EMELTX T PETOPOPTOVEL GTO
blockchain 7o omoio eivot opiopévo pe yprion petafAntodv meptpdArlovtog. TéAog, av oL KATdAAN-
Aeg petafPAntég meptPAAAovTog eivat OPLOHEVES, TO TTPOYPOPHO HETAPOPTMOVEL T TeEALK artifacts
oe amoBetnplo Concordia Contracts Provider. H apyitektovikn Tng vmnpeciog aivetol oto mo-

PAKAT®D GYARA (OXHHOL )_
@ —_— ° Ethereum
E— o Contracts
@ concordia-shared Provider

@ concordia-contracts

Zyripa 4.20: Apyitexroviktj venpeciag Concordia Contracts Migrator

Awarvopn

H vnnpecio avtn yivetau dtabéoin yio xprion wg docker image pécw tov amobetnpiov elko-
vwv dockerhub. Ot yprioteg prropovv ypnotponroidvtag petofAntég meptpdAiovtog vo adA&Eovv
1 devBuven tou blockchain kot Tnv tomobesio Tng vnpesiag Contracts Provider otnv omoia

To TPOYpoppa Oa petapoptmdael Ta contracts ko ta artifacts.
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4.3.4 Concordia Pinner
ITeprypagn - Xto6x0L vINPECinG

H vanpecia xappitoopatog mepieyopévov (Concordia Pinner) ouroteel pio epappoyn tep-
potikov (temrinal application/cmd application) 1) omoia 6ToyeveL 6T0 kKappitowpa (pinning) Tov
meplexopévou mov aodnkedetal oto IPFS péocw tng pacng OrbitDB. H vrnpecia eivar ypappévn

otn YAdooa mpoypappatiopot JavaScript. H apyitektovikr tng vanpeciog gaivetal To oxnpo

p21

Contracts
@ Provider

—_— o OrbitDB
@ concordia-shared

@ concordia-contracts 5 ° Ethereum

@ eth-identity-provider

Zyripa 4.21: Apyirexroviktj venpeoiag Concordia Pinner

H vrnpeoia avtr) vAomowOnke yia va eyyunbel n diabeoipdtnta Tov meplexopévou Tov ou-
othpatog tov aobnkevetan oto IPES (titAol Bepdtwv, mepiexopevo pnvopdtwv kot dAa). Adyw
ToUL TpOTTOL Aettovpying Tov IPFS, o mepieyOpevo mov avapTtolv oL YprioTeg TPETEL VO KAPPLTO K-
VETOL ATTO AAAOVG XPTIOTEG 1) AUTOVOHES EPAPHOYES, OTTWG 1 Lt pecio Concordia Pinner, ®ote va
elval SraBéapo. Av To meplexopevo dev kappLtowbet, Tote Ba elvar dabéoipo oTovg LITOAOLTOVG
XPrioTeg HOVO atd Tov SNpLovPYO TOU, £TGL av aLTOG dev eivat vepyog 6To dIKTLO, TO TTEPLEXOPEVO
B elvor adbvarto va Ppebet.

H vrnpecio cuvdéetar oto blockchain oo dmov mapakorovBel Tnv xatdoTaon Tov cLOTH-
HOTOG KOl «OKOVEL» Yl vEOLG XproTes, Oépata, pnvopata kot Yneopopieg. H vanpesio ouv-
déetou emiong oto IPES, éto1 6tav dnpovpynbei véo mepilexOpevo 6To0 GOGTNHA TO KAPPLTOOVEL
outopata. Me autd Tov TPOTO, dATNPOVTAS TNV LINPecio TavTa dtoBéair, yiow TopadeLypo
eKTEAOVTAG TN o€ TepLBdArov Srakopioth (server), dSafefordveton 1 diabecpdTnTa TOL MTEPLE-

XOHEVOU.
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Awavopun

H vrnpecia avtr yivetou dabéoun yio xpron wg docker image pécw tov amobetnpiov et-
kOvwv dockerhub. Katd tnv extéleon tng elkdvog oL xprioTeg HTopolV HEC® HETAPANTOV TTepl-
BaAlovtog va opicouvv mapapétpoug g vnpeciog 6mwg tn dtevbuvon tov e€vmnpetntn (host
location), Tn StevOvvon tov blockchain, Tig Stadpopég amodnKevong Twv dedopévev 6To GHOTHHX

Ko Tig Tomobeoieg Twv vmnpecov Rendezvous Server ko Contracts Provider.

4.3.5 Concordia Contracts Provider
ITeprypoagn - Xto6x01L vEINPECioG

H vrnpecia Contracts Provider ammotelel pio fonOnrtikn vnnpecio n omoio vAomotel éva otho
amoBetnplo yio T contract artifacts. Eivan ypappévn oe JavaScript ko Stoféter doo HTTP end-
points, éva ywa tn petapoptwon (upload) twv artifacts Tpog tnv vinpecio kot éva yioe T Ay
(download) amd tnv vinpecio. H vanpesio vtootnpilel emiong tnv emioOvaym eTKETOV 6T

artifacts, 6mwg n ékdoo (version) 1} To kAadt avamtveng (branch, yio mopadertypo master/develop).

H apyLTekTOVIKT TNG LN peciog gaivetar To oo f.22.

<——————HTTP Upload—

©

==HTTP Download=——————%

@ concordia-shared

Zyniua 4.22: Apyitekrovikrj vrnpeciag Concordia Contracts Provider

H vnnpecio xpnowomnoteitan o pio tpocmadeia amoctivéeong tng Pacikig epopproyng wov
vAomotei ) vnpecia Concordia Application o6 pic cuykekpipévn ékdoon Twv contracts. OL Ao-
yoL 1tov auto eival emBupntod avamtOxOnkav otnv mepypogr tng vanpeciag Concordia Appli-
cation (vroevotnra f.3.9). Qotéc0, N vpesia Contracts Provider asmotedei onpeio kevTpomoi-
NONG TOL CLGTAHATOC, Yl TO AOYO avTO Bewpeitan Tposwpiviy Abomn 1 ool B propovoe vou
ovTikatooTadel amd AMOKEVTPWTIKEG AVGELG OTIWG 1) HETAPOpPTwoT TV artifacts oto IPFS kau o

Stopolpacpog Touvg amd exel.

Awavoun

H vrnpeoio avtr yiveton Stobéoun yix xprnon wg docker image péow tov amobetnpiov eiko-

vwv dockerhub. Ot yprioteg pmopovv ypnoiporoidvtag petaPAntég meptPdAlovtog va adA&Eovv
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TOPOPETPOVG TNG EKTEAEOTG, OTTWG TN dLxdpopr) arobNKeLoNG TOV HETAPOPTWIEVWY contract

artifacts.

4.3.6 Ganache
ITeprypagn - Xto6X01L vINPECinG

H cuykekpipévn vnpecia aflomotei tnv CLI ékSoon tov [Ganachd, Snpovpydvrag éva tomikod

Wwwtikd Ethereum blockchain yix tovg oxomotg avantuéng g epappoyng Concordia.

Awavoun

T ) xprion g vnpeciag avTig avartoxOnke pio véa etcova docker ov Paciletal otnv
enmionpn elkOva oL draetiBeTorl od T Govita Ko TPOcHETEL PHEPLKES X PTIOLUESG AELTOVPYLKOTITEG
0TS 1 SLVATOTNTA ATOKAALYTG TV KAELOLOV TTOL dnpLovpyodVTOL KaTd TNV ektéAeon. H vmn-
pecia yivetou Stabéon yix yprion wg docker image péow tov amobetnpiov eitkdvwv dockerhub.
H ewova mapéxel tn duvatdtnTa TPOTOMOINCNG TOV TAPAPETPWV EKTEAEGTG HE XPT|OT] HETA-
BAntov mepiparrovtog. Me avtd ToV TPOTO OL XPNOTEG HITOPOLY VoL AAAXEOLV TOV apLlOpd TV
Aoyoapracpdv mov B dnpovpynBotv, to mocd tov Ether mov Ba AdPet k&Be Aoyaplaopodg kabag

Ko GAAeg petafAnTéc.

4.3.7 Rendezvous Server
ITeprypagn - Xto6X0L vINPECiOG

H vnnpecia Rendezvous Server mapéyet évav signalling server, o onotog vioBetel to Libp2p
TPWTOKOAAO peTapopdg dedopévwv libp2p-webrte-star. Méow avtot mapéxetal GTOLG OPOTIHOVS
xprioteg (peers) 1 SuvaTdTNTA AVAKAALYNG TwV SLleLOVVEEWY TWV LTTOAOUTWV XPNOTOV 6TO di-

ktvo tov IPFS.

Awavopun

H vrnpeoia avtr eivor dtabéoun yio xprion ord toug Snpiovpyois tng TG0 WG EYAPHOYT
Héow Tov amobetnpiov Aoylopikod npm oAl ko wg docker image péocw tov amobetnpiov euco-

vwv dockerhub.

4.3.8 Awxctvdeon vnpeciOV

2T0 HOVTEAD TV HLKPODTNPECLOV, PACLKO XOXPAKTNPLOTIKO ELVaL 1) ETLKOLVOVIX TV EeX0-
PLOTAOV LINPECLOV KL 1] AVTAAAQYT] HNVOHATOV Yot TNV €MLTEVEN TOV AELTOVPYLKOTHTWY TOUL
OUCTNHATOC. Xe VTV TNV LIToeVOTNTX Bt vaAvBel 0 TPOTTOG e TOV OTTOLO OL HLIKPOVTNPETieg
ETMKOLVOVOLV PeTatED TOLG, KaBMG Kot 1) OO KoL TO TTEPLEXOUEVO TWV HNVUHATOV TTOL AVTOAAG-

OoO0VLV.
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Y10 mapakdte oxfpa (oxipe f.23) paivetar o yp&gog mov omtikomotel To kavédiar emTIKOL-

VOVIoG HETOED TV HLKPOUTTNPECLOV, KOOMOG KL T KUVAALX ETTLKOLVOVIAG TOV HIKPODTNPEGLOV

pe to blockchain.

©

e mre =
S e g

Zynpa 4.23: [papog onTikomoinons Twv KavaAldv emKOVOVINS TV KPOUTHPETLOV

Ed® avalvetot 1) emikolvwvia k&de pikpodnnpeciog:

Contracts Migrator: H vrnpecia exteAet aitnpuo HTTP katd tnv peta@dptwon Tov con-
tracts oto Ethereum blockchain. Entiong, exteAel aitnpuo HTTP yix tnv petopoptoon towv

contract artifacts otnv vrnpecio Contracts Provider.

Concordia Application: H vnnpecia ektelel aitnpa HTTP yia tnv Afym twv contract ar-
tifacts amd tnv vrnpesia Contracts Provider, extelel outripata HTTP yua tnv Sevépyela
ovvadaydv oto Ethereum blockchain ko, téhog, dnpiovpyel kavdt emkovwviag UDP
pe nv vrnpecio Rendezvous Server, yuoe tnv avak&Avyn opdTHoV Xpnotdv (peers) 6to
diktvo IPFS.

Pinner: H vnnpecia exteAel attnpa HTTP ywx tnv Aqyn tov contract artifacts omd tnv
vnnpecio Contracts Provider, ektedel ocutipoto HTTP yuo tnv avavéwon ko tapatripnon
NG KataoTaomng tov contract oto Ethereum blockchain kot tédog dnpovpyel kavaAL emi-
kowwviag UDP pe tnv vnnpecio Rendezvous Server yio tnv avakdAvym peers 6to diktvo
IPFS.

Rendezvous Server: H vtnpecio Statnpet avorytd kavadio emikotvwviag UDP pe Toug opo-
TILOUVG XPNOTEG, HECW TWV OTOLWV EVIHEPOVEL TNV AloTa TV SLobEécIwY, EVEPYDV XpN-

OTOV.

Contracts Provider: H vnpecia dev vrokivel kopio emucovovia, Tapd povo amavtd oe

QUTTHOTA ETLKOLVOVING OITTO GAAEG LTINPETLEC,.

4.3.9 Pon mAnpogopiag

2y mapovoa vroevotnta Bo avadvbel 1 por tng TANpoopiog oto cvoTNUe. AdYw TV

TOAMXITTA®V LINPECLOV, TNG KATATHNONG TNV TANPOPOPLIG KOL TWV SLAUPOPETIKOV OTHELDV AITO-

Onkevong NG, 1 por) TG TANPOYopiag 6To GVGTNHA AKOAOLOEL Evar GYETIKA TTEPITTAOKO HOVOTTATL

(o€ oxéomn pe KAAGGLKES, HOVOALOLKES, KEVTPOTIOLNUEVES EQOUPHOYEG).

87



Apyka Bo yiver avagopa ot Sadikacio amodnkevong twv véwv mAnpogopiov. H pova-
dkr) Tnyn Topaywyng dedopévov oTo GOOTNHA ELVaL OL XPHOTEG KL KAT ETEKTACT) 1] LINPECLQ
Concordia Application, epocov eival 1 povadikr] vanpecia pe Tnv ool cvtol aAANAeTdpOLV.
To dedopéva ov dnpovpyodv oL xprioteg (TTAnpopopieg xpnoTav, Tithot Oepdtwy Kot mepLexo-
HEVO UNVUHATWV) KATATEPVOVTOL TPLY artodnkevtovy. H mAnpogopic wov elodyeTol 6To cOG TN
droywpiletar oe dvo pépn. 1o blockchain amoBnkedetan évag deiktng mpog ta dedopévar, eved Tow
npaypatikd dedopéva amobnkevovron ot faon OrbitDB. O deiktng extdg atd tnv dpeomn xpnot-
HOTNTO GTNV eVPECT) TV SEJOHEVWYV, TAPEXEL KOL TNV EUPEST) AELTOVPYLKOTNTA TNG SMpLovpYiog
QATOPOUTNTOV PHETASOHEVOV OIS 0 oplOPOG TV BePATwV 6TO GUGTNHA 1] TV HIVOHATOV GE £VOL
Oépo.

AT6 TNV TAELPA TNG EVPEST) TV TANPOPOPLOV GTO GUOTNHA, 1) poT) elvol wg e€ENG. ApyLKQ,
elval amapaitntn 1 avalntnon oto blockchain ywx tnv ebpeon tov deiktn mpog ta dedopéva.
‘Enerta, ta dedopéva propovv va avaktnBoov péow tov IPFS amd tov ekdotote xprotn 1 artd
k&rotov Pinner.

Téhog, mapakdTm divetal éva Tapadelypo eLoaywynG TANPOPOPLOG GTO CUGTNHA KOL ETTELTOL
avOaKTNONG TNG LdLag TANPoPopLog.

Eotw, xprotng mov dnpovpyei véo Bépa. Ta dedopéva mov mapdyovtal eivon o TiTAOG TOL
OépaTog Kol TO TTEPLEXOPEVO TOV TTPOTOL PNVOHaTOG. MeTadedopéva tng dnpiovpylag eivort 1 Siev-
Buvomn Tov dnpovpyot tov Bépatog. Ia tnv amodnkevon Tov Bépatog 6To GOOTNHX dNpLovpYeL-
o TPOTH cLVOAAYT oto blockchain wote va dnpovpynBet pia véax eyypapn otov mivaka Twv
Oepatwv. H eyypagr) avtr dev mepiéyel timota mopd povo tn dievbuven tov dnpovpyod xpron.
Av 1 ocuvolayr) eivon emituyne, Oa emoTpagei 0 ab€wv apBpodg Tov véouv Bépartoc. Enertta, otnv
npocwmniky Pdon OrbitDB tov xpriotn kot otov mivaka twv Oepdtwv Oa mpootebel eyypopn pe
AVOLYVOPLOTLKO TOV a0EWV aptBpd Tov Bépatog 0mov Ba amobnkevtovv Ta dedopéva tov TitAov

KoL TPQOTOL HNVOHATOG. ZTO G mopovcLaletal ypapikd 1 dadikacior.

Actor :Concordia :Ethereum :0OrbitDb

[] Create topic

Topic creation form 'J]

P
Submit
Create topic
New topic page ||

N I L

Zyripa 4.24: Aicypoppa axodovbiog Snpovpyiag Oéuarog

Eotw, xpnotng mov embupei va diaPdoer To mponyovpevo Bépa. Apyikd, mpémetl va SoPor-
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oToVV Ta peTadedopéva Tov cuykekppévou Bépatog amd to blockchain. Emerta, StoaPdlovron omd
to blockchain ot abv€ovteg apiBpol TwV pnvopdtwy mov éxouvv dnpocievtel 6To Bpa avTod. e pio
tedevtaia avaktnon astd to blockchain SiaPdlovron ta petadopéva tov kébe pnvopartog. Emnerta,
n TAnpogopio avtr epmAovtifetor ad ta dedopéva Tov BERATOC KAl TWV UNVORATWV, TX OTTOLo
AVOKTOVTOL oo TIG Tpocwrikés Paoelg Orbit kabe ypriotn. Eto oxnua Qaivetal To dii-

YPOHRO PONG TNG TTANPOPOPLOG KATA TNV VAKTNGT] TANPOPOPLOV OTTO TO GUOTNHA.

Actor :Concordia :Ethereum :0OrbitDb

Fetch topic

Get topic

go]
2
@
Py
W)
w
]

k--I1 Posts

Retrieve posts information loop

< Retrieve post information

L - -2 Posts information

Zxnpe 4.25: Awcypopyia axolovbiog ebpeong kou avaxtnons Oéuarog

4.4 TlpoPAnpoata avamrtuéng

Y& QUTAV TNV EVOTNTA TTEPLYPAPOVTOLL OL HEYAADTEPES HVGKOAES TTOL AVTHETWOTLGTIKAV KOTA
TNV vt TuEn NG TAATPOPHS. AUTEG pHItopel vor avoupépovTal e TeXVIKG Oépata, aAdd ko 6TIg
KOLVOVLKEG KOl TTOALTIONLKEG GLVONKEG TTOL eMKPATOOV 0TOV XWOPOo Twv DApps kot Twv crypto
YEVIKOTEPQL.

Mio oo Tig peyoddtepeg Tpoyomédeg mov kabvatépnoe coPapd TV avamTuén NTaY N TPw-
otnTa TV PLPALodnkodv Kot Twv epyadeiov avamtuéng. Ot Bacikotepeg PipAtoOnkeg mov xpn-
owomofnkay ftav oe tpoTo 1) devtepo metpapatikd otadio (alpha kot beta phase avtiotouya).

Jvykekpipéva:

« O)\a T epyadeia tng oovitag Truffle frav oe alpha phase xatd v avésmrtuén (kémowx

éxouvv mephoel o€ beta Aéov).
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« To IPFS (cuykexpyéva n BipAiodrkn js-ipfs) Pploketon akdpa oe alpha éxkdoon.
« H OrbitDB Bpicketar akopa oe alpha phase.

« H yA®ooo twv contracts, Solidity, ocopa dev éxet Pydhel version 1.0 kaBog aAAalel Srop-

KOG pe breaking changes@.

Avtn n EAAelym dppwv PipAlodnkadv kat epyaeinv tpokaiecse peilova mpoPARpata. Zvxva
enpeme v S1opBwBovv mpoPAnpata Tewv BLAoOnkdV, 1) va yivel dJovAeld Tov vo To TApAKAITTEL.
AN\eg popég amantriOnKoy TOAAES DPESC ATOCPUAUATWOOTG KoL SOKLHDV DOTE VAL AELTOVPYHOOLY
T XOALPOKTNPLOTIKA TTOV VITOGYOVTAY T EPYOAELCL.

‘Eva dAAo poPAnpa frov 1) éAderym epyodleinv yio opiopéveg dadikaoieg. Avo Baotkd o~
padetypata avtot amoteloby TpoToV 1) EAAen vtootpLEng yix integration/end-to-end testing
Twv contracts Kt TNV avamtugn (TAéov vITapyoLY karoleg Aboelg) kot SevTepov 1 EAAeym éToL-
pov Stadikactov, plugins ko integrations tov Jenkins pe ta epyoeior avamtuéng kot eldIKa e
N covita Truffle.

Y& TapOPOL KATAOTHOT) PPLOKETAL KL 1] YEVIKT] GLVALVEST] GXETIKA pe T best practices. Xe
dwxgpopa pépr g avantuéng mapatnpndnke 0Tl dev vITPYE KATOLA SLPOPPWHEVT) AITOYT GTNV
KowoTtnTa Kot kK&Be opddo avamtuEng epdppole tnv dikn tng déa. Avtd kabiotd dOoKOAN TNV
avamTuEn otd apyEpLlovg TPOYpPoppHATIoTES Xwpig kaBodhynomn. Eva dAlo oxetikd mpdPAnpa
7oL TopatnprOnke elvor OTL 6TOV XWOPO LTTAPYEL CKOpA TTOALS BOpLPOG, dNAdT) ONHAVTIKO HEPOG
TV TNY®OV 7oL Pplokovtal 6To SLadikTuo €lVOlL AVTIKPOVOHEVEG 1] O€ TTOAAEG TEPLITTOGELS OL
TPOTACELS TOVG QATTOPPLITTOVTAL OTTO TNV KOLVOTNTAL.

Telkwg, Eva pn Texviko AT mov émperte v avTipeTwmiotel eivoe ) afefardtnta g Pro-
owotntag, eEEAENG ko arodoyxng tng texvoloyiog blockchain kot Twv epappoydv mov Pacilo-
VTOL 0€ ALTHV ATTd TO VPV koLvo. AvTd Guvaivese apvnTIKA, KOO dpLodpynoe Pial ETLTOKTIKO-
T TPocoxng NG epmepiog tov xpnotn (UX), kétL mov guotoloyikd dev arotelel GNHAVTIKO
pépog tng avantuéng evog PoC. H avaykn yio mpocsoyn tov UX mnyadel amd tnv avaykn yio
OUYKPATNOT TwV XpNoTev (user retention) pe 6tdX0 TNV avTioTpoPn TnG afePodtnrog Kot Tnv

TOPOXT LG YVNOLOG ELXAPLOTNG ERTTELPLOG.

4.5 XopaktnploTik® tov VAoToNONKaY

Onwg avalbOnKe 6TO TPONYOOHEVO KEQGAAALO, KATQ TNV LAOTTOINOT) EHOAVIGTIKAV SLAPOpoL
npoPAnpata ov dev eiyav mpoPAepOel koL ta omoix mpokdiecav kabvoTteproelg otV oAo-
KApwort tv tasks. Adyw twv kaBuoteproenv autoVv £yvay SLPopes ovadLaPOPPOCELS TOV
TPOYPOUHATIOHOD TV Sprint kKaBdOG kaL dtompoypatedoEL TG ONHAVTIKOTNTOG TWV XOPAKT)-
PLOTIKOV. ATTO TOV ETAVOCYELAGO KOL TIG TTPOCAPHOYEG AVTEG TTPOEKLYAV HEPLKES AAAAYEG GTO

TEALKO GET TV XUPUKTNPLOTIKAOV TNG TAATPOPUAS G GXECT) He O,TL elye oPYLKA TPOdLory poupet.

BAm6 ™ oeMSa Tov myaiov kwSka https://github.com/ethereum/solidity
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To yopoktnplotikd mov teAtkd vAomoOnkay eivo:

« Heyypagpn xpriotn kot n Snpovpyia TV TOTK®OV PACEOV TOV, OTWG TEPLYPAPOVTOL GTLG
KAA-15 & kAA-35 xou 610 GeEVEpLO YXpriong .

« H avtopatn elcodog xpnotr, 0Twg mepLypapetoL oTn KOl GTO GEVAPLO XPHONG

B.6.2

« H dnpovpyia Bépatog kot n dnptovpyio Ymn@o@popliyv, OTwg mepLlypaPovIoL GTLG
& KaL 6To Gevaplo xpriong B.6.3.

« H nepiqynon ota vnapyovrag Oépata, 0Twg meplypoPeTol 61 KOl GTO GEVAPLO

xpriong B.6.4.
« H dnpocicvon pnvipatog, 0Tmg meplypa@etol 6Tn KL 6To GevapLo xpriong B.6.5.
« H enelepyacio pnvipatog, 0Twg mepLypa@etal o Ko 670 oevépio xpriong B.6.6.
« Hyn¢ion oe Yneogopia, 0twg meptyplhpetol o K 6To oevapto xpriong B.6.7.
« H ynopion oe pnvopata, 6teg meplypiPetol oTn KaL 6To oevaplo xpriong B.6.8.

« H dwypagn towv tomkdv dedopévev, 0mwg mepLlypa@eToL ot KOl OTO CEVAPLO
xpiiong B.6.9.

To Topomdve aviiotoryobv oe 11 oAokAnpwpéveg amd Tig 13 mpodiayeypoppéveg AA 1 TA-
pwoT 84.6%, T060GTO TOL DewpelTa ard TOLG CLUYYPAPELS ETOPKES YLO TNV eEAYWYT) CUNITEPCL-
OHATWV Yla ToV X®Opo Twv DApps kot vepPaAidov yia ta mAaicio evog PoC. Eto mapdptnpa
TopotifevTal Ta GTIYHLOTUTTX 000VNG TV LAOTOLNIEVOVY XOPOKTPLOTLIKOV.

To yopoxtnplotikd To omoic mapaAn@Onie eivar 1 dnpovpyla KOLVOTHTOV KL 0 OpLopOG

eEwTeplkdV contracts yio T tokens toug, 6w epLypdpovta oTig KAA-125 & kAA-13> ko 610

cevéplo xpriong B.6.10
Téhog, 1 MAA mov agopd Tnv eAayiotonoinot twv fees (kMAA-25)) acolovdriBnke kot To

Sduvatov oe OAn T Sadikacio oxediacopot ko vAomoinong. H MAA oyxetikd pe tnv ovofodpt-

cpdTTA TV contracts (kMAA-35)) katastpatnyfnke Aoyw Tov Xpdvov mov Ba amaitodoe pic
TéTola LAOTTOLNOT).

H QUTOLTEL TNV HEYLOTOTMOLNOT) TG TOKEVTPWONG TNG TAXTPOppAG. [TopdTt vIThip-
XOUV pEPT Ta omoix @arvopevika €xel mapaPloctel, Omwg 1 dudbeon NG ePopPHOYNG KoL TV
contract artifacts péocw kevrpomounpévav servers kabwg kot 1 vapén Tov rendezvous server,
OTNV TPAYHATIKOTN T €XEL akoAoLONOel oe tkavomonTikd Pabpod. SxeTikd pe TNV ePappoyn Kot
Ta contracts, TapOnke n amd@ocn va StateBovv pHEc® TV avTIoTOL WV servers emeldn avtod Tpo-
opépel peyan eveli€io ko evkoAior 6TV avamtuEn. o propovoav evkoAa vo StoteBodv pécw

QITOKEVIPWHEVOV GUOTNHATWV OTtwg torrents 1) to IPFS ko avtd mapopével éva avorytd Bépa.
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Entiong avouxto Bépa mapapével 1 avéykn vmoap€ng tov rendezvous server. Adyw tng @OONG TOL
npwtokOAAov IPES kot tng Aeitovpyiag mov emitedel o server avtog, elvat addvatov va mopon-

@Oel, ©OTOGO elval avoLyTO ePeLVNTIKO TTESLO 1) TEPALTEP® AITTOKEVTPWAST] TOL TPWTOKOAAOU.

4.5.1 Awa@opég oxedLaoP0V-VAOTTOINGNG

Inpavtikég dropopéc vinpEav eniong otnv dadikacio vAomoinong 1660 66OV aPopd Tov
aplOpo Ko TG AELTOLPYIES TV SLAPOPETIKOV TAUKETWV AOYLOULKOD OGO KOl TOV XPOVOTPOYPOLjL-
patiopo. IlpootéOnkav tpelg véeg vinpecieg, n vinpecia «Concordia Contracts Provider», o mwpo-
cappoopévog IPFS pinner kot 1 totoceAida «Concordia Guide».

H avéayxn yia ta véa mokéta AoyLopLkoD Tpoékuye Katd TV mopeia LAomoinong g SumAw-
HOTIKNG Kol TPOGTED KAV GTOV XPOVOTTPOYPOUHATIONO TTOL gixe YiveL GTNV apyT] TNG ePYOTLaG.
Snv mpocappoyn avtr Pondnoav Wiaitepa ol Agile taktikég oL akolovOnOnKay koL 1) mpo-
COPHOGTLKOTNTA TTOL TTPOCPEPEL TO Scrum oe PHeTHPAAAONEVES ATTAUTHOELS.

Téhog, xatd tnv vAomoino™ éylve Ypriyopa avTiAnmTh 1 ol oL TPOocPEPOLV Evar SOKIA-
oTiko meplPairov (staging environment) oe cuvdvacpo pe éva CI/CD cvotnpo. I'ia To Adyo avtod
AeOnie n amdeoaocn va petagepBei to sprint mov apopovoe avTd TOAD vopitepa oTnv dtodika-
ol vAoTmoinong, wote va peytotomotnel n xpron Tov.

Enontikd, 1 Siadikacio tng vAomoineng meplyph@etal 6o mapakdte oxnipa (oxrfuo f.26).
Me oko0po tpadoivo ypopa epgavifovtal ta tasks Ta ool vITPYOV GTO XPOVOTPOYPOHUHATIGHO
amd TN apxmn Kot vAomolOnkay, pe avolytd TPAGLVO UTA TO OTTolot dEV VTPV GTOV APYLKO

TPOYPOUHATIORO aAA& LAOTOONKAY KO pe KOKKLVO auTd Tor omtoio dev vAoToLOnKay.

92



Serint 1

Se‘tup
Monorepo

Setup Private
Ethereum Network

Create User
Contract

I Mplew\en‘t
Re_gis‘tr‘oction ur

: Minimum Viable
| product

Create Postins,
Contract

Implemen‘t Pos‘ting
ur

|
|
|
|
|
|
1
1
1
1
|
|
|
|
|
|
|
|

Impl lement
IPFS Posting
Interactions

Sprint &

1features

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

! Voting

I MPIQ_MQV\'t Auto
Log"m

Iw\Ple_men‘t IPFS
User Information
Interactions

Imp[e_me_n‘t User
Profile UL

! Mecharisms

|
|
|
I
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|

Create Vo‘t‘ms,
Contract

Im leMCV\t Post
P
Vo tMg (938

I w«plemen‘t
Polls Uz

Iw\plemen‘t IPFS
Polls Interactions

Provision Stas,ing
Environment

Provision IT

Assets
Se‘tup
Tenking
| e e e - - =
Sprint 7
U TRy T T
| Software

Create Contracts
Provider Appl?co:tion

Create IPFS
Pinner
App lication

Create Concordio
Guide Website

Zyripa 4.26: Aiogywpioyiég oe sprints

93

Sprint 4
IStagng
| Deploy
Dockerize
Software
Packages

Create Jenking
cI/cd Pipeline_
lrllpha\ Dep[oymem‘t

| Product
|

Create Communities
Contract

Imp[eme_n‘t Cow\w\um‘ty
Voting Authorization

IPFS Serve
Contracts & App

Add Contracts
Upgradab?li’ty Mechanism

Beta ])ep[ot/men‘t




KepaAairo 5

Y UUTEPACUATA

Kol avolxta Oepatoa

51 Xvpnepaopata

Svvoyilovtog, pécw Tng avantuéng tng mAotikng epappoyng Concordia yiveton gavepd OtL
elvo gLkt 1 vAomoino” piog TANPWS ATOKEVIPWHEVNG KOLVOVLIKTG TAATPOPIAG, 1) OOl Vou
EKTTANPOVEL TOV GTOYO TTov TéBNKe 6TV EvoTnTa 1.4, GUHQOV TAVTA JiE TOV GXESLAGHO TOV
[padhatiov 3,

Méow NG aPYLTEKTOVIKNG OTTOKEVIPWONG TOWV TPLOV eMITEdWV TNG TEXVOAOYLKNG oToifoag
(B\. EvotnTa 3.9), Snpovpyeitan évag mohTikd amokevTpwpévog Ynerakdc xhpog, o omoiog ko
ToXLP®VEL TNV eAeLBepior TOL AOYOUL TV GUHUETEXOVTOV KoL TTOPEXEL TTAVTOODVOHES VOEVTIKEG
dnpokpatikég Sradikacies.

Qotooo, Oa mpémel va emonpavOel OTL 1) ePappoyn XapakTnpileTo otd OPLOPEVOL PELOVE-
KTAPOTA, T oTtoi oxeTIloVTaL, KUPLWG, He TNV TPOLUN KATACTACT) AVATTUENG TOV EMAEYHEVOV

TEXVOAOYLOV:

« Xto Application tier, péow tng xpriong tov Ethereum, eicayovron 6Aa exeiva to {nTrporto
7OV 6LVOJEVOLV €Tl TOL TapdvTog To blockchain ko Ta smart contracts. Ta Bacikotepa
OtO ALTA €lVOL T TEAT) TWV GLVOAAXYDV, 1] OVAYKT XPNONG eMTPOcOeTwV AOYLOHLK®OVY
(m.x. MetaMask) kot 1 kApoxoBetnoyotnta (scalability) twv DApp. e yevikéc ypoppé,
TO KA GTNV TAYKOGHLX TTPOYPOPHATIOTIKT KOLVOTN T TOXPAPEVEL ALPKETA TTOAWHEVO (G
TPOG TO oV TEALKA TAATPOppeS O0mwg To Ethereum Oo propécovy va Eemepdcovy ta Stix-

@opa TpoPAnpata ko v avtameEEABovv oTIg Tpoodokies.
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ASKING AIRCRAFT DESIGNERS 1 | ASKING BUILDING ENGINEERS [ 1 ASKING SOFTWARE
ABOUT AIRPLANE SAFETY: ABOUT ELEVATOR SAFETY: ENGINEERS ABOUT

NOTHING 15 EVER FOOLPROOE | ELEVATORS ARE PROTECTED By | LCOMPUTERIZED VOTING:
BUT MODERN AIRUNERS ARE. | MULTIPLE TRIED-AND-TESTED )
INCREDIBLY RESILIENT, FLYING IS | FAILSAFE MECHANISMS, THEYRE. | THATS TERRIFYING.

THE SAFEST WAY TO TRAVEL. | NEARLY INCAPABLE OF FALLING. {

AT, REALLY? THEY SAY THEY'VE FIXED IT LITH
DON'T TRUST VOTING SOFTUARE. AND DONT | | SOMETHING CALLED “BLOCKCHAIN:
LISTEN To ANYONE WHO TELLS YOU IT5 SAFE. AAARALL!

HY? ) WHATEVER THEY S0LD

T DON'T QUITE KNOW HOW To PUT THIS, BUT YOU, DON'T TOUCH IT.
OUR ENTIRE FELD IS BAD AT WHAT WE DO, BURY IT IN THE DESERT. |

AND IF YOU RELY ON US, EVERYONE WILLDE. WEAR GLOVES.

2,9 Q%3

Zxnpa 5.1: https ://xkcd.com/2030/

« X210 Data tier, to IPFS kau n OrbitDB amoteloOv emiong wdiaitepa KovoToOpo Aoylopikd
kot 8¢ Bewpovvtan akdpa production-ready. Avtod €xel WG ATOTEAEGH VO ELGAYOULV HE TN
oelp& Tovg draopa poPANpata, Ta ool oxeTi{oVTOL KUPLWG e TNV EVPECT) TWV peers

(to omoio Pacileton mpoocwpvé oe signalling servers®) o o replication twv dedopévv.

Téhog, Toviletan WG, map’ OAEG TIG TPEXOLGES SUGKOALEG, OL TTPOYPOUPPATIOTIKEG KOLVOTITEG
TOV TOUPATTAV®D TEXVOLOYLOV epydlovTal adidkoma yio T PEATIwOT) TOVG, EVE TAPOHOLX EVOA-
AOKTLKG project HITOpoV av& TAG GTLYHT VO AVTLKATAGTHOOLV QLT oL emAéxOnkav otnv

TPEXOLOXK LAOTTOINGT) TNG TEXVOAOYLKNG oTolPC.

5.2 Avoixt& Oépata

5.2.1 Awxeipion tov teAov tov Ethereum

Ot avarykeg kBe LITOAOYLOTIKOD GLUGTHHATOG Ge TOPOLG TTOL GXeTILOVTAL e TIG dLPopeg Aet-
tovpyieg Tov (.. eme€epyacia, amobnkevon dedopévwv, dikTva) peTa@palovial Ge KATOLO OL-
KOVOHLKO KOO TOG. XTIV TEPINTTWOOT TNG TAPOVOAG EPAPHOYNGS, VD 1) atobrjkevon TV dedopévmv
Sroporpaletar avTofoVAWG AVAHECH GTOVS GUPHETEXOVTES KOpPOoUG, 1 xprion Tov Ethereum ourau-
Tel atd Tor AN TNV KatofoAr) TEA®V yia T dnpovpyiot cLVAAAAYOV. Av Ko LT T TEAT elvot
amopoitnto yia tn Aettovpyia Tov blockchain ko Tnv mpodomior tov oo embécelg, amotelovv
LoXLPO eUTOSLO YL TNV EVTOEN TWV TEALKOV XPTOGTOV GTO OLKOGUOTNHO TV OTTOKEVTPOUEVOV

epoappoywv tov Ethereum.

2B\ ko https://qithub.com/libp2p/is- Libp2p/issues/385.
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Yto mhalowx g epappoyng Concordia, ) Afyn pétpwv yio tn Stayeipion twv tedodv Bewpei-
TaL VYo Tng onpaciog. QotdC0, 1) GUPTEPIANYT eVOG TETOLOL punyaviopol Do epLémieke e€ape-
TIK& TOV OXeSLGHO TNG KL, OC €K TOVTOV, AjYOnke 1 amdpacn vo cupmeptAnedel wg TpoTaoT
ylo peAovtikt] tng eméktaot. Evag tétolog pnyaviopog Oa mapeiye tn duvvatdtnta ota péAn tng
TAQTQOPHAS VO TN XPNOLHOTOLODV Xwpig va kaetéxouv 1 va dotavovv ETH. Avto Oa ftav epikto
HEC® TNG XPNONG «perocouvoc)\}\ocyd)v», ot omoieg B petafifalav TNV aTOTANpWHUT TV TEADV
OTLG KOLVOTNTEG TTOL XVIJKOLV OL X PT|OTEG.

Avtr) T oTLypr) vtapyovv N TPoceYyicelg LAOTOLGEWV TETOLOV 180VG HIXAVICHOV, OTT®G
to Gas Station Network®, evey 1N mpoypappatiotikn opdda tov Ethereum epyaleton evepyd yio

NV eyyevi) voothpLn avtng TN dLVATOTNTOG ATO TNV L TNV TAATPOPLCL.

5.2.2 Awxvopun twv Ethereum token

2Tov PUOLKO KOGHO, 1) £YKUPT) KOl CVOVULLT SLOVOHT) EVOS GUVOAOU HOVAOLKOV TTLGTOTTOLN TLKMV
avBevtikomoinong ota péAn piog kowvotntog Bo propotoe va frav pio diadikacia, 1 omoio vou
QITOUTOVGE TNV PUOLKT TTOPOLGLN TV XPNOTOV KOL TNV ETLAOYT €VOG A0 VOU-TILGTOMOLNTLKOD
amd pio kAnpwtida. Xe avtnv TV mepintwon Ou émpene eite v vpyxe oAopélela Ko, €TOL,
SLOHOLPAGPOG TNG EPTTLETOCOVNG G€ O Tar PEAT, eite var vtnpyxe petaPifacn g epmiotooOVNG
o€ pio emTporn.

2tov Yngokd KOO, To Tapartdve (NTnua amotelel pia Wiaitepn TpokAnon pe molkileg
TPOCEYYLOELG OYETIKA HE TNV EMAOYT TWV GLUGTNHATWV TTOL Bt Y proipomotnBoiv, Kabdg Kot TV
OVTOTATWV OTLG omoieg Oa ekywpnOel epmioTocOV.

2NV Topovo o EYAPIOYT, 1) DAOTOLNGT) KX OVIOHOV Y TNV avdVULT dtavopn towv Ethereum
token TV KOWVOTHT®V He TPOTTO OV VA PNV OITOLTELTAL 1] EKXDOPTOT) EPTLOTOCVVNG OE TPLTOUG,
Té0NKe £KTOG TOL TAAGIOVL TNG epYACiag, eEALTIOG TNG TAPEKKALONG OO TO KEVIPLKO O¢par ko
NG moAvmtAokotnTog G Onwg eivon oxediaopévn authv tn otiypr,  Concordia dvvarton vo
vrooTnpiel molkideg aPnPNEVES OLAdLKAGLEG OL OTTOLEG VO KATOXVPWVOLVY TNV EYKLPOTNTA TV
EKAOTOTE PEADV, OAAG OXL TNV avwvupio Toug. Exeivn, 660 n Siadikacio Baciletal oe kdamoto
KEVTPLKT ovTOTnTO avBevTikomoinong, de propel va daopaiiotel, kabadg Bo outaitel mavta tnv
EKXWOPNOT EPTLOTOGVVNG QIO TOV TEALKO XPHOTI GTA LITOAOYLOTIKA GLGTARATA TNG TpwTNnS. H
ELPAVIOT) TOV TTPOPANHATOG OPeiAeTAL GTO YEYOVOG OTL 1) AVWOVUHOTTOLNGT] TV LG TOTTOLTLKOV
Oo pémel v AaPel xdpa eVTOG TV TV TPOOVUPEPOEVTOV GUOTNHATWY, TA OTTola, WG ETL TO
mAeloTov, o elval GLYKEVTPWTIKNG AOYLKNG.

To Tapaderypa, €0Tw OTL pict KEVTPLKT apxn) pe Stk TnG oV avbevTikomoinong apxL-
TEKTOVIKTG TTeAATN-eELTNpeTN T aro@acilel va cuppeTdoyel otnv TAat@oppa tng Concordia,
dnpovpydvTog pioe kowvotnta ko opilovtog éva e€wtepikd smart contract yio o token Twv pe-

Aov TngG. O pnyoaviopog dtavopung tev token Ba pmopoldice va ftav 1 eyypoypr Tov XproTr 6To

¥Metacuvardayt (meta-transaction) Oewpeiton pioc suvadaryr wov voypé@eton ard Tov Ethereum Aoyaplacpd
TOUL XprioTH kat Tpowbeitan oe k&rolov Tpito yia va tnv ekteAécel entt tov blockchain.
*'https://opengsn.org/
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KEVTPLKO oVLGTNH TNG apxiG, N dNAweon piog Ethereum diebBvvong tov kot  awocTodr] evog
token awwBevrtikomoinong oe avtnv. Katt tétoto Ba €dive 1 duvatdTnTo GTOLG dLoXELPLOTEG TOV
OUGTNHOTOS VO €VTOTTLLOVLV He EVKOALX TIG TTPOAYHATLKEG TAVTOTNTEG TOV HEA®V TNG KOLVOTNTOG
nicw amd k&Oe token g, aipovrag, £ToL, TNV AVEOVULHIC TV TEAELTALWV.

Abon o710 mapamdve TpoPAnpa propel va eméABel povo pe tnv vAomoinon piog dradikaciog
avwvuponoinong twv token enti tov blockchain. Avtod amattel Tnv vmap€n evog pnyovicpov oto
otkoovoTnpa tov Ethereum, o omoiog va mapéxet tn duvatdtnta petapopds twv token amokpv-
nTovtog Tig dtevfvvoelg mpoélevong kot Ttpoopilopod tovg. Etot, ol xproteg amimg o petakt-
vovoav ta token mov apyikd mapélofov oe pio StevBvvon pn Tpocdiopioipun atd TPLTOLG.

210 gvpLTEPO olkoc Vot TV blockchain vtdpyovv ON vAoTOCELG TTOL TTPOGPEPOLV Q-
NV TNV SUVATOTNTA ETTL TOL €YYEVOUS TOVS VOpiopatog (1.x. Monero, Zcash), evod dudupopeg opd-
deg epyalovTon evepyd yla TV avaIttugn TéTolwv Pnyxovicpov kot oto Ethereum. Av ko vmtép-
XOULV SLAPOPOTOLNCELG GTLS TPOCEYYIOELS TOVG, 1) KUpLa TexVoAoyia atnv omoia Pacilovtal eivot
auTh TV Aeyopevav «zero knowledge proof», pe emikpatéotepa npwtokoria o zk-SNARK ko
zk-STARK. Qg pia 101 Aettovpyikn) Avon tOmoL piktn cvvallaydv Ba propotvoe va BewpnBel
o Tornado®, o omolog mapéyel T duvatotnta avavopng petopopag ETH 1) ERC20 token ofto-
mowdvrtag T zk-SNARK. [21]

5.2.3 EvaAAQKTIKE CUCTAROTE PPOPOPLag

Enti tov mapodvTog, n epappoyn Aertovpyel ATOKAELGTIKA ApeEGOONHOKPATIKE, pe KOXOOALKES
yngpogopieg kot Lod€leg Ynpoug, 0wg opiletar and to éEvmvo cupPorato Voting.sol.

TpomomoldVTOG TNV TPEXOLOX LAOTOLNGT), 1) TAATPOpHX PTTOpEL Vo LITOo TN PLEeL EVAAAAKTLKA
OLOTARATA YNPOYPOoPLag, HEGK TNG AVAITTTLENG TTPOCAPHOCHEVOV EELTTVWV oLHPoAciwV. AvTo Bo
EXEL WG ATTOTEAEGHA VO TAPEXETAL OTNV kAOe KovoTnTa 1) SLvaTOTNTA Var opicel To voting smart
contract wov emiBupel, avaroya pe TIG avarykeg KoL TIG eTLOLOEELS TTG.

Mepikd cuoThipata YneopopLmdV oL PITopoldV v eVEOHXT®wOOLVY (Kot akOpo Kot var cuvdva-

OTOVV) GTNV TAXTPOPHA ELVOL TOL TTOPAKAT:
« ¥neogopia pe oelpd mportipnong (ranked voting): To ekAoyikd copa O éxet T dvvatotnTa
vo Ynoilel pe oelpd tpotipnong petafd Twv dbécIunv emAOY®OV TV Yn@ogopLov.
o IToAAamAn Yneog: opiopévol Ymeopdpot Ba éxovv woxvpotepn Yngo Pdoet k&rolov kptL-
tnpiov (m.x. Pdoel Tov reputation Toug).
« ‘Eppeon ymeogopio: kébe pélog Ba opilel avtutpdomto yia pia 1) teplocoTepeg Yneogo-

pleg, YLt OPLOHEVO 1] OPLETO XPOVIKO SLAGTNHAL.

« Mepwkn} Ymepogopio: emiPoln mepiplopdv oto dikalwpa Yreov, Pdcel kdmolov kpLtnpiov
(.x. npepopmvia eyypagng xpriot).

32https://tornado.cash/
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duowd Tar Tapamve eival koBopd evOEKTIKA, TPAYH oL onpaivel OTL Bo elvar e@Lctod
VO HTTOPOUV VA STJHLOVPYOUVTOL EVTEADG SLAPOPETIKA CUHPOANLX GUGTNHATWOV YnPoPopiag, avi
TOoQ GTLYHN ko otd Tov omotovdnmote. H 8e ovdeon) Toug pe tnv epappoyr) Oa elvo Opoto pe too
Ndn vAomonpéva, oot 1 povadikn artontovpevn evépyeta Ba eivor 1 aoBrjkevon evog pointer

7pog To voting contract tng ekdoTOTE KOLVOTNTOG.

524 ZuoTNpota Atdd0o0oNng EPNMLGTOGVUVNG

Mio emumAéov TpocsOnkn TNV eQappoyn HITopEL elval éva cOGTNHA ATOOCTG EPTLETOGUVG
(reputation system). Méow £vOg reputation system, ot xprjoteg propotv va kepdilouv 1) va xavouv
BaBpotg epmioToovvng, pe Tov TpdMTO TTOL OpileTon atd TO ekdoTOTE Smart contract.

Oplopiéveg eVOELKTIKEG XPTIOELG TOV ELVAL 1] CUVEPYAGLO TOU HE TOVG PNXOVIGHOVG TTOV TEPL-
YPAPOVTOL GTLG LTTOEVOTITEG ko 5.2.3. T mapéderypa, 1 1ox0¢ TS Yfipov evog péloug piog
KOLVOTNTAG 1] TO 00O TV TEA®V 1oL Koheiton va kotafdAlel oto Ethereum 0o propotdoav va
vrohoyilovtat avaloya pe Tov Pabpod epmeTocOVNG TOL €XEL ATOKTHOEL.

Yi00eTdOVTOG TNV QPP EVT) AOYLKT] TTOV TTEPLYPAPTIKE GTA CLGTHHATO YNPOPOPLOG TNG TTPOT)-
YOUHEVNG TPy pa@ov, elvo ePLKTO var Tapéxetal 1) duvatoTnTa o€ kK&be KOVOTNTH Var eTAEYEL
HETOED £VOG GUVOAOL SLAPOPETIKOV CUGTNHATWV ATTOS0CTG EPTLETOGVVG YLot T PEAT) TNG, HECW
eEVOALOKTIKGOV reputation smart contract. Hon viapyet piot tAovoio YKEpo TETOLWV GUGTNUATOVY
7oL propovv va vAomotnBoovv ent tov Ethereum, pe v ta&vopio Tovg va opiletan el piog
TANOopag avelaptnToVv dictdcewv.[22] QoTdo0, 1) TEPAUTEPW AVAALGT] TOVG, elvar Bépa TTov

EKTELVETOL TTEPQ OTTO T TAQUG LA TNG TTAPOVGAG OUTAWHATIKAG EPYATLOG.
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