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KepaAaio 1

Elcaywyn

1.1 Tevik&

1.2  Opiopog tov poPAnpatog

STIG HEPEG PHOG TOL TTEPLOTOTEPA DEGOPEVA TV XPNOTAOV PPloKoVTaL LTTO TOV EAEYXO GUYKEVIPWOTIKWOY GUGTNUA-
TwV. Y& TETOL CUGTHHATO OL XPNOTEG SeV elvarl KOPLoL TV dedopévev Toug, dev éxouv eyyinor yia tnv avbevtiko-
TNTO AUTAOV TTOL PAETOLY KOl LITOKELVTAL G AOYOKPLOLX, EVE TOL GLOTHHATA AUTA dev elvar AoQOAT Ko prtopel vou
OTAPOTIICOLY VO AELTOVPYOUV TTPOCWPLVA 1] LOVIHAL YLt TEXVIKOVG/OLKOVORLKOVG/VOHLKOVG AOYOUC.

OL mteplocoTepeg SLodedopEVeES, CUYKEVTPWOTIKEG HOPPES TAATPOPHAG eTikovwviog (mailing list, forum, kowvw-
vika dikTuo ko GAeg) xpetdlovTal, T, TOLAGKLoTOV TIG €ENG TEXVOAOYieg:

o pia nyn eme€epyaotiknig toybog (processing)
o pia paon dedopévav
o £V TPWTOKOAAO ETTLKOLVOVING

H enekepyoaotin 1o)0g elval avoykoio yla TNV mepATOGT TV AELTOVPYLOV OL OTTOLEG LAOTTOLOVY TLG LN PECIEG
g TAat@Oppag. Tig meplocdTepeg Yopég 1 tnyn avth eivan évag server 1) pio cloud vrnpeoic.

H Baomn dedopévwv eivon amapaitnTn yio tnv aobrkevor tng TAnpo@opiag. Xe pkpoTepeg eQoproyEg 1 faom
Bploketor oTo 810 cOOTNpHA TOL YiveTon Kot TO processing, evd oe peyadbTepeg eviéxeTal vor LTTAPYEL Yiow AOYOUg
aopaelng éva Eexwplotd cbotnpo aplepwpévo otn Paor dedopévaov.

To mpwtdkoAro emkowvwviag avahapPdavel tn petddoon kot avaktnor tng tAnpogopiog. To mpwtdKoAAd TOL
XPTOLHOTOLELTAL GTJHEPO GTT) CLVTPLILTIKT TAOLOYN @i TV epappoyodVv eivar o HTTP.

K&Be éva amd ta mopamdve pépr, ewodyel v aviykn Orap€ng Kevipikdv apxodv mov to daxelpilovton kat
ta ovvinpovv. H apyn avt eivon cuvBog o mdpoyog g vrnpesiog mov dayetpileton to processing ko tr Péon
dedopévav, éxovtag £tol TpocPact) oe Ol Ta dedopéva oL LILAPYOLY 6TO GVGTNUA.

1.3 Ilpotervopevn Adon

To Concordia eivat 1) epappoyn 1 omoio avamtOocovpe epeig kot oToxevel va SlopBdaoel avtd Ta TpoPAfpata,
EMOVOLPEPOVTOG OTOVG XPHOTEG TNV KLUPLOTNTA TV dedopévwv Tovg, eEacpailovtag Tnv A pn elevBepio Tov Adyou
kot tnv awbevtikdTnTa, avolyovtag tov dpopo yio afomioteg Yngogopieg Oha awtd péoa atd dnpooteg, astoke-
VIPWTLKEG SLadIKooieg.

1.3.1 Amnoutnoelg

1.3.2 Amoxkévipwon

ATOKEVTPWOT) TOL GULOTHUATOG GNHALVEL TTPOKTIKK OTL TO processing kot 1 aofnkevorn twv dedopévav de Oa
yivovtou amrd koo kevrpikn apyfy aAAd Ba elvan xatavepnpéva 6to cOvolo Twv Xprnotov (nodes). Me awtdv TOv
TpOTO dev LITAP)EL OVALYKT] Yo pio KevTpikn) apyr] ko o dedopévar Sev eiva ey amtd kavévay aTopkd, Topd
povo amod T ocvvaiveon (consensus) TOv StkTOOL.



To GUYKEVTPWTIKA GUGTAROTA EXOUV HEPLKG DETIKA XAPOKTNPLOTIKG TTOL AEUTOVV AITO TA ATTOKEVTPWTLKG GL-
GTAHATO, OTWG EVKOALX AVATTTLENG, CUVTHPNONG KAl ATOCPUAUATOONG TV epappoyodv. [Ikoyovv wotdco ot 6,TL
apopd TNV oTaBepdTNTA, TNV AoPdAeL, TNV EMERTACHOTNTA Ko TNV eEEALET, TONELG OTTOV TAL ATTOKEVTPWTLKA OV-
othpata eivor Laitepo ATOTEAECUATIKA.

H avéyxn ylo ommokévipweon Twv epapploymy, eldikd oTnv emtkovwvia, eivar peyaAn ko mnyalel oo Tny avaykn
yio elevBepioe TOL AdYOU, AVOVULpIO Kol LW TIKOTN T XPNGLUOTOLOVTHG TEXVIKEG YO KATAVOLT) TOVL processing, pio
Swavepnpévn Paon dedopévwv ko alyopiBpovg kpumtoypogiag dnpootov kAeldlod PITopolpe Vo TPOoTATEDGOUHE
TNV QV@VUHLo TOL XprjoTh cAA& kot va eyyunBovpe tnv tavtomoinot] tov.

1.3.3 Apecodnpokpatikég Stadikaoieg kot avtodixyeipion

To v TApn emitevén tov 6Td)YOL amalteital emiong éva cbotnpa dtayeiplong TG TAATPOpHAG avTHG Kad’
aLTNG AAAL KL TV TTEPLEXOHEVWV TNG. To GVGTNHA TTOL ETAEYOUHE YO XVTOVG TOVG GKOTTOVG ELVOL AUTO TNG AUETTIC
dnpokpartiog kot avtodiayeipiong. Avtd onpaivel 0t oL aopaoels Oa maipvovtol péoo otd Yn@opopieg oTLg 0moleg
Bo prtopovv va cuppetéxovy doo pédn Exouv Sikaiopa Ymeov. Etot, Aoym NG amokévipwong kat &po TG EAAELYNG
drowovoag apyng, n TAaT@Oppa propel va xpropomotnBei oav pio eyyunpéva apepdinmtn apyn yio Yyneopopieg
AV o€ Bépata Tov apopovV T oLt TIKT (w1 KaL oxL Hovo.

1.4 X16Y0g

3to)0g Tov project eivou 1) SnpovpYL PG KOWVWVIKTG TAATPOPHAS, 1) omoia, Pacilopevn oe Texvoloyieg amo-
KEVTPWOTG, apevog Bo mapéyel edevbepion Adyov, epyadeior avtodiayeipiong kat cpecodnpokpaticég diadikaoies,
aetépov Ba Stao@arilel TNV KLPLOTNTA TV dedOpEVEV TOL XPrjoTh artd Tov idLo kat tnv avefaptnTomoincn tov
ovothpatog and kevrpikég ovrotntes. [loapdAinia, O mapéxel otoug emainBevpévoug xprioteg Tov ATIO po TAot-
POPHOL YLOL OVOVUHEG Kol tUBEVTLKEG YT POPOPIEG, EV SUVAHEL LKAVOV VO ATTOTEAEGOLY €Vl £YKUPO, EUTTLOTO KL AUECOL
dnpokpartikd Pripo AYng amopaoemy.

1.5 MeBodoroyia avamtvEng

TNo v entitevén TV 6TOXWV TOL OPIETNKAV KOL TNV 0PYAVWOT TNG amapaitnTng SovAeldg ot Swoxetpicipo
pépn oxediotnke 1 xpron dbpopwv epyoreinwy kot peBddwv avamtuéng Aoyiopikol, 0mwg To cOoTNHA EAEYXOUL
ekdooewv (version control system) Git kou 1 péBodog opydvwong Scrum. To epyadeio avtd eivar dokipaopéva ko
éxouv edpawbel otn obypovn avamtuEn AoyLopLkoD.

To Git elvar dwpedv AOYLoPLKO avoLYTOV KOSLKA TO 0TTOL0 ETLTPETEL KOl ETLKOVPEL TNV AITPOCKOTTTI AVATTTUEN
AOYLOHKOU atd TOAAXTIAG péAT piag opadag, Tavtdxpove kol dtavepnpéva. Avtod emttuyyxdvetal Tapéxovtag éva
mAaiclo otd epyadeio ta omoia fonBoidv tnv dwxeipion kol EVOOUATOOT TV SLPOPETIKGOV ekOOCEWMY TOL KOILKOL
TIG omoieg avouttuoet kébe péAog Tng opddoag Eexwprotd. Yrapyovv Sikpopa povtéda xpriomg tov Git kot 1o ouyke-
Kpyéva tng duvatdTnTag v divel yix Snplovpyia, avértugn ko éveon kAadidv (branches). o Tovg oromovg Tng
TOPOVCOG SUTAWHATIKAG oXeSLATTNKE 1) XPrioT TOL HOVTEAOL oL €xeL avatTuyDel amd tnv etoupior Github, Flow.
To povtélo avtd opiletl 6Tt kGBe TpoypappatioThg Do avoiyet éva véo branch yia tn avamtugn evog véou yopaktr-
pLoTIKOD NG epapppoyng i tnv dtdpbworn evog pépoug tov kddika. Emerta, 6tav n dovietd éxel odokAnpwdei to
branch evovetou (merge) pe to faoikd branch tng epappoync.

To Scrum eivoun pio péBodog opydvwong otnv omoia o/1 empeAnTric/emipeAtpia Tov Scrum (Scrum master) Sio-
xwpiler ta aveEdptnTo pépn epyaciag (tasks) mov mpémel va vAoTONBOLY Yo TNV OAOKAPWOT] TV 6TOXWV eVOG
project. Ta pépn avtd TEPLYPAPOVTOL AVOAVTIKA HOLL HE TIG OTTALTHOELG TOVG Ko KataTifevton o€ pla AMota epyo-
owdv (backlog). Emeita, péoa amd cvokéfelg (meetings), emdéyetan évag aplBpodg amd pépn epyaciog To omoio O
amtote Aéoouv To enopevo Sprint. K&Be pépog epyaciag avartifetal oe k&uroto péAog yiox vAomoinor kot opiletal yio
to Sprint pio ypovikr] Sidpkel, 6TOXOG TNG 0TOlaG ELVaLL 1) TEPATWOT OAWV TV PHEPOV epyaciag TPy Tr AHEN TNe.
>to Téhog mpobeopiag mov opioTnke yio To Sprint ta péAn Tng opddag amoTipodv T amoteAéopata ko opilovv To
emopevo Sprint. H diadikacio eravalapfdvetal éwg 6Tov To £pyo oAokAnpwbe.

Méoa amd TNV XproT) TV TUPOTAVE® EPYOAELDV ETLTUYXAVETAL 1] OLAAT) CLVEPYAGIN GTNV AVAITTUEN TOL AOYL-
opko0. K&Be pédog tng opddag dvvaton va epyaotel avefaptnto Ko xwplg Tnv avaykr dtoakpois emtkovoviag e
ta vrtolouta péAn. Ot oTd)OL elval oplopévol, coPng KoL xwplopévol oe dwayelpiopa pépn ta omoia dev katafd-
Aovv ta péAn. Tavtdypova, Exovtag wg édpa kablepopéva TPOTLITA AVATITVENG, TTOPEXETOL POPHAMOHOG KL ETOLHES
péBodol emilvong mpoPAnpdtwv, yeyovog mov Aettovpyel katalvtikd ko fondd otnv amouyel TEAP&TOV KaTd TN
GLYYPAPT] TOV KOSKA.



1.6 Opydvwon kepaAaiwv



KepaAoro 2

OewpnTiko vVOPabdpo

2.1 YuvapTnoElg KATAKEPUATIOHOD

Ol KpUTTOYPUPIKEG CUVAPTIHOELG KATAKEPHATIOROD (cryptographic hash functions) eivan eldikr} katnyopio
GLVOPTHCEMV KATUKEPHATIOHOV GXESLOOPEVES YIaL XPT)OT] GTNV KPLTLTOYPO@Pict. ATOTEAODV pobnpartikég cuvapti-
oelg Tov déxovTal wg eicodo dedopéva Tuyaiov peyéBoug kou emtoTpépouvy cupPorocelpég oTabepod pPrKouG.

OL TYég TTOV EMLOTPEPELT) GLVAPTNOT) KATOKEPUATIOHOV ovopdlovtan Tiég katakeppatiopoo (hash values, digests
1 autA& hashes). Mia 8avikr kputtoypa@ikny cuvapTnor Katakeppuatiopo éxel Tig e€ng Paocikég ot Teg:

« Eivou vreteppuviotikr, dniadn n idia eicodog mapayel mévta v ida ¢é€odo.
« Eivou pn avtiotpéyyun, dniadn eivor mpoktikd avépikto va vitohoytotei 1) eicodog dedopévng pag e€6dov.

« Eivau apepovoonpavn (1-1), Sniadn o dvo dropopetikég e1.6060VG avTioToLX 0OV TAvTo SVO EVTEADG SLoupo-
petiicég E€odot.

« Eivow aodotikr), dSniadr) o vitoroyiopdg tov hash omorasdjmorte eicddov eivan ypryopog.

2.2 Aocvppetpn kpuntoypopio

H actppetpn kpunroypaeia (asymmetric cryptography) ) kpuntoypagia dnpociov kAewdioo (public-key cryptography)
arotelel kpuTOYpOPLKO choTNHA TTOL Paciletal ot xpron evdg Levyoug kAewdidv (key pair), Tov dnudoiov (public
key) xai tov iiwtikot (private key). Avtd ta kAewdid eivon pobnpoatikd cuvdedepéva wg eEng:

« To Wiwtikd kAedi Se popel va tpokOYeL yvopilovtag To dnpodctd Tov

« 0,11 kpuntoypaenOel ad To éva propet va arokpuntoypagndel povo amd to GAlo

H Snpovpyia evog Cedyoug kAeldumdv emituyyavetal pécw pog yevvitplag kAeidiov (key generation function), n

ornoia xpnoiporotet edikovg oadyopiBpovg (mt.x. RSA), dexdpevn wg eicodo évav tuxaio apBpod. Amd ta mopoyBévra
KAeWdLd, TO SNUOCLO YVWOTOTOLELTOL GE TPLTOUGC, VA TO LOLWTIKO TOPAPEVEL HUGTLKO.

10
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1310TIKO KAEIDT

Sxnuo 2.1: Hapaywyn acOppetpov Lebyoug KAELOLOV

O xpnotng propei va xpnotpomotioel T kAL yio dvo Pacicovg okomovg:

@) T voe aItokputToYpoPrioeL LVOHOTO AAA®Y XPTOTOV, OL OTOLOL TO KPLILTOYPAPTOAV X PT|GLLOTOLOVTAS TO
dnpooio khewdi Tov. Me awtov tov Tpdmo e€acpatileton 1) eumorevtikotyra (confidentiality).

B) T v voypaer Ymeraxd éva privopa, kpumtoypagovtag to hash twv dedopévev touv pe To Wwtikd TOv
kAedi. ETol, 0 TapaAiTng tov pnvopatog propei péow tng Anebeicog yneiaxric vroypaprg (digital signature):

i. Na enraAnBedoel v TRUTOTNTA TOV TOGTOAEN, OTTOKPLILTOYPAPOVTAS ETLTUXMG TNV YNPLOKT] LITO-
ypoon pe to dnpodoto kAewdi tov tedevtaiov. E€aocpalileton étol ) moromoinon (authenticity) tng mpoé-
Aevong twv dedopévav.

ii. Na empefordoel 6TL TOo privopa éptoce avarrointo, epdcov to hash twv dedopévwv cupmintel pe to
hash evtog g Ymeraxrg voypagng. Me avtov tov Tpdmo eacpariletor n akepardtnta (integrity) twv
dedopévov.

Me tov cuvSLaGHO TV TapaTtdve, Aépe OTL SVO YPrOTEG HITOPODV VXX ETLKOLVOVOLV HETOED TOVG e KPUTTOYpd-
pnon ar' axpy o' dxpn (end to end encryption).

11
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Sxnpa 2.2: Kpuntoypaenon ar' dkpn o' &ixpn

2.3 Aévdpa Merkle

Eva 8évdpo Merkle (Merkle tree 1] hash tree) eivou pict devdpikr) dopry dedopévwv, 1 omoio astaptileton ard
@OAM\a (leaf nodes), mov epiéyouvv hashes artd blocks dedopévwv, ko atd dAhovg kopfoug (non-leaf nodes), ot omoiot

nepiéxouy ta hashes Twv Buyatpikédv Toug. Tty kopuey Tov Sévpov Ppicketar To Aeyopevo root hash(fl].

H mio ovvnBiopévn vdomoinon eivan To Svadukd (binary) dévdpo Merkle, to omoio mepthapPdvel o Buyatpikoig

kopPoug (child nodes) k&tw amd k&be yoviko non-leaf kopfo, ko eivar avtd OV AVAADETAL 6T GUVEXELAL.

Toa Merkle trees emitpémouvv Tnv amodotikn kot ac@arn eTaAifevoT TV TEPLEXOPEVOV TOL AVIIKOLY GE GET
dedopévov peydrov peyébovg. H Paoikn diotnta eivan 6tL yio kébe oet dedopévwv vidpyel akplpog éva mbovo

5évdpo, To omoio de yivetou va Tpomomonfel xwpig va aAAdEel Tavtd)pova kot to root hash.
‘Etol, péow twv Aeydpevwv Merkle proofs, propotpe:

« Noa amopavBoipe edv kol dedopéva aviikovv oto dévdpo (pe Tov apBpd tev hashes mov B mpémer va

VTTOAOYLGTOUV Vit givat avaAoyog Tov Aoyapibpov Tov apBpot twv leaf nodes).

« No atodei€ovpe GUVOTTIKG TNV £YKLPOTNTA EVOG THNHATOG KATTOLOL GeT dedopévmv, xwpig va XpeLloTel va

amoBnkeboovpe 0AOKANPO TO GOVOAO Sedopévwy.

« No dtxoparicovpe Tnv eyKuPOTNTA £VOG GUYKEKPLHEVOL GUVOAOL Sedopévwv evtog evog HeyadbTepov GOVO-

Mov, ywpic va xpelaoTel va ammokahvgBei To mepLexopevo omolovdrimote ek Twv Svo[P].

12



2.4 Aiktva Opotypwv Koppwv

To dikTvo opdTIHWY KOpPwV 1) Peer-to-Peer (P2P) networks amoteAobv piat kaTavepnpévn apyLTeKTovIKT SIKTOWV,
oL ovppetéyovteg (kopPor) Tng omoiag porp&lovon {va THHHA TV TOPWV TOVG, HE GTOXO TNV TALPOXT] KAITOLOG VY-
peoiag (.. Tov dwoporpacpd mepieyopévov). Ev avtiBéoel pe ouykevipwtikd diktva tomov client/server, ot kOpSot
(nodes) éyovv amevBeiog tpdoPacn oTovg TOpoug, xwpig TN SitopecordPnon evdidpecwy ovrotrtwv. Ot GuppETéYO-
vTeg £vOG TETOLOL SkTOOL givat, SNAadr), TaLTOYPOVA, TOGO TAPOYOL, OGO KL AULTOVVTEG TWV TOPWV KL TNG TTUPE-
XOHEVNG LTI pETiaG.

To P2P networks propotdv va ywplotodv oe do kartnyoplieg:

« Xto "Kabapd" (Pure) P2P networks, oto omoia toybeL 0L ) apaipeot evog tuxaiov kopPou amd to diktvo dev
mpokadel kdoto TpOPANpa e aLTO.

o 2to "YPpdikd" (Hybrid) P2P networks, oto omoior GUHHETEXOLV EMLTAEOV KO KEVTPLKEG OVTOTITEG, TTAPEXOVTOG
QTTOPALTI T TUHHATO TWV TTPOCPEPOUEVWV VITNPECLOV.

A76 86 xou oo eEng, edv dev avagépetal pnTa n katnyopio kdmotov P2P network, 6o evvoeiton otL avrjket
oTNV TTPOTI].

2.5 Blockchain

To blockchain amotelel pia Stovepnpévn dnpooia oetpd dedopévmv, mov dratnpet évav apeTdANTO WG TPOG TO
LoTopLKd TOL KartdAoyo (immutable ledger) Ymorokodv cuvarloayov (digital transactions) evog oyobod (asset), mt.x.
evog vopiopartog (token). Ileprypdonke yio TpodTn Qopd to 2008 ad éva dtopo (1) pia opdda avBpdITwv) yvwoto
wg Satoshi Nakamoto, aroteA@vtag tn fdon Tov kpurtovopicpatog (cryptocurrency) Bitcoin.

Aopk6 otoryeio Tov blockchain eivan to prthok (block), To omolo mepiéyet pio opdda Eykvpwv cuVOAIXY®OV TTOVL
éxouv katakeppaTioTel kKot kodikomoinBet e éva §évdpo Merkle, to hash tov tponyodpevou pmrdox ko pepicd okopo
petadedopéva (m.y. nonce, timestamp). Etol, k&be véo prhok "deiyvel" oto mponyodpevd tov pécw tou hash, emiPe-
Bordvovtog Tnv akepotdTNTE TOv, pe Ta dradexopeva ptAok va oxnpatilovy ek pio alvoida, péxpl To apyLd
HTTAOK, TO 07T0i0 elval YVwoTd g To Aok yéveong (genesis block).[]

Qg mpog TNV kLpLOTNTA el arvTov, To blockchain cLVRBWS™ dev eAéyxeta amd K&moLX KEVTPLKT OVTOTNTA, XAAGL
Sdwatnpeitar artd éva dnpodoio P2P diktvo. O kopPor (nodes) tov StKTOOL GUHRHOPPDOVOVTOL GUAAOYLKA HE £Vl TP®-
TOKOAAO cLVaiveong (consensus) yLo TV eTLKOLVOVIR KoL TNV emkpwor véwv prtdok. [N mtapddetypa, oto Bitcoin,
TO consensus enttuyydveton péow evog Proof of Work (PoW) alyopiBpov, 6mov ot képfor (miners) avroywvifovral
0 évag tov GAlov yia To Tolog Ba Aboel TpdTog £va ohVBeTo adyoplBpLkd TPpOPANHa TTOL cLCYETICETOL e TO EKA-
otorte block. Avtdg mov Ba Ta katapépet emiPpaPedetan yio Ty ene€epyacTiki Loy oL SaTAVOE He Eva TTOGO AT
bitcoin. Exeiva elva ev pépet véa vopicpata wov k6fovtot 1j "eEopbocovtan” ekeivn t otiypr (0mwg opiletat amtd to
TPWTOKOANO), A& ko oo TéAN (fees) kaTéfodav oL kKOpPoL yLo va TPAYPHATOTOGOLY TIG CLVAAAAYEG TOV HITAOK.
AEilel va onpenbel tog dev eivon avarykaio va Sabétel xaveic oAdkAnpo to blockchain (to omoio eivon oykddec) -
dnAadn) évav TANpn kOpPo - yio va emicovwvroel pe To diktvo, adhd apkei évag light node ov ahd avopetadidet
NV cLVaAAoyT) TTOL eMLOVHEL VO TPAYRHATOTOLGEL O XPTIOTNG.

H SievBuvoiodotnorn oe éva blockchain emtvyyaveton aglomowdvtag tnv kputoypagpio dnpociov kAedov. To
TpwtOKOAAO TOL ekdoTote blockchain opilel évav alyopiBpo yio tnv mapoaywyn (evyov kAeldiov (t.x. ECDSA oto
Bitcoin). To dnpodoio amd awtd opilel tn dievBuvor, eved To WOLWTIKO TPOPEVEL HUGTLKO, VITO TNV KATOXT TOV XPT)-
otrn. Me avtd T0v TpOHTO TPOoKLITTEL Evar TPk Tk aveEdvTAnTo mTABog mbavdv éykvpwv dnpdcwv dievbivoewv
(.. 219 yia To Bitcoin), oTig omoieg oL xprioTeg PITOPOhY Vo GTEAVOLY Kal Vol AApPAVOLY TTOGK TOL eKAGTOTE Kpu-
TTOVOpiopaTog. Il TNV awostoAr) evog mooov, dniwvouy to fee mov emBupodv va katafdrovy ko vIToyplPpoLY
v emBopntr) cuvariayn pe To Wiwtikd Toug kAewdi. H cuvarayn avopetadideton oto SikTuo Kot Tapopével GTo
transaction pool péxpig 6Tov va yivel amodekti) ko va cupmepidn@Oei oto emdpevo block.

*Yrépyovv kou kdroteg vhomotfoelg tdwtik®v blockchain mov, 6pwg, de B poag anacyorjcouy.

Am6 teyvikr oxomid, to blockchain propel va OewpnBei wg pio pnyovn kataotdoewv Paciopévn oe cuvarlayég
(transaction-based state machine). AnAadr), Eexivaer amd pio apyikr katdotaon (genesis state), n omwoio Tpomosnotei-
to otadioka pe kébe block, ko mepthapfaver avé oo otiypn Tig StevBivoeLg e To TOGH TV VOULGUATWY TOV
TIG OLVTLGTOLYOVV.
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2.6 FEthereum

4

Sxnpo 2.3: Ethereum logo

To Ethereum eivau éva dnpdoto blockchain avorytod kdSika pe eyyevég kpumtovopiopa to Ether (ETH). Hapéyet
pio TPOYPOUHATIOTIKY TAATPOPHA pe evowpatwpévn pio Turing-complete yYAOoo® Tpoypappatiopon, mov propet
va xprotporonBel yioe t Snplovpyia amokevipwpéveov epappoydv (Decentralized Applications 1) DApps) péow tng
xprong "¢Evmvwv ocupPorainv” (smart contracts).[3]

2.6.1 Smart Contracts & DApps

Me amA& AdyLa, Ta smart contracts atoteAoOV awtdvop KOppdTior KOSk T omoio eival arobnkevpéva 6To
blockchain kat evepyomolotvtal péow cuvarloyodv. Mmopovv va Swafalovv kot va yphgovv dedopéva et tov
blockchain, kAnpovopdvrog 18106t Teg 6nwg TN Stapdvela (transparency), Tnv eykvpotnta (validability) ko Tnv ope-
tafAntotnta (immutability).

‘Eva apddetypo tng kobnpepivotnog mov propel va mapoportocdel Aettovpyikd pe smart contract eivon o otv-
toparog twAntig[d]. Evog avtdpatog twintig opieton wg évo avTOVOHO pnyxdvnpa tov Stavépel ayafd 1) mopéyel
vnnpecieg Otav elodyovtol o€ aLTOV Képpata 1) k&ola nAekTpovikn TANpwpr. Ot autdpatol TwAntég eivol tpo-
YPOUUXTLOHEVOL VO EKTEAODY GULYKEKPLUEVOUG KatvOveg oL Ba prtopoldoay v oplotovy o€ évar gUpPoOAaLo.

Me opoto Tpoémo, ot éva smart contract propotdv va kwdikomotnBovv avbaipeteg cuvaptrcels petdfacng, emt-
TPETOVTOG TN SNpLovpYic TOLKIAWY ATTOKEVTPWHEVOVY eQPUPHOY®V. Ol EQAPHOYEG AUTEG HITOPODY VAL XWPLOTOVV G
TPELG KATNYOpLeG:

« OKOVOpLKEG EQOPHOYEG, OL OTIOLES TTAPEXOVV GTOVG XPHOTEG LoXLPOTEPOULS TPOITOLG dLaryeiplong kol cOvaymng
oLUPGOEWV XPNOLHOTOLOVTAG T XPHHATE TOVG. AuTod TTEPIAapPAVEL LTTO-VOPICPHATA, X PTHATOOLKOVOLKGL TT0t-
paywya, cLpPhoelg avtioTdBpiong kvdovov, Topto@oAle amotapievong, dtadrkeg, kat, TeAKE, akOun Ko
oplopéveg katnyopieg cupPaoewv epyaciog TARpoLg KAipoKkaG.

« Hpi-owovopikég epappoyéc, 6o epmAékovot Xpripato, aAld 1 Aettovpyio TOug epmepLéxel TUPAAANA Kot
pia a€roonpeinTn pn voplopatiky mAevpd. Eva tétolo mapddetypo eivon oL avtdporteg mAnpopég yuo Aboelg
o¢ vroloyloTiké poPAfpata (BA. Gitcoin).

« Mn olKOVOpLKEG EPAPROYES, OTIWG 1) ATTOKEVTPwHEVT atobrjkevon dedopévwv, cuatripata TavtdTnTag (identity)
kot priung (reputation), Stadiktvakég Ynpogopieg ko amokevrpwpévn drtakvPpépvnon. O tedevtaieg etodyovv
Ko TNV évvola Twv Amokevtpwpévev Avtovopwnv Opyavooewmy (Decentralized Autonomous Organizations 1
DAOS), ovTOTAHT®OV oL €VEPYOUV OUTOVOHC, XWPIG TNV avéykn SiapecoldProng KAmolog cUYKEVIPWTLKHG
(centralized) apxnc.[3]

2.6.2 EVM

To smart contracts ekteAodvtan and v etkovikr] punyovr tov Ethereum (Ethereum Virtual Machine 1§ EVM).
H EVM outotelei pio quasi—Turing-complete UNXOVT KATACTACEWV apLTeEKTOVIKNG Pactopévng oe otoifa (stack-
based architecture). Ze vynAo6 eninedo, n EVM propel va OewpnBei wg évag moykOGHLOG aTtoKeVTPOHEVOSG VITOAOYL-
OTHG OV TTEPLEXEL EKATOUHDPLOL EKTEAEGIHAL OV TIKEIpEVQ, TO KaBévar pe T Sikr) Tov poviprn arobrikn dedopévwv.

H EVM otoBnievel OAeg Tig TWég NG Pvipng o€ o otoifo ko Aettovpyei pe péyebog AéEng 256 bit, kupiwg
ylo T SLEVKOALVGT] TV EYYEVAOV AELTOUPYLOV KATOKEPUATIONOD Kol EAAELTTIKAG KOPUTOANG. AtBéTel évar cOvoAo
dtevBuvorodotrowy ototyeinv dedopévav:

« Evov apetdPAnto kddika mpoypoppatog oe ewkovikr] pvijpn ROM, goptwpévo pe tov bytecode tov smart
contract mpog ekTéAeot).

« Mia tentikn (volatile) pvrjpn, pe k&Be Oéomn pntd apyikomonpévny oo undév.

I"quasi" ereld) 6Aeg oL Sradikacieg ektéleong meplopilovral oe évay menepaciévo apldpd LITOAOYIGTIKGY PHATWY atd TNV TOCHTNTY gas
7ov eivon Stadéoiun yio omowadnote ektéleon evog smart contract.
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« Evog xopog poviung amobrjkevong, mov eivou pépog tov Ethereum state, eniong apyikd pndeviopévoc.

Yrépyel, emniong, éva ovvoro petaPAntov meptpdirovrog ko dedopévwv, ov eival diabéoipa katd TNV exTé-
Aeon.[B]

2.7 IPFS

To IPFS (InterPlanetary File System) eivow éva P2P mpwtdkoAdo vrepuéowy, oyediaouévo yia va Sixtnprioer kot va
avéijoer ) yvdon s avBpwrétntag kdvovrag to Sixdiktvo avefabuioiio, avlekTiko kou o avoryto. poktikd mpokel-
TOL YO £VOL KATOVERTHEVO GUOTNHA Yo atoBrjkevon kot tpdoPact) oe apxeia, LGTOTOTOVS, EPAPROYES Kot dedopéva.
To mepiexopevo eival TpooPaoipo péow evog Stktdov OpOTIHWVY KOPPwV TTov Bpickovton 0ovdnToTe 6TOV KOGHO, OL
ortolot evdéyeTaL va peta@épouy TANpogopia, va tnv amodnikedoovy i kot ta dvo.

O tpomog Aettovpyiag tov IPFS Basiletal ota e€ng:

« Movadikn tavtonoinon péow drevbuvorododTnong nepiexopévou (content addressing). To mepieydpevo dev
npocdilopiletar amd v Tomobecsio Tov (m.x. https://...), aAAd oo To L mepthapPaver. Kabe xoppdtt wepieyo-
pévou éxet éva povadikd avayvwplotikd mepiexopévou (Content ID 1y CID), to omoio eivar to hash tov.

« X0vdeon meprexopévou pécm kotevbuvopevev dkvkdwv ypaewv (Directed Acyclic Graphs 1 DAGs). To
IPFS afiomoiei DAGs (ko ovykexpipéva Merkle DAGS), piog doprig dedopévwv tng omoiag k&Be kopPog éxet
G povadikd avayvwplotikd to hash Tov mepieyopévou tov (to CID).

o AVaK@AUYPN TEPLEXOUEVOL PHECH KATAVEPNUEVOV VKOV kartakeppatiopol (Distributed hash tables 1)
DHTs). O DHT eivat éva katavepnpévo OO THHA Y TNV avTlotoiyion kAewdidv oe tyéc. Xto IPFS amotelei to
OepeAtddeg cLOTATIKO TOL GLOTHHATOG SPOPOAOGYNOTG TTEPLEXOHEVOD KOL AELTOVPYEL WG SLGTAOPWOT) HETAED
KaTaAdYoL kol LGTAPATOG TAONYNoNG. IlpakTikd TpokelTaon yia Eva wivaka o atoBnikedeL TOLog £XEL TOLX
dedopéva kat, PHEcw ToL omoiov, o xpriotng Pplokel Tov peer ov éxel amoBnkevpévo To emtBuunTod mepLexOpevo.

O amokevtpwtikodg yapaktnpog Tov IPFS divel mn Suvatdtnta va mapéxetal To meplexOpevo ard ToAlovg KOp-
Boug, ot omoiol Ppiokovtal o SipopeTikég Tomobeoieg ko dev LILAYOVTOL GE KATOLX GUYKEKPLHEVT) KEVTPLKT op)T.
Me avtdv tov TpoTo, ta dedopéva eivar o avBektid 1000 and amoyn diabecpotnrag (v évag koppog amocuv-
debel, O vapyel k&urolog dAL0G), 660 Ko atd dmoym avtoxrg ot Aoyokpioia. Mmopei, emiong, va avokTOvTaL
YPNYOPOTEPQ, EPOGOV Ta SLatBéTOVV KAITOLOL KOVTLVOL peers, Tpdypa tdiaitepo TOADTIHO AV YLt KOLWVOTHTEG TTOV elvaiL
KoAG Sictuwpéveg Tomikd aldd Sev éxouvv koA oOvdeom pe To evpvTepo dradikTvo.

2.8 OrbitDB

H OrbitDB eivar pioe P2P Béon dedopévwv. Xpnowomotei to IPES yio tnv ammobrjikevon tov dedopévov kot o
IPFS Pubsub yiax tov avtépato cvyypoviopd tov Pfacewv dedopévov peta&d twv peers. Eivon pia tehikd ovve-
7g (eventually consistent) kou ypnoyomotei CRDTs (Conflict-Free Replicated Data Types) yix cvyyxwvevoelg Pa-
oewv dedopévev Ywpig ovuykpovoelg, Tpdypa ov TN kabiotd e€opetikn emthoyn yioe DApps ko offline-first web
applications.

Stores
H OrbitDB ntapéyet Siéupopovg tOmoug Baoewv (stores) yio Stoupopetikd povté Ao SeSopévav Kol TePLTTOCELS XPHIoTG:

« log: éva apeTaPAnTo (HOVO YLt TPOGAPTNOT)) NUEPOAGYLO HE VLY VEDGLUO LGTOPLKO.

o feed: éva petafAntd apyeio katoypo@ng pe oviyvedoo LGTOPLKO, TOU OTOLOV OL KOTAXWPT|OELG PITOpoV Vo
npooteBolV kot var cupapeBoov.

+ keyvalue: pioe faon Sedopévav kAeldLdv-TIHdV.

« docs: pio Pdom dedopévav eyyphpwv oTtnv omoio prropovv va apxetobfetndoiv éyypagoa JSON pe éva kabopt-
opévo kAeldi.

« counter: pio faon dedopévev yio KATapETPNOT CUUPAVTOV.

Ol Tax stores vAomotovvtan Thve oto ipfs-1log, pio apetdPAntn, operation-based CRDT yia kotarvepnpévo
GUGTHHATA, EVG LTTAPYEL Ko 1) SuvaTdTNTA SNPLOVPYING TPOCAPHOCHEV®V Stores AVAAOYX [E TNV TEPITTWST).

Address
K&0Oe paon Sedopévwv Aappdavel kot tn dnpovpyio tg pio Stevbvvon tng poperic: /orbitdb/CID/DATABASE_NAME,
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6mov CID eivon to IPFS multihash tov pavigéotov tng, eve to DATABASE_NAME eivou to dévopa tng Paong . To
povigpéoto eivon éva IPFS object mov mepiéyel mAnpogopieg g Péong 6mwg To dGvopa, Tov TOTo Kot Evay delkTr oToV
eheykth tpodoPaong (access controller).

Identity
K&Be gopd mov mpootibetal pia eyypagr otn Paomn vroypagetal amd tov Snpiovpyd tng, o omoiog Tpocdiopile-
To oo pio tavtotnTa (identity). To Identity object, épa amd Tov mpoemiheypévo Tpdmo Aettovpyiag, propet va
TPOCUPHOCTEL £TOL MOOTE VoL GLVIEETAL PE KATTOLO eEWTEPLKO avaryvwploTikd. H poper tou éxel wg e&nic:

{
_id: <the ID of the external identity >,
_publicKey: <signing key used to sign OrbitDB entries (auto-
generated by OrbitDB) >,
signatures: {
id: <signature of _id signed using _publicKey >, //
Allows the owner of _id to prove they own the
private key associated with _publicKey
publicKey: <signature of signatures.id + _publicKey
using _id> //This links the two ids
|
type: 'orbitdb '
}

Access Control
Katd ) dnpovpyio piog Baong propodv va opiotodv oot Ba éxouvv Sikaiwpa va ypaouv oe vty pécw evog
eheykth tpooPaong (access controller). O eleyktrig Oa mepidapféver To public keys tovg, Ta omoio prropodv va
avoktnBovv and to identity Tov kabevog. Amd mpoemiloyr] ko av dev opileton Sipopetikd, divetal mpdoPao

eYYPOPNG HOVO aTov dnputovpyd tng Paong.
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KepaAaro 3
Y XEOLOOT EPUAPHOYNG

3.1 Aoywa pépn

H mlatpoppa propei va Sioywprotel oe Vo Aoyikd pépn:

1) To tpdTO péPog amotelel piat CLTOTEAT KO TAPOG ATOKEVTPWTLKT TAATPOPUA TTOL GTOYOG TNG elva va TTopé-
xeL tn duvatotnta eevbepiog Adyov ampdcPAntov oe Aoyokpioio ko Staypapr) amd kevTpikég ovtoTnTeg e€ovoiog.
v ovoia e8¢ Ba prtopei - oe pia aAomounpévn exdoxr - omolocdrjmote va dnpovpyricet topics 1 va aavtrioet
oe dAAa. Eme€epyaotikdg muprvag Bo eivon évor smart contract To omoio O déxetar atd Tovg yprjoteg transactions
ko Bo T eyypagel oo Storage Layer:

To HELOVEKTNHO QUTOD TOV KOPUATLOD eival TwG Lot vor AeLTovpyfoel amattel yia k&Be transaction ol xprjoteg
va kataPdrovv kdrmolo Tédog yio ta fees. Av kot vtapyovv oxédia amd TNV opddo avasttuéng tov Ethereum yio
1 peiwot] Touvg oto péAdov (fwg ko 10-2), ta fees otn xpron g EVM Ba eivon avostdgevkto. Qotdoo Oa mpémel
vo onpetBel OTL aPevOg TAPEXOLY HLO HOPPT] TTPOCTACLOG OUTEVOVTL Ge KakOBovAovg xprjoTeg wov Qo TANppdpL-
Lov TV epappoyn pe avemBdpnto mocotikd/mototikd eptexopevo (Ba Tovg Tay OLKOVOUIKE G OHPOPT) HLOL TETOLX
enibeomn), apetépov vITGpyoLY K&ow workarounds yio va pelwbel SpacTiKé 1) EPITAOKT) TOV XPHOTY HE TNV KOTA-
BoAn TeEA®V, KATL TTOL TTEPLYPAPETAUL TIOUPAKATW OTLG KATNYOPLEg XPNoTAV. Ta Tapostdve mTPakTik® GHaivouy 0Tl
to Smart Contract O mpémer avd dwxotnpata va optiletal (and omotovdrmote) pe Ethereum 1 ot xprioteg (BA.
KOTNYOpieg xpnoT®v) va katadiovv ta Sikd toug ¢€oda.

2) To debtepo PéPOG OITOTENEL LA HEPLKMG ITOKEVTPWTLKT] KOLL 1) AVTOTEAT] TAATPOPHOL TTOL EPYETAL VO AELTOVP-
yrioet emmpdcdeta otnv mpdTh. To Koppdtt avtd amevBiveTol ToKAELOTIKG o€ emtkupwpéva péAn tov AIIO ko
OUVIOTA Vo opecodnpokpatikd cvoTnpa Yngogopiag ov O eyyvdrtor oe vYNAS Pabpd TNV eykvpdTNTA KoL TNV
avwVvupio Twv Stadtkactodv Tov. Me Alya Adyia, Ba dnpovpyoidvton Bépata mtpog Yneogpopic (6T TPOTO KOPUATL),
nave oto onoia Bo Ymeilouvv doot éxouvv To dikaiwpa (cvtoi Bo opilovtan pe TV kKatoyr evog avahoyou token oto
Ethereum).

O xpriotng péow evog Frontend (piog kAaoikng totooelidoag ovoraotikd) O propei va miotonouioel péow login
oto it.auth.gr® tnv akadnuaikr Tov tavtotnra. Xn cvvéxewn To TDS (Token Distribution Service, eAéyyxovtag To
admin account twv tokens O mapéyel oto yprjotn dvo tokens. Eva to omoio O Tov divel voting rights (verified user)
Ko évae mov Bar kGvel T TAATQOPH Vo TOL eMGTPEPEL T TEAN TO OTola AN pdvoLvy ot k&be post toug (trusted
user).

*Idovikd, pe tn ovvepyoaoio Tov AIlO, o UAS Ba atotelel vnpecio cuvepyalopev pe tnv Yrodopur miotonoin-
ong kot e€ovorodotnong (BA. https://it.auth.gr/el/infrastructure/aai). Avtd onpaiver 6tL oL xprioteg de Ba yperdletan
va epmiotevtovy tov UAS pe ta it credential toug.

3.2 Karnyopieg xpnotov

3.2.1 IIpwTo pépog

Onwg mpoeutddnke, To TpoTo pépog tng TAatdppag Oo eivon avolytd oe GAovg. QoTdoo, oL XPHOTES TOL HITO-
potv va SrokpBoiv oTig eErjg dvo katnyopieg:

« Epmota péAn tov diktoov (trusted users)

« Mn épmiota pédn (untrusted users)
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Baowkr] Stopopd Twv $00 KaTnyopLdv eivon wg evad ot trusted users O amwolnpidvovton avtopate ad To (evv.
@optiopévo) smart contract ko &pa B eivar amadldoypévolr amd tédn, ol dedtepot Oa mpémel va katafdlovy povor
Toug To TéAN Toug (fees) yuo k&Be evépyela (.. posting).

H epmiotootvn evog xpriotn (trust) popei va oprotel wg évag aképalog aplbpog pe Koo KatOeAL, Téve amrd
T0 omoio o xpriotng Ba Bewpeitoun trusted. To trust O pwopel vo avEopeldveTal avd TaGa GTIYPN, Pe TOUG XPIOTEG
va ivouv ko va taipvouy Pabpovg trust oe/amd GAdovg.

AEileL va onpewwbel emiong OtL emeldr) 6Aeg oL cuvaAayég KaTaypagpovtal, ival SLVATO Vo VTTOAOYLOTEL TO
oLVOoALk6 o6 Tov Ethereum mov éyel £00éyeL évag common user péypt va yivel trusted ko étol propel otadiokd
VoL TOU eTLOTPaPEl péow tou contract. Avto divel KiviiTpo 6TOVG XPHIOTEG VO SLATNPODY GWGTY) CUUTEPLPOPX KOL VO
ouppairovv Betikd otV TAATPOppA.

3.2.2 Acgbtepo pépog
T To debdtepo PéPog TG TAATPOPHAC, OL XPHOTEG TOVL Hitopov va dtokplBolv oTig e€Ng Kot yopieg:
« IIictomowpéva péAn tov AILO. (verified users)

« Mn motomowpéva péAn tov AILO. (untrusted users)

Sxetkd pe to Sukatiowpa Prgou yio avBevTikég dnpokpatikég amophoelg oxetikég pe To AIlO, awtd Ba to éxovv
povo ou verified yprjoteg touv diktov. Ot verified yprioteg O prtopov emimAéov va aAANAeTO POV pe TNV TAATPOPHOL
eEapyng xwpig tnv katafolrn tehdv (Bo Eexivave wg trusted), Tpaypa mov PéPaia de onpaivel 6TL xavovtog trust de
Bo pTopov Vo YAGoLY aUTO TO TPOVOLO.

3.2.3 Xdvoyn xpnotov

SUUTTEPACUATIKE TTPOKVITOUV TEGTEPLS DLAKPLTEG KATNYOPLeg XproTaV e EexwpLloTd Siko®dpaTo oL paivovtal
OTO TAPAKAT® SLiypappo:

3.3 Zevaplia xpnong

3.4 Texvoloyieg

3.4.1 Ethereum

Eekvovtog tnv oXedloon NG TAATPOPUIG TTPOYHATOTOLGOYE EPELVA WO TE VO AVAKOADYOUpE TIG TBavES emtL-
Aoyég yia To koppdT g Savepnpévng eme€epyaoiog (distributed computing). Avaloylotrikape To TpoTEPHHOTA
KOl HELOVEKTIHATO SLAUPOPWV ETLAOYDV, GUUTEPLAHUPBAVOHEVDY TOV ...

EmAéEape va mpoywprjcovpe pe to Ethereum ko oyt k&mowow XA TAQTQOpPa emTeLd ...

To Ethereum eivou ... [Tapéyer Smart Contracts axolovbwvtag to povtédo ... Proof of work eivat ... O tpdmog mwov
vItOAOYLCETOU KOLL TTAN POVETOL 1) KATAVOADUEVT] eTeEepyaoTiKT] Lo VG eival ... AUTE ELoAyoLV TOVG eENG TTEPLOPLOHOVG
70V TpémeL va ANeBovv vITOYLv katd TNV LAOTOINGT] ...

[Ipoywpdvtag tnv texvoloyia Tov blockchain éva Bripa mapanépa, Eekivioay va dnpiovpyobvtot TPoypoppaTL-
OTLKEG TAATPOPHES Yot TNV AVATTTUEN AoKeEVTPWTIKOV epappoyndv (Decentralized Applications 1} DApps). H tpotn
Ko, pHEYXPL TAOPA, Lo SNUHOPLANG, LoyLpr] Kot Aettovpyikr) TAat@oppa eivon to Ethereum.

>to Ethereum vnépyovv dbo £idn Aoyapiacpodv: ot Externally Owned Accounts kot ot Contracts Accounts. H duwa-
POPA TOUG ELVOLL OTL EVE OL TTPATOL EAEYYXOVTOL OUTTO TOVG XPTOTEG, oL devTepol StabéTouvv éva apeTdPAnto (immutable)
KOMMATL kKOSLKka To omoio amotelel éva Smart Contract. Otav piot cvvoddoyf otodel oe éva Smart Contract, o cvoye-
TWlOpevog kdkog extedeitan amd tnv “Ethereum Virtual Machine (EVM)” oe k&Be kopPo (ko ev Téher Aot épyovon
oe consensus). PuoLkd, ylx TNV ektéleot) TwVv operations atnv EVM (0mwg kot yia To atA& transactions) ypetaletor
va 50800V kamtola fees otovg miners wg avtapolPn yix tnv epyocia Toug.

3.4.2 IPFS, OrbitDB

Onwg n emdoyn tov Blockchain, mov meprypdpnke oto mponyodpevo kepddoto (insert reference), opoiwg kot
n emAoyn Tov Aoyloptkov ov Ba ypnoporombel yio TNy katavepunpévny aodnkevon dedopévov Eekivnoe pe pia
EPELVOL TWV ETAOY®V TTOL LTAPYOULY. AVOAOYLOTHKOHE TO TPOTEPTHATO KOL HELOVEKTIHHATO SLAUPOPWY ETLAOYGDV,
GUUTTEPLAAUPAVOUEVOVY TWV ...

EmAéEape va mpoywprjoovpe pe to IPFS xat tnv OrbitDB évavti dAAwv Aboewv emeldy ...
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To IPFS eivor ... ITapéxet ... pe tov e€NG TpOTO ... AWPERV ... AUTR TA XUPOAKTIPLOTIKE ELGAYOLV TOVG eENG TEPLO-
pLopong oL mpémet v AngBoltv voYy katé TNV vAoTOINGT) ...
H OrbitDB eivou ... ko xprnoyomotei to IPFS yix va katagépel ta e€fg xapaktnplotikd ... [lepropiopot oAt kAt

"Eva artd T TpoPATHOTR TOL TIPOKVITTOLV HE TNV ATTOKEVTPWOT] EQAPROYDV ELvaL QUTO TNG EDPECTIG TWV resources
7oV Ypetolopacte. To TpOPANUa éykelTon 6To yeyovog 0Tt dev LITapXEL Evag server kot &po pic povadikr dtevbuvorn
IP ostd v omoio PItopovpe Vo TTAPOULE TO AVTLKELEVO TTOL Py VoLpe, dLoTL OAa elvon Sravepnpévo oto dikTuo.
EmutAéov 1 aroBrjkevon peyddov dykov mAnpopopiodv oto Ethereum on-chain éyel ammayopevtikd peydho k66T0g
OTOTE ATTOPPLTTETAL.

To mpoPANpa avayeTaL 6e ALTO TNG EMLKOLVOVING HETAED TV KOPPwv. Av kaBoploTel éva TPOTUTTO EMLKOLVOVING
peTa€l TV KOpPwV TOTE Ta avTiKEipeva ptopovv va PpeBodv {nTodvTog Ta atd Toug YeLtovikong kOpPoug, oL omoiot
pe T oelpd Tovg Ba Ta nTricovy atd Toug Sikog Tovg YeiToveg Kot ov To kK&Be e€Ng, péxptL To avtikeipevo va Ppebdet
Ko vor otoletl oTov kOpPo ov apyLkd to {nTnoe.

To IPFS eiva éva vEo TPWTOKOALO PETAPOPAS LTTEPKEYEVOL TTOL BpiokeTon akopa vTd avrttuén. Onwg To yvo-
ot6 tpwtdKoAro HTTP, yio cuykevipwtikd cvothpata, étot kot to IPFS, yio amokevipwtikd cvotrpata, kabopilet
TO TTPOTLTIO TO 0TT0i0 Bt Y PNOYLOTOLOVY T TEPHATIKE TOV SIKTOOU Y va eTLKOLV®VODV petafd Toug. Xpropormotel
KPUTTOYPAPLKEG TEXVIKEG, OTTWG AUTEG TTOL eidape TAPATTAV®, KBS Kot dipopeg Gdheg Texvoloyieg yio vor:

« OULVTOVICEL TN TTAPASOCT) TTEPLEXOHEVOD

+ VAOTTOLYGEL GTPOHA GVVIEGTC HEGK OTTOLOLSTTTOTE TPWTOKOAAOV StkTVOL
+ opioel éva oOeTNH OVOUATWV Topéwv (DNS)

« VAOTTOLYGEL GTPOHA SPOPOAOYNONG

« dwapotphoer apyeia pe peer-to-peer (P2P) texvikég

‘Etol to IPFS opilet éva véo SikTvo LITOAOYLOTMV OV GUUTANPGOVEL T jO1 LItdpyxovTa (Www, Tor, .bit) Svatn-
POVTOG TANPWG WTOKEVTPWOHEVT) XPXLTEKTOVIKT] KO KAVEVOL KEVTPLKO oMpelo amoTuying.

Suvontikd, dnAadr, oto IPFS arobnkedovtar Sievbuvorodotnpéva faoel mepieyopévou (content-addressable) op-
xela, ta omoia avoktovtan Péoet tov hash twv mepieyopévwv Toug (avti yio tnv tomobesia Tovg), eved ovokaAdTTo-
vral ko Srapotpéllovton péow tov mapexodpevov P2P network layer. A€ilel, wotd00, va onpelwbdel mwg to layer avtd
dev eyyvdTon atd povo Tou to hosting Twv apyeiov kot to Stebéoyo bandwidth ya tnv avéktnomn tovg, Tpdypa tov
onpaivel 6Tt Oa Tpénel va yivel tapoyt) VITOSOUNG Ao TOVG XPTOTEG LKAVG va LITOGTNPIEEL Evav eEAdXLGTO aplOpod
KOpPwv amobnkevong.

IIpoxetton yior GUPTANPWHATIKEG TEXVOAOYLEG OTLG TAPATAVE TTOL GTOXO £XOVV TNV 0PYAVKOOT) TV arrodnkev-
HEVOV TANPOPOPLOV oe popet Phoewv dedopévwv.

3.5 IIpodiaypapn pedddov vAoTOiNoNG KAl XPOVOTPOYPAUUATIGHOG

3.5.1 IIpodwxypagn kOkAwv

Emontikd, n Stadikacio Tng vAomoinong meptyphgetor wg eEng:

3.5.2 IIpotn @d&on

Stvetou éva Ethereum Private Network wg faon mévew otnv omoio Ba SovAéPovpe. IIdve oe avtd yphpovpe
Ta contracts mwov Ba elvon vievOVVA Yo SiekTEPAiwoT) 1) I TV posts. T oUVEXELX AVOITTOCCETOL O QTTALPALTITOG
Kodkag Tov vAomolel To posting ypnoomoiwvtag Tig PifAtodnkeg mov divovtan amd to IPES yix tnv emikovavia
HETAED TV KOPBwV TOL SIKTOOL ko avtég mov divovrtal ortd tn BigChainDB yi v aobrjkevon twv TAnpogpo-
pLov pe drovepnpévo tpodmo. Tivovron dokipég yia tnv eEakpifwon g cwoThg AELTOUpYLRG TOL ATOTEAEGHATOG KOt
Stopbmdvovtar Tux6v AdOn oTo KOSLKOL.

3.5.3 AcOtepn paon

Y\omoteiton To Sikaiwpo Yrigov kar posting xwpig fees. Avtd yiveron péow dvo contracts mov O Snpovpyodv
d00 Spopetikd tokens (voting token, feeless token) kot Ba ta amodidovv otov exdoToTE XPHOTN TOL TPETEL VO
TApeL To Sikaiwpo. Avamtocoeton kddkag mov v vAomotel ) Swadikacio Yyneogopiac. Tivovton doxipég yio tnv
eEapifwon g cwoThg Aettovpyiag tov amotedéopatog kot dtopbwvovtal Tuxov Adbn oto k®dika. e avth TN
@b&on 1 anddoon Twv tokens Ba yivel xelpokivnta yia To okomd g doxiurc.
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3.5.4 Tpitn @aon

YAomoteitou éva ovotnpa amddoong epmiotocvvng (ZAID). Avantdcocovton Ta contracts ov eiva amapoitnto
yio i Aettovpyior Tov SAIT kabdg kot yia tnv avtopatn anddoor feeless token otoug trusted yprjoteg. Tivovran
doxipég yio v g€k pifworn Tng cwoTrg Aettovpying Tov artoteAéapatog ko StopBdvovtan TuxOv AdBn 6To KOdIKA.
Egpoocov n epappoyr mepdoel To 6tddlo twv dokpadv eivar étorn yio alpha deployment, eivou SnAadn étoyn yio
XPrioN o TO Koo, LITOAELTOVTAL OUKOG XOPAKTNPLOTIKA TTOL elvat Wiaitepar Oepité oAAd OxL amopaitnTo yo T
Aertovpyia.

3.5.5 Tétaptn @daon

Avomntbooetal 0 KOSLKAG TOL (HOVaSIKOV) GUYKEVTPWTLKOD THHATOG TOV GUGTHHATOG TO 0TTOL0 AVIjKEL 6TO deD-
tepo Koppdtt - Tov UAS: ‘Etol avtopartomnoteiton 1 Srodikacio ammddoong twv token, mov otnv mponyodpevn gdor
éywve yetpokivntoa. T'ivovron Sokypég yio tnv e€okpifwon g owothg Asttovpyiog tov auroteAéopatog kot dlop-
Bmdvovton Tuydv AdOn oto kddka. Epdoov 1 epappoyn mepdoel o otddio Tev Sokpdv eivon éToyn ya éva beta
deployment, Gote va yivel o eupig éleyxog amd pia opddo doxpmv ko va mapbel feedback yia tnv epmerpia
xpnoT.

I'o to TeAikd deployment Ba prropovoe va tebel wg 6TdX0G 1) KATd TO SLUVATOV pElwTT) TV TEAMV YL TN AeLTovp-
ylo TNG TAATPOPHAG, AVETTUYHEVOL XOPOKTIPLOTIKA ETLKOLVOVIAG 0TS SOUNGCT TV GL{NTHOEWY GE KATNYOPLES,
TPOPIA XPNOTAOV Kotk AAAX YOPAKTNPLOTIKA EVKOALOG XprioNG.

3.6 Ap)ltEKTOVIKN
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4.3 Texvoloyieg vAomoinong

4.4 ApX1LTEKTOVIKT VAOTOINONG
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YUUTEPACUATA
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53 Avowxtd O¢pata

5.4 Emniloyog
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